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Abstract

The growing use of multimedia-intensive applications, especially in interactive surveys,
requires a rigorous evaluation of cloud-based and client-side storage solutions to optimize their
performance, scalability, and cost-effectiveness. This thesis benchmarks seven widely-used
multimedia storage solutions, AWS S3, Azure Blob Storage, Firebase, Dropbox, OneDrive,
Google Drive, and Local Storage, within Huldra, a React-based multimedia survey framework.

Empirical assessments evaluated multimedia retrieval performance (fetch-time), network
efficiency (throughput, HTTP overhead), and token management complexity across varied
multimedia types, file sizes, network conditions, and geographical locations. The results
highlight superior performance from Local Storage, AWS S3, and Azure Blob Storage,
identifying these as optimal for latency-sensitive multimedia applications. Dropbox,
OneDrive, and Google Drive showed performance limitations under constrained conditions,
recommending cautious deployment.

The research identified significant trade-offs in token management strategies affecting
usability, reliability, and security. Firebase simplified user experience through long-lived
tokens but posed moderate security risks. Short-lived tokens used by Dropbox and OneDrive
introduced complexity and potential disruptions, while Google Drive’s token management
depended significantly on verification status, impacting operational reliability.

Methodologically, this research provides reproducible benchmarking frameworks, com-
prehensive JavaScript-based testing scripts, and open-source integration libraries. It offers
scenario-specific guidance for high-performance, cost-effective, and secure multimedia survey
implementations. This thesis contributes valuable insights and tools for informed decision-
making and optimized deployment in multimedia-rich survey contexts.
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Chapter 1

Introduction

In contemporary digital applications, multimedia content, such as images, audio, and video, is
widely used to improve user experience and engagement [99] [52]. Ef�cient multimedia content
delivery is critical, as performance issues like prolonged loading times or network latency can
signi�cantly reduce user satisfaction and overall application effectiveness.

Cloud storage solutions have emerged as essential tools to address these challenges by
providing reliable, �exible, and scalable data handling capabilities [10]. Prominent providers
such as Firebase, AWS, Azure, Dropbox, OneDrive, and Google Drive offer distinct bene�ts,
including robust security, easy accessibility, scalability, and variable cost structures.

Meanwhile, local storage continues to represent a valuable alternative, particularly for
scenarios requiring of�ine access or minimal latency. Despite the widespread adoption of these
storage solutions, comprehensive comparative evaluations speci�cally designed for multimedia-
intensive web applications are still limited. Evaluating the performance characteristics of
these diverse storage solutions thus provides crucial, actionable insights for developers and
researchers aiming to optimize multimedia delivery and improve user experience [135].

1.1 Motivation

The rapid advancement of digital technologies has signi�cantly transformed online interactions,
with multimedia-rich online surveys increasingly used to enhance user engagement and
gather detailed feedback. The Huldra framework [87], an open-source React-based
platform [148], exempli�es this trend by enabling advanced multimedia interactions and
collecting crowdsourced feedback across diverse contexts, including eXplainable Arti�cial
Intelligence (XAI) 1 [27] studies and multimedia processing tasks, such as automatic thumbnail
selection. However, despite Huldra's �exibility and proven utility, its exclusive reliance on
Firebase for cloud storage limits its potential for scalability, adaptability, and performance
optimization in various research and deployment scenarios [53] [158] [10].

Expanding Huldra to integrate and compare several cloud-based storage systems, such as
AWS, Azure, Dropbox, OneDrive, and Google Drive, as well as local storage, has tremendous
potential to improve performance, scalability, and user experience [54]. Such integration
allows researchers and developers to precisely understand how diverse storage techniques
affect critical multimedia performance metrics, including asset fetch times, network ef�ciency,
and token management complexity [95]. This systematic evaluation addresses the gap in
comprehensive comparative research on multimedia storage solutions designed speci�cally for

1https://host-xai.herokuapp.com/
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survey-based applications [30]. Ultimately, the results of this research will provide valuable
empirical insights, foundational tools, and methodologies for optimizing multimedia-rich
online surveys, signi�cantly enhancing both the Huldra framework and similar survey-based
multimedia applications.

1.2 Rationale for Choosing Huldra

A controlled and reliable experimental environment is required for conducting a systematic
and reproducible evaluation of multimedia performance across various storage solutions [26].
The Huldra framework, which was explicitly intended to collect crowdsourced feedback on
multimedia content [52], provides an excellent ground for such empirical investigations. Its
modular architecture, robust con�gurability, and compatibility with various multimedia types
make it exceptionally suited for this research.

Huldra's existing implementation using Firebase storage offers a foundational baseline
from which additional integrations of cloud storage providers, including AWS S3, Azure Blob
Storage, Dropbox, OneDrive, and Google Drive, as well as client-side local storage solutions,
can be systematically evaluated. Moreover, Huldra's frontend-based design facilitates precise,
realistic, and consistent measurement of key performance metrics identi�ed as critical for this
research, namely multimedia retrieval performance, network ef�ciency, and token management
complexity [30].

Thus, Huldra's capabilities directly support this thesis's objectives, providing a clean,
controlled, and versatile experimental environment necessary for rigorous comparative analysis
and meaningful empirical insights.

1.3 Problem Statement

The proliferation of multimedia-enabled applications, particularly multimedia-rich surveys and
interactive research frameworks, has signi�cantly increased demands on cloud-based storage
solutions. Ef�cient storage, retrieval, and management of multimedia assets are essential to
ensuring high-quality user experiences, participant retention, and reliable data collection.

However, existing multimedia storage solutions exhibit considerable variability in retrieval
performance (fetch-time), network ef�ciency, token management complexity, cost ef�ciency,
and reliability under diverse operational conditions. Current literature lacks comprehensive
and empirically driven comparisons among cloud-based storage solutions, speci�cally within
multimedia-intensive survey applications. Addressing this research gap is crucial for optimizing
storage solution selections, enhancing performance, scalability, user experience, and cost-
effectiveness.

This thesis investigates the comparative performance of widely adopted multimedia storage
solutions under realistic survey scenarios. The overarching research question guiding this study
is:

How do different cloud-based and client-side multimedia storage solutions comparatively
impact multimedia retrieval performance, network ef�ciency, and token management
complexity within multimedia-intensive survey applications?

To systematically explore this overarching question, three clearly de�ned sub-questions are
formulated, each addressing essential aspects of multimedia asset retrieval and management:
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Multimedia Retrieval Performance Evaluation (RQ1)

Multimedia-intensive surveys require consistent and rapid multimedia retrieval to maintain user
engagement and data integrity. Empirical knowledge regarding how different storage solutions
perform under various �le types, sizes, network conditions, and geographic distributions
remains insuf�cient. Therefore, this research investigates:

RQ1: How do storage solutions (AWS S3, Azure Blob Storage, Firebase Storage, Dropbox,
OneDrive, Google Drive, and client-side Local Storage) comparatively impact fetch-time
performance and multimedia retrieval reliability across different �le types, sizes, network
conditions, and geographic locations within multimedia-based survey applications?

Analysis of Network Ef�ciency (RQ2)

Ef�cient utilization of network resources—such as bandwidth and throughput—is critical,
particularly under constrained or variable conditions. A clear understanding of how different
storage providers affect network ef�ciency, speci�cally throughput and HTTP header overhead,
is essential. Thus, this thesis examines:

RQ2: What is the comparative impact of each storage solution on network ef�ciency,
speci�cally throughput, bandwidth consumption, and HTTP header overhead, when handling
multimedia assets under varying network conditions and geographic distributions within
multimedia-enabled survey frameworks?

Assessment of Token Management Complexity (RQ3)

Authentication and token management strategies signi�cantly in�uence user experience,
operational reliability, and security. Despite their importance, these aspects are frequently
overlooked in empirical evaluations. To address this gap, this research evaluates:

RQ3: How do authentication and token management strategies employed by cloud-based
storage solutions affect usability, operational reliability, and security within multimedia-rich
survey frameworks?

By comprehensively addressing these research questions, this thesis provides empirical
insights into multimedia storage solution performance, facilitating informed strategic decision-
making and optimized deployment in multimedia-intensive survey contexts.

1.4 Scope

This thesis delineates a scope to provide a focused and coherent research endeavor. The research
focuses on systematically assessing and comparing the multimedia asset delivery performance
of various cloud-based storage providers, such as Firebase, AWS, Azure, Dropbox, OneDrive,
Google Drive, and Local Storage solution, within the framework of Huldra. This study does
not intend to create a new framework from scratch, acknowledging the effectiveness and robust
con�gurability of the existing Huldra implementation. Instead, it extends the existing Firebase-
based implementation by integrating additional Cloud and Local Storage solutions, providing
a comprehensive performance benchmark for multimedia-rich survey applications.
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The evaluation speci�cally emphasizes measurable, reproducible multimedia performance
metrics aligned with the research questions, including:

• Fetch-time performance (asset retrieval latency and reliability)

• Network ef�ciency (throughput and HTTP header overhead)

• Token management complexity (usability, operational reliability, and security)

While the study acknowledges the broader contexts of security, user privacy, and data
management, best practices derived from academic research, detailed security analyzes,
comprehensive usability assessments, or in-depth economic evaluations remain beyond its
scope. Furthermore, while important development standards and guidelines from recognized
institutions feed the basic approach and evaluation criteria, this research does not directly
address detailed conformity with speci�c standards, such as those set by the ITU [1].

This well-de�ned scope guarantees that the thesis upholds methodological rigor, aligns
with the practical requirements of multimedia delivery in survey-based applications, and offers
signi�cant empirical insights without exceeding its de�ned research boundaries.

1.5 Research Methods

This thesis employs empirical research methods, including practical software integration,
automated performance benchmarking, and quantitative data analysis, to systematically
address the de�ned research questions and achieve the stated objectives.

1.5.1 Software Integration and Implementation

The research begins by integrating multiple cloud-based storage solutions—Firebase, Azure,
AWS, Dropbox, OneDrive, and Google Drive—and a local storage solution into the Huldra
framework. This integration process involves detailed API con�guration, robust authentication
mechanisms, �le management optimization, and ef�cient data-transfer methods, ensuring
consistent functionality and comparability across solutions [10] [158].

1.5.2 Automated Performance Benchmarking

A set of benchmarking tools has been embedded directly within the front-end application to
evaluate multimedia content delivery. These tools systematically measure key performance
metrics, including multimedia asset fetch times (RQ1), platform resource usage (speci�cally,
memory utilization, RQ2), and network ef�ciency metrics (RQ3), using standard browser APIs.
Performance data is collected in real-time as each survey route within the Huldra application is
navigated, ensuring accurate, reliable, and realistic measurement conditions.

1.5.3 Quantitative Data Analysis

Quantitative methods form the basis of this thesis's analysis. Performance metrics collected
through automated benchmarking are systematically organized into structured datasets for
rigorous statistical analysis [9]. Descriptive statistics, comparative analysis, and visualization
techniques are applied to highlight performance differences, trends, and insights across
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different storage solutions. These analytical techniques ensure the accuracy, transparency,
and reproducibility of results.

The combination of software implementation, automated benchmarking, and rigorous
quantitative analysis ensures a robust methodological approach, directly addressing the research
questions and objectives of the thesis with clear, actionable outcomes.

1.5.4 Ethical Considerations

This thesis strictly adheres to established ethical guidelines and best practices throughout the
research process. Since the research involves benchmarking multimedia storage solutions within
the Huldra framework using direct front-end measurements, ethical considerations primarily
focus on data handling practices, methodological transparency, and the reproducibility of
�ndings.

1.5.5 Data Management and Privacy

The multimedia assets utilized for benchmarking within the Huldra framework are exclusively
drawn from publicly accessible, non-sensitive sources. The front-end measurement scripts are
designed to collect only technical performance metrics, such as multimedia asset fetch times,
memory utilization, and network ef�ciency. This evaluation process guarantees strict adherence
to ethical privacy standards by not collecting, storing, or processing any personally identi�able
information or sensitive participant data [34].

1.5.6 Transparency and Reproducibility

The documentation for software integrations, front-end measurement scripts, con�guration
parameters, and data analysis techniques is comprehensive. All methodological decisions
and performance measurement processes are transparently documented and systematically
managed using GitHub.

The structured and transparent version control practices [29] ensure full traceability of
modi�cations and contributions, signi�cantly enhancing research accountability and facilitating
reproducibility by other researchers [145]. Structured and transparent version control practices
allow full traceability of modi�cations and contributions, improving research accountability
and promoting reproducibility by other researchers.

1.5.7 Software and Resource Usage

All software and tools employed in this research—including the Huldra framework, integrated
cloud storage solutions, and measurement scripts—are open-source or available under explicitly
de�ned usage licenses. Intellectual property rights have been meticulously respected, with
accurate citations and clear attribution consistently provided for all external resources used in
the research.

This thesis explicitly addresses ethical considerations to ensure adherence to recognized
ethical standards, promote methodological transparency, guarantee reproducibility, and
proactively mitigate potential ethical issues related to multimedia content benchmarking and
data management.
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1.6 Main Contributions

This thesis contributes signi�cantly to systematically evaluating and enhancing storage solutions
within the Huldra framework, emphasizing the comparative analysis of cloud-based and local
storage solutions. It advances Huldra's functionality by providing empirical evaluations
of performance metrics and developing comprehensive tools and methods for rigorous
benchmarking and systematic analysis. The primary contributions of this thesis include:

1.6.1 Complete Integration of Multiple Cloud Storage Providers

A complete integration of Dropbox, OneDrive, Azure, and Google Drive was accomplished
within the Huldra framework. This integration included detailed API con�gurations, secure
and robust authentication mechanisms, optimized �le management processes, and ef�cient data
transfers. The successful integration notably expands Huldra's capability to leverage widely
used cloud storage platforms for the survey-based multimedia content delivery framework.

1.6.2 Partial Contribution to AWS Integration

The thesis contributed partially to the AWS storage integration, which another project
member primarily developed. Speci�c contributions included comprehensive testing, code
refactoring for performance optimization, and integration into the evaluation work�ow,
ensuring consistency and accuracy across experimental setups.

1.6.3 Partial Contribution to Local Storage Implementation

The author made signi�cant contributions to the conceptualization and implementation of
local storage functionality. Efforts included developing optimized asset loading strategies
and effective caching mechanisms, which considerably enhanced responsiveness and reduced
multimedia fetch times on the client side.

1.6.4 Evaluation of iCloud Storage Integration Feasibility

An in-depth analysis of iCloud storage integration was conducted, examining the complexity of
the SDK, integration challenges, and associated costs. The detailed evaluation concluded that
iCloud integration presented notable complexity and cost barriers, rendering it impractical for
use within the speci�c research context of this thesis.

1.6.5 Development of Automated Benchmarking and Performance Testing Tools

The thesis introduced automated benchmarking tools to measure key performance metrics
relevant to the research questions systematically. These tools effectively captured multimedia
asset fetch times (RQ1), monitored memory consumption (RQ2), and analyzed network ef�-
ciency (RQ3). The automation framework ensured accuracy, repeatability, and comprehensive
coverage across a wide range of testing scenarios.
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1.6.6 Rigorous Comparative Analysis of Storage Solutions

A rigorous comparative analysis used objective performance metrics across multiple storage
providers, including Firebase, AWS, Azure, Dropbox, OneDrive, Google Drive, and local
storage. Metrics, such as fetch times, platform resource consumption, and network ef�ciency,
were systematically collected and analyzed. This rigorous approach provided clear, quantitative
insights into the performance characteristics and operational implications of each evaluated
storage solution within the Huldra framework.

1.6.7 Improved Documentation and Software Development Practices

This thesis substantially enhanced project documentation standards, development work�ows,
and code management practices using GitHub. The practices adopted included meticulous
management of version control [31], rigorous review and handling of pull requests [24], and
comprehensive README documentation [65], thus setting a robust foundation for ongoing
and future development efforts.

Overall, this thesis advances the capabilities of the Huldra framework, offering foundational
methodologies, precise benchmarking tools, and rigorous empirical evaluations. These
contributions facilitate ongoing research and support broader applicability and the future
development of Huldra and related multimedia-oriented survey-based web applications.

1.7 Thesis Outline

The rest of this thesis is structured as follows:

1.7.1 Chapter 2: Background and Related Work

Establishes foundational concepts, evaluates existing multimedia storage technologies, surveys
multimedia frameworks, and identi�es research gaps motivating this study.

1.7.2 Chapter 3: Methodology

Describes the systematic evaluation approach, detailing storage solution integration, automated
benchmarking implementations, and quantitative analytical methods.

1.7.3 Chapter 4: Empirical Results

Presents empirical analyzes of multimedia retrieval performance, network ef�ciency, and token
management, assessing solutions under varied formats, �le sizes, network conditions, and
geographic scenarios.

1.7.4 Chapter 5: Discussion

Interpret empirical �ndings from Chapter 4 to ensure they align with the research objectives,
discuss practical implications, and offer tailored recommendations for distinct deployment
scenarios.
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1.7.5 Chapter 6: Conclusion and Future Work

Summarizes key contributions and �ndings, addresses research limitations, and proposes
directions for future research, emphasizing resource optimization, advanced synchronization,
robust token management, and integration of emerging technologies.
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Chapter 2

Background and Related Work

This chapter provides essential foundational knowledge required for systematically evaluating
multimedia storage solutions within survey frameworks. First, it outlines critical challenges
associated with multimedia asset management, explicitly emphasizing fetch-time performance,
network ef�ciency, and token management complexity. The chapter then discusses relevant
technological foundations, clearly distinguishing between bucket-based and �le-based storage
architectures, and explicitly clari�es the rationale behind selecting the evaluated cloud storage
providers such as Firebase, AWS, Azure, Dropbox, OneDrive, and Google Drive, along with
client-side local storage.

Next, an overview of multimedia-enabled survey frameworks is provided, focusing
speci�cally on the Huldra framework, its original development purpose, typical use cases, and
initial reliance on Firebase. Finally, the chapter critically reviews existing literature, explicitly
highlighting signi�cant research gaps in multimedia storage evaluations. These identi�ed gaps
directly motivate this thesis's empirical investigations and establish a clear foundation for the
methodological and empirical analyzes presented in subsequent chapters.

2.1 Terminology

• Bucket-based Storage: Cloud storage architecture that organizes data as discrete objects
within a �at namespace structure, enabling ef�cient retrieval, high scalability, robust
throughput, and global content distribution capabilities. Typically used in AWS S3, Azure
Blob Storage, and Firebase Storage.

• File-based Storage: Traditional hierarchical storage architecture organizing data into
directories and �les, commonly used by cloud providers such as Dropbox, OneDrive,
and Google Drive. It allows intuitive management and straightforward synchronization
but may introduce complexity in global scalability and retrieval ef�ciency compared to
bucket-based solutions.

• Client-side Storage: Storage method in which multimedia data are saved directly on
the user's device, commonly implemented using browser storage mechanisms such
as localStorage or IndexedDB. This enables of�ine access and immediate asset retrieval
without network dependency, constrained primarily by device-speci�c storage limitations.

• Fetch-time: The duration from initiating a multimedia asset request until the asset is
completely retrieved and available for use within the client application. Determining
responsiveness and user-perceived performance is critical, directly affecting the user
experience.
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• HTTP Header Overhead: The metadata's total size (in bytes) transmitted with each
HTTP request and response. This metadata, including headers such as content type,
caching instructions, and authentication details, in�uences overall network ef�ciency and
bandwidth utilization.

• Network Ef�ciency: The effective utilization of network resources during multimedia
asset retrieval, quantitatively assessed by metrics such as throughput (KB/s) and minimal
HTTP header overhead. High network ef�ciency is crucial for optimizing bandwidth
consumption and improving user experience.

• OAuth 2.0: A widely adopted, standardized protocol that securely manages user
authentication and authorization through access tokens, commonly used by cloud storage
solutions. It provides secure, delegated access to protected resources without directly
sharing credentials.

• Access Tokens: Short-lived credentials issued by an authorization server, granting an
application permission to access protected resources temporarily. Tokens typically expire
after a set period, requiring renewal via refresh tokens to maintain continuous resource
access.

• Refresh Tokens: Secure tokens that allow applications to obtain new access tokens upon
expiration without repeated user authentication. They are integral to maintaining seamless
user experiences and operational continuity in applications relying on OAuth 2.0.

• SAS Tokens (Shared Access Signatures): Speci�c to Azure Blob Storage, SAS tokens
provide granular, time-limited, and secure access control to multimedia assets. They
enable precise permission management while introducing token lifecycle and renewal
management complexities.

• Throughput: A measure of the data transfer rate, quanti�ed in kilobytes per second
(KB/s), indicating the speed at which multimedia content is successfully delivered from
storage solutions to client applications. Higher throughput rates correlate directly with
improved user experience and multimedia retrieval ef�ciency.

• Token Management Complexity: Represents the operational and developmental
challenges of securely handling authentication tokens. This includes the processes of
token renewal, secure storage, expiration management, error handling, and balancing
security with usability.

• Cross-Origin Resource Sharing (CORS): A security mechanism implemented by
browsers to manage requests between different origins.

• Identity and Access Management (IAM): AWS's comprehensive framework for securely
controlling access to cloud resources through de�ned policies and roles.

• ETag (Entity Tag): An identi�er assigned by servers (such as OneDrive) to a speci�c
version of a �le, enabling ef�cient �le versioning and synchronization.

• Network Throttling: The intentional regulation of network speed, used during
benchmarking to simulate real-world connectivity conditions such as Fast 4G.

• Frontend Benchmarking: Evaluating performance directly from the client-side (browser)
perspective, typically using JavaScript, providing user-centric performance measurements.
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2.2 Fundamentals of Multimedia Storage

2.2.1 Challenges in Multimedia Asset Delivery

Multimedia asset delivery within online survey frameworks presents several critical challenges
that signi�cantly impact the ef�cacy of data collection and the overall user experience. Surveys
increasingly use multimedia elements, such as images, audio, and video, to enhance participant
interaction and promote deeper insights. However, the ef�cient delivery of these multimedia
assets is often interrupted by performance-related issues, including latency, prolonged loading
times, resource constraints, and network overhead [10].

Performance challenges, notably latency and loading times, directly affect user engagement
and participation rates in multimedia surveys. Long loading times or noticeable delays in
content rendering can lead to user frustration, decreased engagement, and potentially higher
dropout rates. Additionally, resource constraints such as memory utilization and processing
demands impose substantial limitations on the responsiveness and performance of multimedia-
intensive surveys, particularly when accessed from devices with limited computational
capabilities.

Network overhead further exacerbates these performance issues, particularly for surveys
relying heavily on multimedia assets. High volumes of data transfer, frequent HTTP requests,
large payload sizes, and complex request-response interactions signi�cantly strain network
resources. This overhead can cause poor application responsiveness, negatively impacting the
survey's user experience and the reliability of data collection.

There are also concerns about scalability and reliability, mainly when survey frameworks
rely on a single storage option like Firebase. Single-provider reliance can introduce bottlenecks,
limit �exibility in handling unpredictable workloads, and make a system more vulnerable
to outages [98]. Relying on a single provider limits the framework's adaptability, making it
challenging to optimize performance across diverse usage scenarios and varying data types,
such as different �le sizes.

The practical implications of these challenges are substantial. Poor performance in
multimedia delivery negatively affects the quality of user experience, which can reduce the
effectiveness of data collection and overall survey response rates. Furthermore, scalability
limitations limit the practical deployment of survey applications, impacting their ability to
handle growing concurrent participants or expanded multimedia content demands. Addressing
these challenges through a systematic comparative evaluation of diverse storage solutions thus
becomes crucial for enhancing multimedia survey performance, scalability, and user experience.

2.2.2 Types of Storage Architectures

The chosen solutions distinctly represent two primary storage paradigms:

Bucket-based (Object Storage)

Firebase, AWS S3, and Azure Blob Storage utilize object-based storage architectures optimized
for scalability, global distribution, and high-volume data management. These solutions handle
data as discrete objects identi�ed by unique keys and are speci�cally designed to manage
large-scale multimedia streaming and retrieval ef�ciently.
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File-based Storage

Dropbox, OneDrive, and Google Drive adopt traditional storage approaches, emphasizing
ease of use, intuitive interfaces, and direct �le system interactions. They excel in collaborative
environments and are optimal for scenarios requiring straightforward user interaction and
rapid deployment.

Evaluating both storage paradigms within the same experimental context provides a
balanced and comprehensive performance comparison, offering insights into how underlying
storage technologies directly affect multimedia asset delivery ef�ciency.

Client-side Storage

Client-side Storage or Local Storage uses browser-based storage mechanisms, speci�cally
designed to store data directly on the user's device. This approach provides rapid multimedia
retrieval, minimal latency, and robust of�ine accessibility. However, client-side storage capacity
constraints and synchronization complexities must be carefully maintained to ensure data
integrity and consistent availability.

2.3 Technical Foundations and Evolution of Storage Solutions

Historically, multimedia storage relied primarily on traditional local storage solutions, such as
physical hardware drives and network-based storage systems, which were limited in scalability
and �exibility. The emergence of cloud computing has signi�cantly transformed storage
capabilities, enabling scalable, secure, and globally distributed storage solutions that can
ef�ciently handle multimedia data [158].

Key technological concepts driving this evolution include Content Delivery Networks
(CDNs), caching mechanisms [144], and edge computing [151]. For example, CDNs accelerate
content delivery by geographically distributing content closer to end-users caching frequently
accessed multimedia assets to reduce latency. Edge computing complements this approach by
processing data near its source, minimizing bandwidth usage, and enhancing response times,
which is particularly bene�cial for multimedia-rich applications.

2.4 Overview of Evaluated Storage Solutions

2.4.1 Firebase Storage

Firebase Storage, developed by Google, offers highly scalable and secure object storage
with seamless integration into mobile and web applications. Its strengths include real-time
synchronization, simple SDKs, and strong security through Firebase Authentication. However,
Firebase may experience scalability limitations and higher costs as data volume and retrieval
frequencies increase signi�cantly.

2.4.2 AWS S3

Amazon Web Services Simple Storage Service (AWS S3) provides robust, scalable object storage
with extensive features like lifecycle policies, versioning, and cross-region replication. AWS
S3 excels in reliability and availability, with detailed IAM-based access control. While highly
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powerful, its complexity may pose integration challenges for smaller-scale applications or rapid
deployment scenarios.

2.4.3 Azure Blob Storage

Azure Blob Storage, part of Microsoft's Azure cloud ecosystem, offers scalable and secure
object storage optimized for unstructured multimedia data. It integrates robustly with Azure
Active Directory for secure management. While Azure Blob provides extensive scalability and
reliability, it may require substantial con�guration efforts and can become costly under heavy
multimedia traf�c.

2.4.4 Dropbox

Dropbox is recognized for its user-friendly �le-based approach, intuitive interface, and effective
synchronization capabilities. It is particularly well-suited for collaborative environments
requiring rapid and straightforward �le sharing. However, Dropbox's limitations include
potential rate limiting and suboptimal performance for high-volume multimedia streaming and
retrieval scenarios.

2.4.5 OneDrive

Microsoft's OneDrive leverages Microsoft Graph API for seamless integration within the
Microsoft ecosystem, offering intuitive �le-based storage and collaboration features. It excels
in ease of use, security, and interoperability with other Microsoft services. However, like
Dropbox, OneDrive might face performance constraints under heavy multimedia content
delivery demands due to its �le-system-based structure.

2.4.6 Google Drive

Google Drive provides user-friendly, �le-based storage, excellent collaboration capabilities, and
effortless integration with Google's suite of applications. Its accessibility and user-oriented
design are bene�cial for smaller-scale multimedia applications. Limitations include performance
constraints when dealing with large-scale multimedia content distribution, owing to API rate
limits and data throughput limitations.

2.4.7 Local Storage

Local Storage uses client-side storage mechanisms, primarily through browser-based
technologies such as localStorage and IndexedDB, to store multimedia assets directly on
user devices. Its strengths include minimal latency, immediate asset retrieval, robust of�ine
capabilities, and reduced dependence on network connectivity, signi�cantly enhancing user
responsiveness. However, it is constrained by limited storage capacities, security vulnerabilities
related to client-side data handling, and complexities in ensuring cross-device synchronization
and consistency, making it suitable primarily for latency-sensitive, of�ine-�rst scenarios with
modest multimedia storage demands.

Understanding these technical foundations is crucial for systematically evaluating
multimedia asset delivery performance across various storage solutions, underpinning the
methodological rigor of this thesis.
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2.5 Selection Criteria for Evaluated Providers

Given the broad range of cloud storage solutions, the selection of speci�c providers—Firebase,
AWS S3, Azure Blob Storage, Dropbox, OneDrive, and Google Drive—was strategically guided
by several explicit criteria, ensuring both relevance and comprehensive comparative analysis
within the Huldra framework.

2.5.1 Prominence and Market Relevance

The selected storage providers are widely adopted in both academic and industry settings,
enhancing this research's practical applicability and generalizability. Evaluating popular and
frequently used solutions ensures that the insights generated can inform realistic deployment
scenarios and best practices in multimedia asset handling.

2.5.2 Integration Compatibility and Ease of Implementation

All selected providers offer robust APIs and straightforward integration mechanisms compatible
with web applications built on modern frameworks like React, as exempli�ed by Huldra. This
criterion ensured that each solution could be effectively and fairly evaluated within the same
application environment.

2.5.3 Exclusion of Certain Providers

Notably, some popular storage solutions, such as Apple's iCloud, were explicitly excluded
because of their restrictive entry costs, practical complexities in integration, and limited
applicability in large-scale, research-focused scenarios.

This careful and explicit rationale behind selecting speci�c cloud storage providers reinforces
methodological rigor, clari�es research objectives, and ensures the practical relevance of this
thesis's comparative multimedia performance evaluations.

2.6 Multimedia-enabled Survey Frameworks

Multimedia integration signi�cantly enhances the effectiveness of online surveys by facilitating
richer participant engagement and improving the accuracy and depth of data collection. Having
multimedia elements such as images, audio, and video in surveys allows for more nuanced,
engaging interactions, helping to maintain participant interest and reducing response fatigue.
Studies in user experience (UX) and psychology underline the value of multimedia use in
surveys, highlighting its ability to improve recall, comprehension, and emotional resonance
among respondents [154]. For instance, multimedia elements have enhanced cognitive
engagement and emotional appeal, leading to higher-quality responses and improved survey
completion rates.
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2.6.1 Existing Multimedia Survey Frameworks

Qualtrics

Qualtrics is a robust and widely used online survey platform capable of handling sophisticated
multimedia integrations, including video, audio, and image embedding. Its strengths include
advanced analytics, customizable question types, and extensive data management capabilities,
facilitating comprehensive multimedia-enhanced research. However, limitations include
potentially higher costs and complexity in multimedia management, especially for large-scale
multimedia data distribution.

SurveyMonkey

SurveyMonkey is renowned for its intuitive design and ease of use, supporting straightforward
multimedia embedding within surveys. It is particularly effective for smaller-scale or less
technically demanding multimedia surveys. Despite its user-friendly interface, SurveyMonkey
may face limitations regarding multimedia storage capabilities, detailed analytics of multimedia
interaction data, and scalability under extensive multimedia usage.

Google Forms

Google Forms provides a straightforward, accessible, free survey solution featuring basic
multimedia embedding capabilities (primarily images and videos via external links). It is highly
user-friendly and seamlessly integrates within the Google ecosystem, making it ideal for simple
multimedia-enhanced surveys. Limitations of Google Forms include restricted customization
options, minimal multimedia analytics capabilities, and potential performance constraints for
more extensive, media-intensive surveys.

Understanding the strengths and limitations of these multimedia-capable survey frame-
works provides a clear context for the signi�cance and uniqueness of the Huldra framework's
capabilities, guiding the rationale for its use in conducting comprehensive multimedia perfor-
mance evaluations.

2.7 Huldra Framework: Context and Rationale

The Huldra framework is designed for multimedia-rich interactions and crowdsourced data
collection, making it highly suitable for academic and research-intensive survey contexts.
Its modular and con�gurable architecture supports ef�cient multimedia asset integration,
providing an ideal platform for systematic multimedia performance evaluations.

The Huldra framework was initially developed as an open-source, web-based tool to collect
crowdsourced feedback on multimedia assets such as images, audio, text, and video. It was
designed to address common challenges associated with multimedia-based surveys, including
complexity in study design, resource limitations, and accessibility issues [87]. Huldra's modular
and con�gurable architecture enabled extensive user interface customization and facilitated
easy multimedia content integration, signi�cantly simplifying the process of collecting and
analyzing user responses.

Initially, Huldra was employed primarily for specialized use cases in research contexts,
including studies on explainable arti�cial intelligence (XAI) and multimedia evaluation tasks.
Notably, the HOST-XAI and HOST-ATS studies exemplify these applications, involving medical
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experts evaluating AI-driven visual explanations and general audience feedback on automatic
thumbnail selection for soccer videos, respectively [91] [87].

Firebase was initially selected as the sole storage solution for Huldra primarily due to its
simplicity, ease of setup, and strong real-time performance capabilities. As a backend solution,
Firebase provided seamless integration and reliable real-time data synchronization, essential
for the responsiveness required in multimedia surveys. Firebase's built-in authentication
mechanisms and straightforward SDK implementation simpli�ed the management of user data
and multimedia assets, streamlining initial development and deployment efforts.

Despite these bene�ts, exclusive reliance on Firebase presented notable limitations, especially
concerning scalability, �exibility, and cost-effectiveness. Firebase's usage quotas, rate limits,
and potential cost implications for extensive multimedia storage and high user traf�c posed
challenges to the scalability of the Huldra framework. Furthermore, the dependency on a single
storage provider limited the �exibility and adaptability of Huldra, constraining its application
in diverse research and practical deployment scenarios.

These limitations motivated our research to expand Huldra's capabilities by integrating
multiple cloud storage solutions, including AWS S3, Azure, Dropbox, OneDrive, and Google
Drive, alongside local storage support. By addressing Firebase's scalability and �exibility
constraints, our extended implementation aimed to signi�cantly enhance the robustness,
adaptability, and user experience of the Huldra framework.

Visual representations of Huldra's application �ow and interface are depicted in Figure 1 and
Figure 2, illustrating the structured interaction process and multimedia integration capabilities
inherent in the framework design.

Figure 2.1: Logical �ow diagram of the application, showing the sequence of page navigation
and user interaction from entry to completion.

Figure 2.2: Screenshots of all pages in the application, illustrating the full user journey from the
Home page through to the End page.
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2.8 Review of Existing Literature on Multimedia Storage Performance

Evaluating multimedia storage performance, particularly within cloud and local storage
contexts, has been an active area of research. Various benchmarking studies have attempted to
quantify and compare the effectiveness and ef�ciency of these storage solutions in managing
multimedia content. For example, Casas et al. (2012) [30] conducted comprehensive
performance assessments of cloud services, focusing on quality of experience metrics such as
latency and network ef�ciency. Armbrust et al. (2010) [10] and Zhang et al. (2010) [158] provided
foundational insights into cloud computing paradigms, emphasizing scalability, availability,
and data management issues.

However, despite these signi�cant contributions, the existing literature presents noticeable
limitations, particularly concerning multimedia-speci�c storage performance evaluations.
Current benchmarking studies often broadly examine general data storage capabilities without
adequately addressing multimedia-speci�c metrics, such as precise multimedia asset fetch
times, network ef�ciency, and token management complexity within multimedia-intensive
survey scenarios [146]. Furthermore, there is a notable lack of comparative analyses explicitly
comparing multiple cloud storage providers alongside local storage solutions in the context of
multimedia asset delivery and performance.

This research gap is particularly critical for multimedia-rich online surveys, where precise
performance metrics directly in�uence user experience, data collection quality, and overall
effectiveness. Most existing studies overlook detailed comparative analyses of speci�c storage
solutions like Firebase, AWS, Azure, Dropbox, OneDrive, Google Drive, and Local Storage
under realistic and controlled multimedia delivery scenarios. Additionally, multimedia-speci�c
performance indicators, crucial to accurately evaluating multimedia survey applications, remain
insuf�ciently explored in existing literature.

These explicit gaps highlight the critical necessity for targeted, systematic empirical
evaluations that comprehensively assess multimedia retrieval performance (RQ1), network
ef�ciency implications (RQ2), and token management complexity (RQ3). Addressing these
gaps through rigorous comparative research will signi�cantly enhance the understanding of
storage solution performance, directly informing optimal multimedia storage selections and
implementation practices in survey-based applications.

2.9 Chapter Summary

In this chapter, essential background knowledge was presented, establishing the foundational
context necessary to understand the systematic evaluation of multimedia storage solutions
within survey-based frameworks. Critical challenges in multimedia asset management and
delivery, such as latency, resource constraints, network overhead, scalability, and reliability, were
explicitly highlighted. Moreover, the importance of ef�cient storage solutions was emphasized
through detailed discussions on the evolution from traditional local storage to modern cloud-
based paradigms, clearly differentiating between bucket-based (object storage) and �le-based
storage mechanisms.

A detailed review of prominent cloud storage solutions (Firebase, AWS, Azure, Dropbox,
OneDrive, and Google Drive) and their respective strengths and limitations for multimedia
handling was provided, alongside an analysis of local storage solutions highlighting key
advantages and challenges. Additionally, the signi�cance of multimedia integration in online
surveys was discussed, supported by an examination of various survey frameworks, particularly
the Huldra framework and its initial reliance on Firebase.
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Signi�cant limitations in existing research were explicitly identi�ed, particularly the absence
of comprehensive comparative evaluations involving multiple cloud and local storage solutions
and the insuf�cient exploration of multimedia-speci�c performance metrics, including asset
fetch time, memory usage, and network ef�ciency.

These identi�ed gaps and challenges justify and motivate this thesis's research objectives
and methodology. In response, Chapter 3 introduces our detailed methodological approach and
speci�c implementation choices designed to systematically address these limitations, providing
a robust framework for comparative multimedia storage performance evaluation within the
Huldra framework.
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Chapter 3

Methodology and Implementation

3.1 Overview

This chapter outlines the methodological framework and structured strategies for systematically
benchmarking and evaluating multimedia storage solutions within the React-based Huldra
multimedia survey framework. The methodology aims to provide reproducible, rigorous, and
transparent empirical evaluations of multimedia retrieval performance, network ef�ciency, and
token management complexity, directly aligned with the research questions (RQ1, RQ2, and
RQ3) established in Chapter 1.

3.1.1 Feature Selection and Implementation

Seven storage solutions AWS S3, Azure Blob Storage, Firebase Storage, Dropbox, OneDrive,
Google Drive, and Local Storage were systematically integrated into the Huldra framework.

Special attention was also given to authentication and token management mechanisms
(RQ3), examining their operational complexities and implications for usability, reliability, and
security in practical multimedia storage deployments.

Detailed methodological justi�cations, technical implementations, and comprehensive
discussions are presented in subsequent dedicated sections.

3.1.2 Evaluation

Automated JavaScript-based benchmarking scripts were used to measure selected performance
metrics across realistic network scenarios, diverse multimedia asset types, and various
geographic locations, for seven storage solutions.

The selected performance metrics—fetch-time, network ef�ciency (including throughput
and HTTP overhead), and token management complexity—are clearly de�ned because of their
signi�cant in�uence on user experience, application responsiveness, scalability, operational
reliability, and security considerations within multimedia-intensive surveys.

3.1.3 Software Development Practices

The software development for this thesis follows agile methodologies [28], incorporating bi-
weekly sprints and emphasizing iterative development and continuous improvement [152].
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GitHub serves as the central platform for version control, facilitating ef�cient tracking of
changes, issue management, and team collaboration. Project boards within GitHub ensure
effective task management, providing clear visibility into project progression and helping
streamline the development work�ow [68].

Collaborative coding practices form a central part of the project, with multiple contributors
simultaneously engaging in the software development process. This collaborative environment
is enhanced by rigorous code review processes and the systematic use of pull requests (PRs),
which are evaluated and approved by peers or supervisors before being merged into the main
repository. These practices were selected to maintain high-quality code standards, minimize
errors, encourage collective ownership of the project, and enhance team productivity and code
readability [25] [149].

The agile methodology, complemented by structured issue management, bi-weekly sprints,
and robust collaboration tools, signi�cantly contributed to meeting deadlines, handling
complexity effectively, and ensuring that the implementation was continually aligned with the
research objectives.

3.1.4 Documentation Practices

Thorough documentation is essential for ensuring reproducibility, transparency, and clarity of
research within the Huldra framework. Structured documentation practices were consistently
implemented throughout this project, including:

• Google Drive , which facilitated extensive collaborative sharing of documents and
resources.

• Overleaf was used for structured academic writing and document preparation [143].

• GitHub repositories , containing detailed README �les that provided clear instructions
on software setup, con�guration, and deployment procedures [69].

Explicit and systematic documentation practices ensured transparency in research
procedures, software con�gurations, and data handling, thus facilitating reproducibility and
ease of understanding for future researchers and stakeholders [145].

Additionally, regular communication with supervisors through Discord [90] was instrumen-
tal in maintaining robust documentation standards, enabling timely feedback, ef�cient issue
resolution, and continuous re�nement. This collaborative approach signi�cantly enhanced the
clarity and overall integrity of the project documentation.

3.1.5 Ethical Considerations

This chapter also discusses methodological constraints and ethical considerations, including
frontend-only design, automated browser-based data collection, and geographic simulations,
ensuring that the empirical results presented are reliable, valid, and practically relevant.
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3.2 Implementation - Client-Side Storage

3.2.1 Local Storage

Local storage was integrated into the Huldra framework to enhance multimedia asset
handling, improve of�ine accessibility, and signi�cantly reduce dependency on cloud storage
solutions [155]. We used browser-based storage APIs, speci�cally localStorage , to handle
multimedia assets and session data locally. This reduced latency and improved the user
experience, especially in areas with limited or unstable internet connections.

Rationale

Implementing local storage was motivated by several critical factors:

Reduced Latency and Improved Performance Local storage signi�cantly reduces data
retrieval times compared to cloud-based solutions, directly enhancing user experience [137].

Enhanced Of�ine Access Local asset storage ensures seamless framework functionality, even
without reliable network connections [137].

Improved Data Security Storing assets locally minimizes vulnerabilities associated with cloud
data handling.

Cost Ef�ciency Reducing reliance on cloud services lowers operational costs associated with
data storage and transfer.

Integration

The implementation of local storage explicitly aimed to improve response, reduce network
dependence, and improve of�ine support. We explicitly developed several core functions
utilizing the browser's localStorage API.

The architecture diagram in Figure 3.1 explicitly demonstrates how local storage is integrated
into the Huldra framework, clearly showing structured JSON data and multimedia caching
processes.
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Figure 3.1: Local Storage Implementation Architecture within the Huldra Framework

Structured Session Event Logging The function logSessionEvent (see Figure 3.2 explicitly
captures critical user interactions incrementally as structured JSON objects within localStorage .
Each event includes timestamps, event locations, and interaction types for accurate tracking.
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Figure 3.2: Structured session event logging using browser localStorage API

Session Information Management The function logSessionInfo , explicitly detailed in
Figure 3.3 systematically tracks session completion status, visited pages, and maximum case
numbers accessed by users, storing these values in structured JSON formats.

Figure 3.3: Session information management tracking session progress, completion, and
maximum accessed case number using localStorage.

Asset Validation and Caching We explicitly developed functions such as fetchCases and
validateCase (illustrated in Figure 3.4) to ensure only valid multimedia assets are cached
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locally. Assets are validated explicitly based on their existence and �le type (image, audio,
video), optimizing retrieval processes.

Figure 3.4: JavaScript implementation of multimedia asset validation and caching in local
storage within the Huldra framework.

Categorized Asset Shuf�ing Our implementation includes categorized shuf�ing strategies
(categorized, full, �xed order) to dynamically vary multimedia asset presentation, minimizing
order-related biases, as demonstrated in Figure 3.5.
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Figure 3.5: Implementation of categorized multimedia asset shuf�ing to minimize presentation
bias.

Challenges and Solutions

We explicitly addressed several challenges during implementation:

Storage Capacity Constraints Browser local storage limitations (typically 5–10 MB) necessi-
tated careful asset validation and structured data management to maximize storage ef�ciency.

Synchronization Complexity Ensuring consistency across multiple devices posed challenges.
Currently, incremental data handling provides basic consistency, but explicit synchronization
methods are necessary for future improvements [97].

Security Risks Local storage introduced potential vulnerabilities, including unauthorized
access and accidental data loss [97]. We mitigated these concerns explicitly by avoiding storage
of sensitive information and implementing structured local management practices.

Device Speci�cation Dependencies Local storage ef�ciency depends on device-speci�c
limitations, potentially affecting multimedia quality. Strategic asset optimization and dynamic
caching explicitly addressed these limitations.
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Takeaways

Integrating local storage into Huldra markedly improved the framework's performance and
usability:

• Improved multimedia asset responsiveness and accessibility

• Reduced buffering and latency

• Enhanced of�ine functionality

• Decreased reliance and associated costs with cloud storage [67]

This integration also increased adaptability to diverse survey environments.

Figure 3.6 explicitly illustrates the sequential work�ow for multimedia asset retrieval and
incremental session event logging implemented via local storage, detailing fallback strategies
and caching mechanisms clearly.

26



Figure 3.6: Flowchart Illustrating Multimedia Asset Retrieval and Incremental Logging using
Local Storage
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3.3 Implementation - Cloud Storage

3.3.1 Firebase

Firebase integration into the Huldra framework provides robust, scalable, and ef�cient
multimedia asset handling and response management capabilities.

Rationale

Firebase was selected primarily for its high scalability, real-time data synchronization
capabilities, and robust security features, essential for managing extensive multimedia data and
user studies [89] [70].

Its seamless integration with other Google Cloud Platform (GCP) services, such as Google
Analytics and BigQuery, further enhances analytical capabilities and operational ef�ciency [138].

Firebase services were explicitly integrated into Huldra through Firebase Authentication
and Cloud Storage, as illustrated in Figure 3.7.
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Figure 3.7: Architecture Diagram of Firebase Integration within the Huldra Framework

Integration

Firebase SDK Con�guration and Initialization Firebase integration began by con�guring the
Firebase JavaScript SDK [72]. We used secure, environment-driven con�gurations to manage
sensitive credentials explicitly, including the Firebase API key ( REACT_APP_FIREBASE_API_KEY),
authentication domain ( REACT_APP_FIREBASE_AUTH_DOMAIN), project ID, storage bucket, mes-
saging sender ID, and application ID, as shown in Figure 3.8. These credentials were securely
stored in environment variables to strictly adhere to security best practices.
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Figure 3.8: Firebase SDK con�guration and initialization within the Huldra framework,
explicitly setting essential authentication parameters and project identi�ers.

The step-by-step multimedia asset retrieval and incremental logging process using Firebase
Cloud Storage and Authentication within the Huldra framework is explicitly detailed in
Figure 3.9.
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Figure 3.9: Flow Diagram Illustrating Incremental Firebase Multimedia Asset Management and
Real-time Response Handling in Huldra
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Figure 3.10: JavaScript implementation for listing and �ltering multimedia �les stored within
Firebase Storage directories, supporting ef�cient asset management within Huldra.

Authentication and Security We implemented Firebase Authentication explicitly to manage
secure access to multimedia content stored in Firebase Cloud Storage. An anonymous
authentication approach was explicitly chosen to ensure controlled and scoped access.

Asset and Response Management We explicitly developed several functions to manage
multimedia assets and survey responses ef�ciently.

Folder and File Management Functions like listFolders and listFiles were developed
explicitly to ef�ciently query and manage multimedia �le structures, detailed in Figure 3.10.

Secure Asset URL Generation The function getAssetDownloadUrl , as demonstrated in
Figure 3.11 , explicitly generates secure URLs for multimedia assets, improving asset retrieval
ef�ciency and user experience.
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Figure 3.11: JavaScript function for retrieving multimedia asset download URLs from Firebase
Storage, ensuring secure and accurate asset delivery within Huldra.

Structured Response Upload Survey responses were explicitly structured into JSON and
securely uploaded to Firebase Storage, ensuring structured and organized data storage.

Challenges and Solutions

Several challenges explicitly emerged during integration:

Authentication Complexity Implementing anonymous authentication required careful
consideration of security scopes and permissions. We conducted iterative testing and explicit
re�nements to ensure robust security without compromising operational ef�ciency.

Handling Large Assets Managing large multimedia �les ef�ciently presented challenges. We
explicitly implemented optimized streaming methods and robust error-handling strategies to
minimize latency and ensure reliable asset retrieval.

Quota Management and Rate Limits Firebase's storage quotas and API rate limits posed
constraints during extensive usage. To manage these limitations effectively, we explicitly
implemented batching strategies, caching mechanisms, and automated retry logic with
exponential back-off to ensure consistent, reliable performance.

Takeaways

The successful Firebase integration signi�cantly enhances multimedia asset management
and response handling capabilities within the Huldra framework. By explicitly addressing
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scalability, security, and data handling challenges, this integration provides a robust foundation
supporting improved multimedia delivery performance, systematic asset management, and
enhanced user experiences in multimedia-intensive surveys.

3.3.2 AWS S3

Rationale

We strategically chose this integration due to AWS S3's scalability, reliability, and widespread
adoption in multimedia-intensive applications.

Integration

Integrating AWS Simple Storage Service (AWS S3) within the Huldra framework involved a
structured and secure implementation utilizing AWS's robust cloud storage capabilities.

The AWS integration within the Huldra framework explicitly involves structured
interactions between the client, AWS SDK, IAM policies, and AWS S3, as illustrated in
Figure 3.12.
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Figure 3.12: Architecture of AWS integration with the Huldra framework, showing the
connection between the client, framework, AWS SDK, IAM, and S3

AWS SDK Con�guration and Initialization The integration began by con�guring the AWS
SDK for JavaScript. We initialized the SDK using secure, environment-driven con�gurations
to manage sensitive credentials such as accessKeyId, secretAccessKey, and the region
(REACT_APP_AWS_AUTH_REGION). These credentials have been securely stored as environment
variables to adhere to best security practices [17].
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Following the con�guration, we explicitly initialized the AWS S3 client and de�ned the
bucket parameters, ensuring consistent handling of multimedia assets and responses across the
entire framework.

IAM Policy Setup IAM (Identity and Access Management) policies were explicitly created to
ensure secure and controlled access to AWS resources [6]. We carefully tailored these policies
to grant appropriate permissions for reading, writing, listing, and deleting objects within the
designated S3 bucket. This rigorous approach has been crucial in maintaining data security and
integrity throughout the data handling processes.

Figure 3.13 explicitly outlines the multimedia asset retrieval and data submission work�ow
for AWS S3 integration, clearly illustrating authentication and error handling processes.
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Figure 3.13: Flowchart describing the end-to-end AWS multimedia content integration process
within Huldra, including authentication, content delivery, and feedback collection.
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Asset and Response Management To streamline asset management within AWS S3, we have
implemented multiple key functions:

Bucket Content Veri�cation The function isBucketEmpty explicitly veri�es whether the
bucket contains objects, enhancing ef�ciency by preventing unnecessary API requests, as shown
in Figure 3.14.

Figure 3.14: JavaScript implementation for checking the contents of an AWS S3 storage bucket,
explicitly verifying multimedia asset availability.

Secure Asset URL Generation Utilizing AWS S3's pre-signed URL capability, the function
getAssetsDownloadURLAWSsecurely generates temporary URLs for controlled and secure
multimedia asset access, as illustrated in Figure 3.15.

Figure 3.15: JavaScript function generating pre-signed URLs for secure multimedia asset
retrieval from AWS S3 storage within the Huldra framework.

Structured Upload of Survey Responses Responses from survey participants have been
systematically structured into JSON format and securely uploaded to the speci�c path
(dev/responses/ ) within the S3 bucket, ensuring organized data management.

Challenges and Solutions

Throughout the integration, we have faced several signi�cant challenges:

Complex IAM Permissions Management The granular nature of IAM permissions initially
introduced complexity. We addressed this through iterative testing and meticulous policy
re�nements, striking a precise balance between security needs and operational functionality.
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Handling of Large Multimedia Assets Ef�ciently managing large multimedia �les requires
optimized multipart upload methods and effective download streaming strategies. These
implementations signi�cantly enhanced operational ef�ciency and minimized latency during
asset interactions.

API Rate Limits and Quota Management AWS S3's API rate limits and quotas posed
constraints during extensive testing scenarios. We effectively managed these by implementing
robust error-handling mechanisms, including automated retry logic with exponential backoff
strategies, which ensured consistent and reliable operation under high-load conditions [8].

Takeaways

The successful AWS S3 integration has signi�cantly enhanced the Huldra framework's ability
to manage multimedia content securely, reliably, and ef�ciently.

3.3.3 Azure Blob Storage

Integrating Azure Blob Storage into the Huldra framework was strategically chosen to provide
scalable, secure, and ef�cient cloud storage capabilities essential for managing multimedia
assets and survey responses [101].

The Azure integration architecture for Huldra explicitly involves structured interactions
using Azure OAuth authentication, Blob storage management via Azure SDK, and security
layer components, as illustrated in Figure 3.16.
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Figure 3.16: Azure Blob Storage Integration Architecture Diagram
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Rationale

Several critical factors informed the decision to integrate Azure Blob Storage:

Scalability and Elasticity Azure Blob Storage's elastic infrastructure scales seamlessly to
accommodate large multimedia assets and increasing volumes of survey data. This scalability
ensures that the framework remains ef�cient under varying load conditions [37].

Global Reach and Low Latency Azure's extensive global data center network reduces
latency and ensures swift multimedia asset delivery, enhancing user experience across diverse
geographic locations.

Robust Security Features Azure provides enterprise-grade security through encryption,
granular access controls, and Shared Access Signatures (SAS), essential for protecting sensitive
survey data [150].

Simplicity of Integration and Cost Ef�ciency Azure's straightforward SDKs and REST APIs,
combined with its �exible, usage-based pricing, enable cost-ef�cient and easy integration into
web-based applications such as Huldra.

Integration

Azure Blob Storage Account Con�guration

• Created a dedicated Azure Storage Account speci�cally for the Huldra framework.

• Organized assets into clearly de�ned hierarchical containers (e.g., /dev/assets/ ,
/dev/responses/ ) for ef�cient management and retrieval.

• Con�gured Cross-Origin Resource Sharing (CORS) policies to securely enable front-end
interactions, ensuring seamless asset accessibility.

SDK Initialization and Authentication

• Integrated Azure Blob Storage JavaScript SDK for seamless asset handling and response
management [103].

• Employed Shared Access Signature (SAS) tokens to manage scoped resource access
securely [104].

Multimedia File and Response Handling Developed explicit functions for asset retrieval,
structured uploading of JSON-formatted survey responses, and systematic multimedia asset
validation and loading are illustrated in Figure 3.17.
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Figure 3.17: JavaScript implementation for handling multimedia �les and JSON response
uploads to Azure Blob Storage, explicitly demonstrating blob client initialization and secure
data transmission within the Huldra framework.

Token Management and Automation Implemented an automated mechanism to handle
SAS token refresh processes, maintaining uninterrupted secure access during extensive survey
interactions [105].

Figure 3.18 explicitly details the work�ow process involved in multimedia asset retrieval,
asset validation, and incremental response logging through Azure Blob Storage in Huldra.
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Figure 3.18: Flowchart depicting multimedia asset retrieval, validation, secure URL generation,
incremental response logging, and data upload processes using Azure Blob Storage within the
Huldra framework.
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Challenges and Solutions

Complex Authentication Management Azure's SAS tokens have short expiration periods,
requiring constant refresh for continuous resource access.

Developed automated token refresh mechanisms to ensure uninterrupted access throughout
lengthy user sessions.

Cross-Origin Resource Sharing (CORS) Issues Incorrectly con�gured CORS policies initially
disrupted asset accessibility from different domains.

Precisely de�ned allowed origins, methods, and headers within Azure Storage CORS
settings, ensuring compatibility with the Huldra framework front-end [106].

Cost Management and Optimization Potential for escalating costs due to high volume
multimedia data storage and retrieval.

Implemented monitoring tools to track usage and costs, optimized asset retrieval methods,
and implemented caching strategies to minimize data transfer expenses [102].

Takeaways

The successful integration of Azure Blob Storage into the Huldra framework signi�cantly
improved its capacity to manage multimedia content securely, reliably, and ef�ciently. It
enhanced scalability, security, and provided effective cost management. The global reach of
Azure further contributed to superior user experiences, especially in geographically dispersed
survey scenarios.

3.3.4 Dropbox

Rationale

Integrating Dropbox into the Huldra framework offers powerful capabilities for managing
multimedia assets and survey responses, addressing key scalability and �exibility requirements
for multimedia-intensive applications. Dropbox was strategically selected due to its ease of use,
effective synchronization mechanisms, and intuitive API structure.

Dropbox integration architecture explicitly involves structured interactions through Dropbox
SDK and OAuth-based authentication, as illustrated in Figure 3.19.

Integration

Dropbox SDK Con�guration and Initialization The integration process began by con-
�guring the Dropbox JavaScript SDK. We used secure, environment-driven con�gura-
tions to manage sensitive credentials explicitly, including the Dropbox access token
(REACT_APP_DROPBOX_ACCESS_TOKEN) and the root directory ( REACT_APP_DROPBOX_ROOT_DIRECTORY).
Credentials were securely stored in environment variables, strictly following best security prac-
tices. For example, initializing Dropbox SDK was explicitly performed with the following code
snippet, Figure 3.20.:
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Figure 3.19: Architecture diagram illustrating Dropbox integration within the Huldra
framework, detailing interactions between the client, Dropbox SDK, OAuth authentication, and
Dropbox cloud storage.
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Figure 3.20: JavaScript implementation explicitly demonstrating Dropbox SDK object
initialization within the Huldra framework using OAuth access tokens for secure interaction.

Secure OAuth and Access Token Generation To interact securely with Dropbox, we
implemented OAuth-based authentication. The access token was securely generated through
Dropbox's App Console, explicitly providing controlled and scoped access tailored to the
framework's multimedia storage requirements [39].

The multimedia asset retrieval work�ow via Dropbox, including OAuth authentication and
temporary URL generation, is explicitly detailed in Figure 3.21.

46



Figure 3.21: Flowchart depicting multimedia asset retrieval work�ow with Dropbox within the
Huldra framework.
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Multimedia Asset and Response Management We developed explicit functions to manage
multimedia assets and survey responses effectively:

Listing Assets and Folders Functions such aslistFolders , as illustrated in Figure 3.22 ,
and listFiles facilitate ef�cient querying and management of directories and �le structures in
Dropbox:

Figure 3.22: JavaScript implementation explicitly showing the retrieval of multimedia asset
listings from Dropbox storage within the Huldra framework.

Secure Temporary URL Generation Using Dropbox's temporary URL capability [39], the
getAssetDownloadUrlFromDropboxfunction explicitly generates secure temporary URLs, as
demonstrated in Figure 3.23 , ensuring accurate asset handling and improving user experience:

Figure 3.23: JavaScript function explicitly illustrating secure temporary URL generation for
multimedia asset retrieval from Dropbox within the Huldra framework.

Structured File Upload Survey responses were structured into JSON format and securely
uploaded to Dropbox directories, maintaining systematic data organization explicitly.

Challenges and Solutions

Several explicit challenges emerged during the integration process:

API Quotas and Rate Limits Dropbox's API rate limits posed potential operational constraints.
We effectively addressed this by implementing optimized batching techniques and robust error
handling strategies, including automated retry logic with exponential back-off.
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Handling Large Multimedia Assets We employed optimized multipart upload and streaming
strategies explicitly to manage large multimedia �les effectively, signi�cantly improving
operational ef�ciency and reliability.

Security and Credential Management Secure management of Dropbox access tokens
was critical. We rigorously implemented secure environment variable practices explicitly
recommended by Dropbox [39], safeguarding sensitive credential information.

Takeaways

Overall, the structured Dropbox integration explicitly aligns with and supports broader research
objectives, including reliable multimedia performance, systematic asset management, and
enhanced user interactions.

3.3.5 OneDrive

Integrating OneDrive into the Huldra framework is part of a strategic initiative to incorporate
scalable and secure cloud storage solutions for multimedia asset handling and survey response
management. We chose Microsoft OneDrive alongside Firebase, Dropbox, and AWS for
its strong enterprise compatibility, advanced security protocols, and widespread use in
organizational settings [35].

Rationale

OneDrive was selected based on several strategic considerations:

Scalability OneDrive supports ef�cient handling of large-scale multimedia data, ensuring
high availability and rapid content delivery, which are essential for maintaining user
engagement and satisfaction in multimedia-intensive surveys [112].

Security It offers advanced security features, including encryption, comprehensive access
controls, and secure authentication methods, which are crucial for protecting sensitive data
associated with user responses [109] [96].

User Familiarity Widely used in educational and corporate sectors, OneDrive reduces the
learning curve for users and administrators, facilitating smoother operational integration [100].

Seamless API Integration OneDrive's robust Microsoft Graph API and support for OAuth
2.0 simplify integration processes, effectively managing �le operations such as uploading,
downloading, and updating multimedia assets [116].

OneDrive integration architecture explicitly involves OAuth 2.0 Azure AD authentication,
Microsoft Graph API interactions, and asset management, as illustrated in Figure 3.24.
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Figure 3.24: Architecture diagram illustrating OneDrive integration within the Huldra
framework, explicitly detailing OAuth 2.0 Azure AD authentication, Microsoft Graph API
interactions, asset management, �le con�ict handling using ETags, and security layers.
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Integration

Integration leveraged Microsoft's Graph API, facilitating secure and ef�cient interactions
between the Huldra framework and OneDrive:

OAuth 2.0 Authentication The integration process began with implementing Microsoft's
OAuth 2.0 �ow, generating access tokens through Azure Active Directory for secure API
interactions. Users authenticate via the Microsoft login, granting temporary tokens for securely
interacting with OneDrive resources [157] [108].

File Management Operations We explicitly de�ned API calls using Microsoft Graph to
manage multimedia �les, as illustrated in Figure 3.25. We dynamically accessed, organized,
and handled �les by leveraging targeted endpoints to enable structured and consistent asset
management [111].

Figure 3.25: JavaScript function explicitly illustrating retrieval and management of �le lists from
OneDrive via Microsoft Graph API within the Huldra framework.

Token Management We developed a robust refresh mechanism to handle OneDrive's short-
lived tokens, which expire after one hour. Although frontend-only constraints posed challenges,
the solution involved manual token handling with secure local storage, supplemented by
periodic token refreshes to maintain seamless operations [157] [108].

Figure 3.26 explicitly illustrates the work�ow processes for asset retrieval, OAuth
authentication, token handling, and JSON response uploads through OneDrive integration
within the Huldra framework.

Challenges and Solutions

Several technical challenges emerged during OneDrive integration:

51



Figure 3.26: Flowchart of Multimedia Asset and Survey Response Management Using OneDrive
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Access Token Management OneDrive's short-lived tokens required implementing a secure
refresh mechanism. Lacking a backend server increased complexity. Tokens were managed
securely on the frontend, mitigating risks associated with Cross-Site Scripting (XSS) using
manual yet secure token handling strategies [156].

ETag-based File Con�ict Management OneDrive employs ETags to prevent �le version
con�icts [110]. Uploading multimedia assets caused careful ETag handling to avoid
unintentional overwrites, requiring explicit error handling mechanisms, demonstrated in
Figure 3.27.

Figure 3.27: JavaScript implementation explicitly demonstrating ETag-based �le con�ict
management and secure JSON response uploads to Microsoft OneDrive via Graph API within
the Huldra framework

Cross-Origin Resource Sharing (CORS) Issues Retrieving certain �le types, particularly text
�les, encountered browser-imposed CORS restrictions. This issue restricted the direct fetching
of text-based survey assets without a backend to set headers [2]. Multimedia �les (images,
videos, and audio) were unaffected, but text �le handling required alternative approaches such
as �le format adjustments and careful front-end handling.

Takeaways

OneDrive's integration signi�cantly enhanced the Huldra framework's capabilities, notably
improving security, scalability, and ease of use. Despite the encountered challenges, particularly
with token management, �le con�icts, and CORS, careful implementation and explicit handling
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strategies ensured robust operation, positioning OneDrive as a secure, ef�cient multimedia
storage solution for survey applications.

3.3.6 Google Drive

Integrating Google Drive into the Huldra framework directly supports our research objectives
by enabling ef�cient storage and retrieval of multimedia assets and survey responses.

Rationale

Google Drive was speci�cally selected due to its ease of API integration, robust security
protocols, and scalable storage capabilities. Compared to alternatives, Google Drive's user-
friendly API signi�cantly simpli�es data management operations, aligning with the speci�c
requirements of the Huldra framework [74].

Advantages such as accessibility from various devices, scalability to handle large multimedia
�les, robust security with OAuth 2.0 authentication, and moderate cost-effectiveness further
justi�ed this choice.

Integration

The architecture of Google Drive integration explicitly involves OAuth 2.0 authentication, secure
credential management, and API interactions, as illustrated in Figure 3.28.

54



Figure 3.28: Architecture diagram explicitly illustrating Google Drive integration within the
Huldra framework, detailing OAuth 2.0 authentication, secure credential handling, Google API
client interactions, and asset and response storage management.
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Integration of Google Drive involves:

• Authorization via OAuth 2.0.

• Managing credentials securely.

• Utilizing the Drive API for �le operations.

OAuth 2.0 Authentication Authentication involves creating credentials through the Google
Cloud Console, con�guring OAuth 2.0 [76], and obtaining a refresh token via Google's OAuth
Playground.

Con�guration Key environment variables must be set up to enable API interactions, including
API keys, client IDs, and folder IDs, which are managed securely using environment variables
loaded from .env �les.

API Initialization The Google API client (gapi) initialization is performed conditionally to
optimize resource use and improve user experience [73]. The API client con�guration speci�es
required scopes and discovery documents to ensure correct endpoint access.

File Operations The implementation supports creating, reading, updating, and retrieving �le
metadata. Critical functionalities include:

Uploading �les Managed through a robust method that supports initial �le creation and
subsequent updates, ensuring �le management ef�ciency, illustrated in Figure 3.29.

56



Figure 3.29: Uploading a �le to Google Drive using multipart request with access token.

Listing and retrieving �les Methods to fetch �les by folder paths or names, enhancing
navigation and management within Drive, illustrated in Figure 3.30.

Figure 3.30: Fetching a �le's download URL from Google Drive based on folder and �le name.
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Response Management Responses generated within Huldra are stored on Google Drive
by leveraging dynamic �le paths based on participant IDs, enhancing the organization and
accessibility of survey data.

Asset Management Assets required for multimedia applications are fetched and validated
based on speci�ed types (image, video, audio, etc.), ensuring the completeness and reliability of
multimedia data used in surveys.

Figure 3.31 demonstrates the work�ow for multimedia asset management, including asset
retrieval and response data handling within Google Drive integration.

Figure 3.31: Flowchart representing the step-by-step process for Google Drive integration within
the Huldra.
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Challenges and Solutions

API rate limits Managed through controlled and sequential API request implementations [75].

1. Concurrency issues: Addressed by implementing state management �ags to ensure
consistent �le operations.

2. Credential security: Enhanced by using OAuth 2.0 authentication and securely storing
sensitive tokens as environment variables.

Moreover, implemented robust error handling and sequential logic in API calls to avoid rate
limit breaches and concurrency-related con�icts. And, introduced secure token management
practices leveraging OAuth 2.0 and environment variables.

Takeaways

Implementing Google Drive integration offered valuable insights into practical considerations
for cloud storage solutions in multimedia-intensive applications. Key lessons include the
importance of robust authentication mechanisms, ef�cient error handling, and scalability.

Initial tests and user feedback show signi�cant improvements in asset management
ef�ciency, response retrieval reliability, and overall system performance.

3.3.7 Comparative Analysis

Table 3.1 summarizes key features and highlights each solution's unique strengths and opera-
tional characteristics, directly supporting subsequent empirical evaluations and discussions.
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Table 3.1: Comprehensive Comparison of Cloud Storage Solutions

Features Firebase AWS S3 Azure Blob Dropbox OneDrive Google
Drive

Local

Authentication
Method

OAuth
2.0 [55]

IAM [14] OAuth
2.0/AD [20]

OAuth
2.0 [40]

OAuth
2.0 [107]

OAuth 2.0 None [136]

Storage Type Bucket-
based

Bucket-
based

Bucket-
based

File-based File-based File-based None

Security Mea-
sures

Firebase
Rules,
Encryp-
tion [62]

IAM Poli-
cies, En-
cryption [3]

Encryption,
IAM,
SAS [129]

Access
Tokens,
Encryp-
tion [46]

Azure AD,
Encryp-
tion [123]

Encryption
at rest and
transit [79]

Browser
storage iso-
lation [136]

Asset Handling
Method

Firebase
SDK /
REST
API [61]

AWS SDK
/ REST
API [17]

Azure SDK
/ REST
API [130]

Dropbox
SDK /
REST
API [47]

Microsoft
Graph
API [132]

Google
Drive
API [79]

localStorage
API [136]

Token Expiration
& Refresh Mech-
anism

Long-lived
tokens,
minimal
complex-
ity [56]

Signed
URLs,
managed
lifecycle [3]

Short-
lived SAS
tokens, au-
tomated re-
fresh [120]

Long-lived
tokens,
straightfor-
ward [45]

Short-lived
tokens,
manual re-
fresh [127]

Access to-
kens expire
hourly;
conditional
refresh
tokens [78]

Not applica-
ble [136]

File Con�ict Han-
dling

Versioning
via Fire-
base [64]

Object
versioning
avail-
able [19]

ETag, Blob
version-
ing [124]

ETag, sim-
ple version-
ing [49]

ETag-based
version-
ing [107]

Last-write-
wins; po-
tential over-
writes [82]

Not applica-
ble [136]

Continued on next page...
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Features Firebase AWS S3 Azure Blob Dropbox OneDrive Google
Drive

Local

Integration Com-
plexity

Low-
medium
complex-
ity [61]

Medium
complexity
(policy
setup) [4]

Medium
complex-
ity (token
manage-
ment) [122]

Low com-
plexity [50]

Medium-
high com-
plexity
(token &
ETag) [128]

Medium
complexity;
OAuth
scopes &
refresh [78]

Low
complex-
ity [136]

CORS Con-
straints

Minimal is-
sues [61]

Requires
CORS
con�gura-
tion [3]

Requires ex-
plicit CORS
setup [106]

CORS-
friendly [40]

Complex
handling
for text
�les [107]

Restrictions
may block
head-
ers [79]

None [136]

Storage Cost Ef�-
ciency

Moderate
(usage-
based) [58]

High ef-
�ciency,
usage-
based [15]

High ef-
�ciency,
pay-as-you-
go [22]

Moderate
(varies
usage) [43]

Moderate-
high (enter-
prise) [115]

15 GB free;
100 GB at
$1.99/month [75]

No
cost [136]

Scalability High, auto-
scaling [63]

Very High,
global avail-
ability [12]

Very High,
global scala-
bility [125]

Medium-
high, good
scalabil-
ity [51]

Medium-
high scala-
bility [114]

High scala-
bility; large
storage [77]

Low,
device-
dependent [136]

Of�ine Accessi-
bility

Limited [60] Limited [18] Limited [133] Limited [48] Limited [134] Of�ine
mode
for Docs,
Sheets,
Slides [84]

Excellent [136]

API Rate Limits High quo-
tas [59]

Moderate
limits [16]

Moderate
limits [125]

Strict lim-
its [40]

Moderate-
strict [131]

1,000,000,000
queries/day [80]

Not applica-
ble [136]

Continued on next page...
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Features Firebase AWS S3 Azure Blob Dropbox OneDrive Google
Drive

Local

Max File Size
Limits

5 TB per
�le [59]

5 TB per ob-
ject [12]

4.77 TB per
blob [23]

350 GB via
API [44]

250
GB [114]

5 TB/�le;
daily limit
750 GB [81]

Browser-
dependent
( 5-10
MB) [136]

Data Transfer
Speeds

High [61] Very
High [12]

Very
High [126]

Medium-
high [44]

Medium [114] Speed
varies;
multi-
thread
recom-
mended [74]

High (lo-
cal) [136]

Backup & Disas-
ter Recovery

Managed
by Fire-
base [57]

Versioning,
Replica-
tion [13]

Versioning,
Geo-
Replication [21]

Basic Ver-
sioning [42]

Basic
Version-
ing [113]

Google-
managed
backups;
third-
party solu-
tions [74]

None [136]

Integration Sup-
port & Docs

Excellent
docs, good
commu-
nity [61]

Extensive
docs & sup-
port [12]

Extensive
docs & sup-
port [23]

Good docs
& sup-
port [44]

Good docs,
complex
API [114]

Comprehensive
docs
and sup-
port [79]

Browser
documenta-
tion [136]

Data Consistency
& Sync

Real-time
sync [59]

No explicit
sync [12]

No explicit
sync [23]

Good
sync sup-
port [44]

Good
sync sup-
port [114]

Real-time
in Docs [74]

Manual
sync
needed [136]

Pricing Model Pay-as-you-
go [58]

Pay-as-you-
go [15]

Pay-as-you-
go [22]

Subscription-
based [43]

Subscription-
based [115]

Subscription-
based
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3.4 Alternative Solutions Reviewed

3.4.1 iCloud

We considered Apple's iCloud as a potential solution while assessing different cloud storage
alternatives for the Huldra framework. However, several challenges and complexities associated
with iCloud make it less suitable for our needs.

This section outlines why we decided not to use iCloud for the Huldra framework, focusing
on API complexities, membership issues, and other technical and logistical considerations.

API Complexity and Limitations

iCloud's APIs are primarily designed for integration within Apple's ecosystem. This poses
a signi�cant challenge for a framework like Huldra that aims to be platform-agnostic and
accessible across different operating systems and devices.

The documentation for iCloud's APIs can be complex and less straightforward than that
of other cloud services like AWS or Dropbox [94]. Implementing iCloud storage requires a
deep understanding of Apple's ecosystem, which can be a steep learning curve for developers
unfamiliar.

In addition, managing access and permissions through iCloud can be cumbersome. The
granularity of control over �le access is not as �exible as other cloud storage solutions,
potentially complicating the management of user data and collaboration features within Huldra.

Membership and Cost Issues

Another notable obstacle is enrolling in the Apple Developer Program to harness iCloud's
capabilities fully.

This membership costs $99 per year, adding a �nancial burden compared to other cloud
storage services that do not require such fees [92].

The recurring nature of this membership fee contributes to the operational costs of
maintaining the iCloud integration over time, making it less cost-effective for academic and
non-pro�t projects.

Platform Dependency

The dependency on Apple's ecosystem is another critical issue. iCloud is tightly integrated with
Apple's ecosystem, including macOS, iOS, and iPadOS. This integration creates a dependency on
Apple's platforms, limiting accessibility for users on other operating systems such as Windows,
Linux, or Android.

Ensuring compatibility and seamless integration with non-Apple devices adds to the
complexity of development and can lead to potential issues in providing a consistent user
experience across different platforms.
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Developer Experience and Learning Curve

The steep learning curve associated with iCloud's APIs and the need for deep integration
with Apple's ecosystem present signi�cant barriers [93]. This complexity can be a substantial
obstacle for researchers and developers who are not already familiar with Apple's development
environment.

In addition, the community support and resources available for iCloud are relatively limited
compared to other cloud storage services like AWS or Dropbox. This lack of support can hinder
the troubleshooting process and slow down development.

Collaboration and Sharing Features

Cross-platform collaboration limitations and �le-sharing restrictions also pose challenges.
iCloud's sharing and collaboration features are designed primarily for Apple's ecosystem,
which limits the ability to collaborate seamlessly with users on other platforms. Because of
this limitation, the Huldra framework's aim of comprehensive accessibility and inclusivity is
problematic.

In addition, the restrictions on �le sharing and the requirement for Apple IDs can complicate
collaborative projects, especially in diverse academic settings where participants may use
various operating systems.

Integration with Existing Tools

The Huldra framework often integrates with various tools and services, such as data analysis
platforms and visualization tools. iCloud's integration capabilities with non-Apple services are
limited, making it less �exible than other cloud solutions.

In addition, iCloud imposes certain rate limits and quotas on API usage, which could affect
the scalability of the Huldra framework, especially when handling large datasets or a high
number of concurrent users.

Security and Privacy Concerns

Finally, there are signi�cant concerns regarding data control and ownership. Using iCloud
means entrusting Apple with the storage and management of user data. Data control and
ownership concerns are critical, especially in academic settings where data privacy and
compliance with regulations (e.g., GDPR) are paramount [34].

While iCloud offers robust security features, there is often a lack of transparencies in how
data is managed and protected on Apple's servers. This opacity can discourage entities that
demand explicit data governance policies.

Given these challenges and considerations, integrating iCloud as a cloud storage solution
for the Huldra framework is not practical. The potential bene�ts outweigh the API complexities,
membership costs, platform dependency, and security concerns.

Instead, we have opted for more �exible, cost-effective, and universally accessible cloud
storage solutions like Dropbox and AWS, which better align with the needs of our framework
and its users.
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3.5 Evaluation

3.5.1 Evaluation Metrics

We selected speci�c performance metrics to evaluate multimedia retrieval performance, directly
connecting each metric to our de�ned research questions and objectives.

Multimedia Retrieval Performance Evaluation (RQ1)

Fetch-time measures the duration from the initiation of a multimedia asset request until
the asset is fully retrieved and available for application use. This metric encompasses
network transmission and any required client-side parsing or rendering. Fetch-time directly
impacts user experience, especially in multimedia-rich applications, where rapid content
retrieval signi�cantly enhances responsiveness, user engagement, and perceived service quality.
Evaluating fetch-time addresses the �rst research question (RQ1), aiming to identify the most
ef�cient storage solutions for multimedia delivery.

Analysis of Network Ef�ciency (RQ2)

Network ef�ciency involves two critical metrics: Throughput (KB/s) and HTTP Header Size
(Bytes). Throughput represents the effective transfer rate of multimedia content from storage
providers to client applications. High throughput indicates ef�cient data transfer capabilities,
crucial for seamless multimedia experiences. HTTP Header Size measures the overhead
introduced by HTTP protocol headers accompanying multimedia payloads. Minimizing
header overhead reduces unnecessary network resource usage, bandwidth consumption, and
operational costs, especially in multimedia-intensive environments. Together, these metrics
comprehensively address the second research question (RQ2), examining the network ef�ciency
implications of different storage providers' API designs.

Assessment of Token Management Complexity (RQ3)

Token management complexity evaluates the usability, operational reliability, and security
implications of authentication and token renewal strategies used by various cloud storage
solutions. Effective token management signi�cantly in�uences user experience, operational
continuity through reliable token renewal, and overall security via token handling practices.
This metric addresses the third research question (RQ3), assessing how different token
management strategies impact usability, reliability, and security within multimedia-rich survey
frameworks.

Together, these carefully de�ned evaluation metrics comprehensively address all research
objectives, providing practical insights into the comparative performance, ef�ciency, and
operational considerations of the storage solutions under investigation.

3.5.2 Experimental Dataset

We conducted controlled experimental tests across explicitly de�ned parameters to assess
multimedia retrieval performance and network ef�ciency, ensuring methodological rigor and
real-world applicability. Our empirical approach focused on:
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Table 3.2: Overview of Experimental Factors

Factor Levels / Values

Multimedia Modalities Video (MP4), Audio (MP3), Image (JPG), Text (TXT)

File Size Categories Small: <1 MB (Video/Audio/Image), <100 KB (Text)
Medium: 1–10 MB (Video/Audio/Image)
Large: >10 MB (Video/Audio)

Network Conditions Normal: no throttling
Fast 4G: ~4 Mbps bandwidth, 20 ms latency [36] [147]

Geographic Locations Europe: direct access from Norway; North America: VPN-based simulation

Storage Solutions Local Storage, AWS S3, Azure Blob, Firebase, Dropbox, OneDrive, GoogleDrive

Each scenario involved repeated measurements to guarantee statistical robustness and
reliable empirical data.

This research explicitly evaluates multimedia retrieval performance under two represen-
tative network conditions—Normal (no throttling) and Fast 4G (simulated using standard
Chrome DevTools presets). Slow 4G or legacy network conditions, for example, 3G or slower
variants, were intentionally excluded, as they no longer accurately represent typical global user
experiences and infrastructure scenarios in 2023 [142]. This methodological choice prioritizes
realistic and prevalent usage scenarios, enhancing our empirical �ndings' practical relevance
and applicability.

To address current contexts accurately, we created a custom multimedia dataset
tailored for benchmarking within the Huldra framework. Selected �le formats and sizes.
Table 3.3 represents realistic multimedia content typically encountered in modern web-based
applications:

Table 3.3: Experimental multimedia dataset for evaluating fetch-time performance and network
ef�ciency.

Modality File Format Size Category Selected File Size

Video MP4
Small (<1 MB) 649 KB

Medium (1–10 MB) 5.3 MB
Large (>10 MB) 20.9 MB

Audio MP3
Small (<1 MB) 531 KB

Medium (1–10 MB) 6.2 MB
Large (>10 MB) 15.9 MB

Image JPG
Small (<1 MB) 512 KB

Medium (1–10 MB) 5.3 MB

Text TXT Small (<100 KB) 47 KB

These �le formats were explicitly selected based on their widespread use, standardized
encoding, and suitability for web-based content delivery. Considering typical web scenarios,
textual content was evaluated using only one �le-size category, as larger text �les are rarely
used in typical web applications. Similarly, image evaluations used only two �le-size categories,
small and medium, re�ecting typical usage patterns where larger images are optimized or
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compressed to facilitate ef�cient web delivery.

In addition, geographic regions encompassing Europe and North America were explicitly
chosen to capture diverse global user experiences and infrastructure variations, ensuring
realistic geographic representation in performance evaluations.

The primary goal of this evaluation is to empirically determine how the explicitly de�ned
experimental factors in�uence multimedia retrieval performance and network ef�ciency across
prominent storage solutions, including Local Storage and widely adopted cloud providers such
as Firebase, AWS S3, Azure Blob Storage, Dropbox, OneDrive, and Google Drive.

3.5.3 Benchmarking Framework

Automated Performance Measurement

This section provides a structured and detailed overview of the automated methods used
to measure and benchmark multimedia performance metrics systematically. Each approach
aligns with our research objectives, ensuring methodological rigor, reproducibility, and accurate
comparative analyzes.

Testing Methodology Overview

Our performance testing methodology employs a route-based, realistic front-end measurement
strategy embedded directly within the Huldra application framework. Users interact with
prede�ned application routes designed explicitly around speci�c multimedia asset types,
including video, audio, images, and text. Behind the scenes, automated JavaScript scripts
actively record essential performance metrics as multimedia assets load. This methodology
ensures the data collected authentically re�ects end-user interactions, enabling accurate
comparisons across various storage solutions.

Embedded Front-End Performance Measurement

We developed a custom JavaScript module integrated directly into the Huldra application to
achieve accurate and realistic performance measurement. This module leverages the browser's
built-in Performance API to measure critical multimedia retrieval metrics, such as fetch-time
(the latency from initiating a fetch request to complete asset readiness) and network ef�ciency,
encompassing throughput and HTTP header overhead size.

Embedding this measurement directly within the application captures metrics seamlessly
during authentic user interactions, ensuring the resulting data accurately mirrors real-world
application behavior. Consequently, this embedded approach enables precise and realistic
benchmarking of multimedia storage solutions.

To ensure precise and authentic measurement of multimedia retrieval performance, we
implemented a custom JavaScript module leveraging the browser's Performance API, as shown
in Figure 3.32. This module explicitly captures critical metrics such as fetch-time and throughput
during real-time user interactions.
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Figure 3.32: JavaScript code snippet illustrating the embedded front-end measurement of
multimedia fetch-time and throughput.

Tools and Technologies Used

This section clearly outlines the main tools and technologies we used in our methodology to
integrate and evaluate different storage solutions within the Huldra framework. Each tool was
thoughtfully chosen based on its suitability, ease of use, and reliability for handling multimedia
content and analyzing the data we collected.

Frontend Framework: React.js We developed the frontend of the Huldra framework using
React.js. React is a powerful JavaScript library that helps create modular, interactive, and
user-friendly interfaces. Its component-based design allowed us to manage the application state
ef�ciently and made it easy to integrate with various cloud storage solutions [148].

Backend and Development Environment: Node.js Node.js was primarily used in the
development environment [66] for the following purposes:

• Managing packages through npm/yarn

• Executing build scripts

• Running local development servers
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• Handling bundling processes

• Streamlining frontend development work�ows

Storage SDKs and APIs We explicitly integrated the following cloud storage solutions and
their respective APIs into the framework:

• Firebase SDK: Provided real-time �le management, authentication, and secure
uploads/downloads [61].

• AWS SDK (Amazon S3) : Supported secure and ef�cient �le handling via IAM policies
and pre-signed URLs [12].

• Azure SDK (Azure Blob Storage) : Enabled secure storage operations using Azure AD
authentication and SAS tokens [23].

• Dropbox API : Offered simpli�ed �le management with OAuth integration and versioning
capabilities [40].

• OneDrive API (Microsoft Graph API) : Facilitated secure �le interactions, sophisticated
token management, and �le version handling [114].

• Google Drive API : Enabled secure �le handling and OAuth-based permission
management with scope-speci�c access [79].

• Browser Local Storage API: Leveraged for client-side multimedia asset handling, enhanc-
ing of�ine accessibility, and reducing reliance on cloud-based storage solutions [136].

Development and Collaboration Tools

• GitHub & Git : used extensively for version control, code management, and collaboration,
enabling ef�cient tracking of development progress and facilitating collaborative
contributions.

• WebStorm : Used as the primary IDE for coding, debugging, and managing project �les
ef�ciently, enhancing overall development productivity.

• Chrome DevTools : Employed for frontend debugging, performance pro�ling, and
analyzing multimedia asset retrieval processes [33].

Testing Tools

• Browser Performance APIs : Used to accurately measure multimedia asset fetch times,
network performance, and caching effectiveness directly within the browser.

• Custom JavaScript Benchmarking Scripts : Developed explicitly for systematic
benchmarking and repetitive performance testing tasks, ensuring consistent and reliable
empirical measurements.
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3.5.4 Data Collection and Analysis

Data Collection and Export Methods

Automated scripts systematically collect performance data in real-time, exporting these data
explicitly into structured CSV �les. These CSV �les comprehensively capture route information,
storage provider details, geographical metadata (country and continent), �le speci�cs (name,
type, size), and key performance metrics, including fetch-time, throughput, payload size, and
HTTP header overhead.

This structured data collection method ensures integrity and consistency and supports ease
of comparative analysis and reproducibility. The organized CSV data format enables robust,
repeatable data analysis, which is crucial for transparent and credible benchmarking results.

Automated scripts systematically export performance metrics into structured CSV �les,
as illustrated in Figure 3.33. Each CSV �le explicitly captures details like route information,
storage provider identi�ers, geographical metadata, and comprehensive multimedia retrieval
metrics such as fetch-time and throughput.

Figure 3.33: Example of structured CSV data capturing performance metrics for multimedia
asset retrieval using Local Storage.

Testing Environment and Conditions

Tests were conducted under carefully controlled conditions to ensure methodological rigor
and reproducibility. Network conditions were systematically simulated using Chrome
DevTools, encompassing two explicitly de�ned scenarios: Normal (no throttling), and Fast 4G.
Performance tests were standardized using a desktop environment with a speci�c version of
Google Chrome to maintain consistency.

Moreover, the tests explicitly involved representative multimedia asset types, including
videos (MP4), audio (MP3), images (JPG), and text �les (TXT), across clearly de�ned �le size
categories (small, medium, large). This comprehensive approach enabled rigorous evaluation
and credible comparisons of multimedia storage solutions under realistic usage conditions.

Data Analysis and Visualization Tools

• Mac Numbers & Microsoft Excel : Used extensively to manage CSV data, perform detailed
data analysis, and derive statistical insights clearly and effectively.

• Python (Pandas, NumPy, Matplotlib) : Used for ef�cient handling of large datasets,
detailed statistical analysis, and generation of precise and customizable performance
visualizations.

• Canva: Employed to create clear, visually engaging bar and pie charts, facilitating intuitive
understanding and effective presentation of performance comparisons.
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• Carbon: Explicitly used to generate aesthetically pleasing and clear images of code
snippets, enhancing readability in documentation and presentations.

• draw.io : Employed explicitly to design detailed architecture and �owchart diagrams,
aiding in visual communication and comprehensive understanding of the system
architecture.

These tools and technologies allowed us to integrate storage solutions thoroughly, evaluate
performance accurately, visualize data effectively, and present our �ndings clearly within the
Huldra framework. They played a vital role in helping us meet the key objectives of this thesis.

3.6 Challenges Encountered

We have encountered many key practical challenges during the multimedia storage solutions'
integration and benchmarking phases within the Huldra framework. Each challenge is detailed
explicitly to highlight the impact on implementation processes and clearly describe the solutions
developed and implemented to mitigate or resolve these issues effectively.

3.6.1 During Integration

Complexity in Cloud Storage Integration

Integrating various cloud storage providers (Azure Blob Storage, AWS S3, OneDrive, Dropbox,
Google Drive, and Firebase) into the Huldra framework introduced signi�cant authentication
and policy management complexities. Detailed IAM policies (AWS), Shared Access Signature
(SAS) tokens (Azure), OAuth 2.0 authentication (Dropbox, Google Drive, OneDrive), and
versioning strategies based on ETags signi�cantly increased the initial integration complexity.
Without existing comprehensive codebases, each integration required an extensive review
of detailed documentation and iterative con�guration adjustments, leading to prolonged
development timelines.

To effectively manage these complexities, structured documentation was developed
iteratively to simplify integration processes and improve reproducibility. Modular coding
practices were explicitly employed to develop reusable code modules, signi�cantly reducing
redundancy and streamlining the integration of multiple storage solutions. We developed
automation scripts to handle complex and repetitive con�guration steps explicitly, improving
consistency and reducing manual con�guration errors.

Synchronization Challenges in Local Storage

Using browser-based local storage introduced speci�c synchronization challenges, especially
ensuring multimedia assets remained consistently available across multiple devices and user
sessions. This was critical for ensuring seamless survey operations, especially in environments
with intermittent connectivity.

Explicit incremental storage strategies were implemented, clearly structuring data
management to simplify local asset synchronization. In addition, dynamic asset validation
checks with fallback mechanisms to cloud-based resources were explicitly implemented,
ensuring asset availability without updated local copies. Future development plans explicitly
include enhanced synchronization strategies leveraging advanced browser APIs, such as
IndexedDB.

71



Token Management and Authentication Complexity

Azure SAS tokens' explicit expiration lifetimes are con�gurable. While this con�guration
provided security �exibility, managing short-lived tokens introduced additional overhead.
In contrast, OneDrive's OAuth tokens inherently expire hourly, explicitly requiring frequent
renewal and causing signi�cant session interruption risks.

Explicit token management strategies, including manual refresh mechanisms and secure
frontend token storage (browser session storage), were explicitly implemented to balance
security with operational continuity. Future integration of automated token renewal processes
through backend systems has been explicitly outlined to enhance reliability further and reduce
manual overhead.

Subscription and Account Management Challenges

Managing multiple cloud storage subscriptions introduced explicit practical challenges,
including usage monitoring, timely renewal, and accidental service interruptions caused by
overlooked subscription expirations or billing issues.

Proactive solutions explicitly included the adoption of provider-speci�c monitoring
dashboards and third-party tracking tools, ensuring continuous monitoring of usage metrics
and subscription statuses. Automated alerts and explicit subscription renewal reminders
were con�gured, signi�cantly reducing risks associated with unintentional service disruptions.
Documented budgeting strategies further optimized cost management across multiple storage
providers.

Handling Cross-Origin Resource Sharing (CORS) Constraints

Explicit CORS constraints predominantly impacted direct multimedia retrieval from services,
such as OneDrive and Google Drive, complicating seamless integration efforts. AWS, Azure,
Dropbox, and Firebase exhibited fewer or no signi�cant CORS-related constraints.

Explicit strategies were implemented to mitigate CORS-related limitations, including asset
format adjustments and frontend handling techniques (e.g., using supported media formats or
alternative embedding methods). Plans explicitly consider backend integration to resolve these
issues and comprehensively enhance multimedia retrieval capabilities.

3.6.2 During Evaluation

Accuracy and Reliability of Performance Measurement

Initially, automated browser-based testing (with tools like Puppeteer) produced inconsistent
and inaccurate results because browser caching behaviors and variable performance metrics
complicated accurate data collection and analysis. To resolve these accuracy challenges, we
leveraged browser-based Performance APIs, enabling accurate, real-time tracking of multimedia
fetch times and network performance.

Explicit cache-bypassing techniques were implemented to mitigate caching effects, including
unique query parameters and timestamp-based URL requests. In addition, repeated trials across
test scenarios explicitly ensured statistical robustness, enabling reliable median, mean, and
variance metrics calculation.

72



Management of API Rate Limits and Quotas

All cloud providers explicitly impose API rate limits and quotas. Dropbox, OneDrive, and
Google Drive exhibited stricter rate limits, leading to more frequent throttling errors. AWS,
Azure, and Firebase also have explicit quotas, though signi�cantly higher and rarely exceeded
in our scenarios. These constraints explicitly threatened the reliability and consistency of
benchmarking processes.

We explicitly implemented solutions such as request batching, which combined multiple
requests into fewer consolidated API calls, signi�cantly reducing the risk of exceeding quotas.
Automated retry logic with exponential back-off mechanisms was developed, explicitly
managing temporary API throttling errors. Local caching strategies explicitly reduced
redundant API calls, preserving quota limits, and improving operational reliability.

3.7 Ethical and Privacy Considerations

This section explicitly highlights the ethical guidelines and privacy considerations that were
carefully adhered to during the implementation and evaluation processes within the Huldra
framework. Given the sensitivity of data handling in multimedia storage benchmarking, we
emphasized complying with ethical best practices, implementing robust data privacy measures,
and maintaining clear transparency in our research methodologies.

3.7.1 During Integration

We ensured that the no personally identi�able information (PII) or sensitive user data were
used within the scope of this research.

Complete Absence of Real User Data

The implementation, testing, and benchmarking processes explicitly excluded any form of real,
sensitive, or personally identi�able user data. This ensured compliance with data protection
regulations like GDPR and maintained high ethical research standards.

Strict Data Generation Policies

All multimedia assets employed in the study were synthetically generated, publicly available,
or carefully anonymized to ensure no inadvertent identi�cation or linkage to individuals.

Explicit Adherence to Transparency and Reproducibility Practices

Transparency and reproducibility were foundational principles explicitly embedded into the
implementation and evaluation procedures:

Detailed Documentation and Version Control

Comprehensive documentation of all codebases, methodologies, and con�gurations was
meticulously maintained through GitHub repositories, allowing precise tracking of all changes
and updates throughout the research process.
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Clear Methodological Descriptions

The thesis explicitly outlines every methodological step, integration strategy, benchmarking
criterion, and data handling practice, ensuring complete transparency and facilitating ease of
replication and validation by the broader research community.

Open and Accessible Data

We explicitly document and present all benchmarking data, scripts, and related con�guration
details (excluding sensitive environment variables or temporary tokens). We will make these
publicly accessible to enable independent validation and reproducibility, upholding rigorous
scienti�c openness and transparency standards.

3.7.2 During Evaluation

We implemented explicit measures to ensure strict compliance with data handling standards
throughout the benchmarking processes.

Simulated and Non-sensitive Data

All benchmarking activities only used simulated or publicly available multimedia data,
explicitly avoiding any real user-generated or con�dential datasets. This strategy ensured
we did not compromise any individual's privacy during empirical testing and performance
evaluation.

Controlled Testing Environments

We conducted benchmarking and data collection in strictly controlled, isolated environments.
These environments explicitly prevented external or unauthorized access, protecting the
integrity and con�dentiality of the testing process.

Secure Storage and Management

Any simulated data temporarily stored during tests was managed securely, explicitly adhering
to encryption standards provided by respective cloud platforms (Firebase, AWS, Azure,
Dropbox, OneDrive, and Google Drive). Data was promptly removed following test completion,
ensuring no lingering risks of inadvertent exposure.

3.8 Chapter Summary

This chapter explicitly described the methodological framework and practical implementation
strategies for evaluating multimedia storage solutions within the Huldra framework. It
identi�ed and justi�ed critical multimedia performance metrics, fetch-time, throughput, HTTP
overhead, and token management complexity, highlighting their direct relevance to multimedia-
intensive survey performance.

In addition, it systematically documented the technical integration of seven storage solutions,
detailing the automated JavaScript-based benchmarking tools and the controlled testing
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environments established for rigorous empirical analyzes. With the methodology and structured
implementations clearly outlined, Chapter 4 will systematically present and analyze the
empirical performance results achieved through the benchmarking approach described.
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Chapter 4

Experiments and Results

This chapter presents empirical �ndings from systematically benchmarking seven multimedia
storage solutions within the Huldra multimedia survey framework: AWS S3, Azure Blob
Storage, Firebase Storage, Dropbox, OneDrive, Google Drive, and Local Storage. We provide
detailed analyzes of multimedia retrieval performance, focusing on fetch-time metrics and
assessing network ef�ciency by evaluating throughput and HTTP overhead across various
�le sizes, multimedia modalities, network conditions, and geographic regions. Finally, we
discuss practical insights regarding token management complexity, derived from real-world
observations of the implementation and integration processes. Collectively, these results
provide critical empirical evidence and actionable guidance to inform the selection of suitable
multimedia storage solutions.

4.1 Multimedia Retrieval Performance Evaluation (RQ1)

4.1.1 Objective

RQ1 empirically evaluates and compares the fetch-time performance and retrieval reliability
of various multimedia storage solutions in multiple multimedia formats, �le sizes, network
conditions, and geographic locations. This analysis provides critical insights into the
responsiveness of each evaluated storage solution and implications for user experience.

4.1.2 Metrics De�nition

Fetch-Time (ms)

De�ned as the duration measured from initiating a multimedia asset request until its complete
retrieval and readiness within the Huldra application. Lower fetch-time correlates with
enhanced user experience, increased responsiveness, and improved survey engagement.

Fetch-Time Reliability

Evaluated by assessing variability (minimum, average, maximum) under consistent and
constrained network conditions (Normal vs. Fast 4G). These metrics are calculated post-
collection using empirical data stored during experimental tests.
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4.1.3 Experimental Evaluation

Evaluation by Modality

Video Modality Table 4.1 summarizes the empirical fetch-time performance metrics
(minimum, average, maximum) systematically collected from experiments. Results are
categorized by �le size, network condition, geographic location, and storage solutions. This
comprehensive overview facilitates precise analysis and comparison of performance trends
across realistic multimedia retrieval scenarios.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Video MP4 Small Normal EU
Avg 23.99 175.3 90.52 58.01 912.55 114.33 749.47
Min 19.98 166.62 79.40 47.33 862.87 100.67 698.17
Max 27.37 183.98 104.58 68.98 938.20 137.78 800.77

Video MP4 Small Fast 4G EU
Avg 619.54 218.55 508.12 421.65 913.36 221.03 745.02
Min 609.32 189.23 491.72 408.10 895.62 179.53 664.55
Max 634.87 258.95 531.97 431.72 935.68 338.33 868.58

Video MP4 Medium Normal EU
Avg 23.46 203.15 235.92 336.69 911.52 488.52 920.78
Min 21.87 197.17 157.50 247.35 866.20 447.80 819.92
Max 25.97 211.45 345.05 495.55 945.20 514.42 1021.63

Video MP4 Medium Fast 4G EU
Avg 5049.02 507.48 5507.84 4963.92 924.37 352.73 3754.84
Min 4951.57 477.4 5452.13 4958.63 897.82 297.48 3072.30
Max 5104.65 531.28 5536.20 4966.77 939.08 465.28 5849.65

Video MP4 Large Normal EU
Avg 136.23 223.31 779.21 930.65 1117.55 1711.34 1306.83
Min 82.73 215.05 651.27 840.58 1097.48 1578.80 1196.22
Max 223.87 228.1 887.38 1024.78 1133.68 1889.27 1417.45

Video MP4 Large Fast 4G EU
Avg 20621.67 2071.01 22131.2 20521.94 1083.69 336.02 4779.61
Min 20604.75 1292.77 21955.83 20423.15 1031.82 328.22 1667.3
Max 20632.42 2765.32 22369.42 20632.68 1144.03 343.82 6489.72

Video MP4 Small Normal US
Avg 29.75 479.44 320.18 218.31 621.48 248.05 555.75
Min 23.6 456.48 285.43 190.62 562.22 236.87 428.20
Max 35.43 516.27 366.00 260.00 722.12 264.18 725.62

Video MP4 Small Fast 4G US
Avg 638.53 456.11 495.37 556.22 616.62 262.91 416.92
Min 628.73 442.17 395.5 513.6 526.78 229.92 388.73

Continued on next page...
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Max 643.72 475.9 547.12 635.78 698.53 295.32 434.62

Video MP4 Medium Normal US
Avg 42.93 481.82 454.07 374.50 680.92 985.78 722.32
Min 29.63 468.28 380.37 335.1 610.42 672.65 592.28
Max 56.63 506.33 520.38 398.32 811.20 1236.65 861.35

Video MP4 Medium Fast 4G US
Avg 5076.69 2692.68 5638.63 5148.65 628.01 427.91 3156.19
Min 5073.02 1853.85 5430.47 4936.37 559.97 373.73 3046.47
Max 5081.48 3142.75 5860.90 5447.90 684.67 475.47 3264.47

Video MP4 Large Normal US
Avg 257.51 487.71 740.11 1663.04 1489.56 1774.80 1142.85
Min 240.28 434.35 691.92 1548.35 1469.4 1220.37 964.82
Max 285.77 582.08 766.23 1848.57 1513.67 2849.63 1304.07

Video MP4 Large Fast 4G US
Avg 20629.51 4356.32 21500.08 21482.5 796.09 850.40 4820.59
Min 20617.25 2640.63 20818.10 20767.68 763.68 585.43 4068.13
Max 20645.97 5290.45 21993.73 22299.97 858.98 1115.37 5198.02

Table 4.1: Fetch-time (ms) for MP4 videos by �le size, location, and network condition.
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Video assets consistently exhibited higher fetch times across all storage solutions due to their
inherently larger �le sizes and greater complexity. Table 4.1 summarizes the detailed fetch-time
metrics (average, minimum, maximum) across various �le sizes (small, medium, large), network
conditions (Normal, Fast 4G), and geographical locations (Europe, North America).

Local Storage consistently delivered the fastest fetch times under normal network conditions,
notably for small and medium-sized videos (averaging approximately 24 ms in Europe).
However, Local Storage's performance dramatically degraded under Fast 4G network
constraints, particularly with large �les, where average fetch times exceeded 20,000 ms, likely
causing severe user experience impacts such as playback interruptions or buffering delays.

AWS S3 and Azure Blob Storage demonstrated strong performance under normal conditions,
with Azure slightly outperforming AWS for smaller videos (58 ms vs. 90 ms average fetch
time in Europe). Nevertheless, both services showed substantial increases in fetch times under
constrained network conditions (Fast 4G), notably for larger �les, similarly exceeding average
fetch times of 20,000 ms, underscoring signi�cant network sensitivity.

Firebase Storage exhibited relatively stable fetch times across varying conditions. It
consistently outperformed Dropbox, Google Drive, and OneDrive. However, it still showed
moderate performance declines, particularly in medium-sized videos under Fast 4G conditions
(average fetch times around 507 ms in Europe).

Dropbox, Google Drive, and OneDrive consistently exhibited noticeably slower fetch times
and higher variability than the other providers. For instance, Dropbox recorded average fetch
times consistently around 900–1100 ms irrespective of network conditions, highlighting poor
suitability for multimedia-intensive applications requiring reliable and swift retrieval.

Figure 4.1 visualizes these comparative fetch-time trends. It clearly illustrates Local Storage's
excellent performance under normal conditions and sharp degradation under constrained
networks, AWS and Azure's robust and relatively stable performance under normal conditions,
Firebase's moderate consistency, and the notably higher fetch times and greater variability
observed for Dropbox, OneDrive, and Google Drive under constrained network scenarios.
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Figure 4.1: Comparative fetch-time performance for MP4 video �les across storage solutions
under varying �le sizes (small, medium, large), network conditions (Normal, Fast 4G), and
geographic locations (Europe [EU], North America [US]). Data points represent average fetch
times in milliseconds.

Audio Modality Table 4.2 summarizes detailed fetch-time performance metrics (average,
minimum, maximum) for MP3 audio �les, systematically collected across various �le sizes
(small, medium, large), network conditions (normal, Fast 4G), geographic locations (Europe,
North America), and storage solutions (Local Storage, Firebase, AWS S3, Azure Blob Storage,
Dropbox, OneDrive, and Google Drive). This structured data set provides a precise basis
for understanding performance variations relevant to audio retrieval in various multimedia
applications.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Audio MP3 Small Normal EU
Avg 11.32 214.25 67.67 43.46 835.68 123.58 737.86
Min 8.50 163.03 64.63 42.77 815.32 106.73 618.78
Max 13.38 265.22 72.30 44.68 875.02 140.42 856.78

Audio MP3 Small Fast 4G EU
Avg 1099.38 3400.82 768.56 1177.17 871.16 334.76 1287.77
Min 1076.15 2605.82 764.70 715.92 853.08 194.87 977.20
Max 1112.22 3800.82 772.43 1638.42 896.33 575.05 1598.33

Audio MP3 Medium Normal EU
Avg 31.97 209.64 262.16 350.85 927.69 516.73 875.29
Min 19.70 186.4 219.53 291.45 914.15 495.88 859.60
Max 48.28 236.1 288.18 417.03 953.47 527.92 890.98

Audio MP3 Medium Fast 4G EU
Avg 6161.93 2622.33 6391.27 12708.88 1005.69 479.84 6744.93
Min 6098.35 2598.30 6346.23 12168.73 972.60 260.02 5848.02
Max 6212.35 2650.10 6436.30 13720.93 1056.27 699.65 7641.85

Audio MP3 Large Normal EU
Avg 70.78 266.14 864.62 776.63 1014.80 1195.10 1164.65
Min 42.48 220.33 493.17 590.20 974.38 1172.80 1110.92
Max 106.15 301.7 1201.05 958.60 1074.17 121.98 1218.37

Audio MP3 Large Fast 4G EU
Avg 15657.92 3423.31 17763.11 17165.71 885.68 403.90 6792.75
Min 15657.92 2642.32 17026.03 15848.55 768.87 286.55 5860.00
Max 15704.82 3840.93 18782.08 18170.32 953.75 501.35 7725.55

Audio MP3 Small Normal US
Avg 35.33 440.80 291.94 191.58 528.07 254.72 512.66
Min 25.52 379.43 287.30 189.60 491.13 235.72 434.53
Max 54.50 472.07 295.75 194.35 554.47 283.20 609.08

Audio MP3 Small Fast 4G US
Avg 743.35 4777.34 1092.86 1186.92 592.94 282.70 5170.01
Min 559.38 3969.57 440.17 720.98 475.18 248.82 504.42

Continued on next page...
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Max 1109.82 5183.03 1961.68 1652.85 698.45 350.27 532.68

Audio MP3 Medium Normal US
Avg 86.21 441.15 391.74 530.91 890.75 650.56 711.22
Min 65.90 431.57 349.72 359.62 637.03 580.20 651.18
Max 101.80 451.45 426.40 787.32 1308.78 713.98 747.23

Audio MP3 Medium Fast 4G US
Avg 6041.12 5074.29 6580.57 7543.51 665.20 928.98 5175.57
Min 6008.17 3370.98 6363.42 6560.78 567.85 861.00 3333.45
Max 6098.05 6577.13 6797.73 8526.23 768.63 996.97 6370.93

Audio MP3 Large Normal US
Avg 297.36 511.73 978.15 973.35 1392.81 2432.07 834.84
Min 118.83 453.23 711.78 699.67 1350.67 1297.10 745.13
Max 600.88 567.97 1476.50 1418.53 1450.28 4451.55 940.12

Audio MP3 Large Fast 4G US
Avg 15638.80 4890.77 16734.63 16710.93 737.69 682.96 5715.85
Min 15587.25 2636.67 16164.38 15050.25 626.50 542.77 5149.25
Max 15685.02 6484.53 17093.48 19391.28 864.50 907.48 6569.02

Table 4.2: Fetch-time (ms) for MP3 audio �les by �le size, location, and network condition.
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Audio �les exhibited intermediate fetch-time differences compared to other modalities,
re�ecting their moderate �le sizes. Local Storage consistently provided the fastest retrieval
speeds across all tested conditions, particularly evident in normal network scenarios (average
fetch times as low as 11.32 ms for small �les in Europe). Under constrained network conditions
(Fast 4G), however, fetch times signi�cantly increased, with large audio �les reaching over
15,600 ms.

AWS and Azure showed consistently stable performance, maintaining relatively low and
steady fetch times under normal conditions. However, both experienced notable degradation
under Fast 4G network conditions, particularly evident with medium and large �les. For
instance, AWS had an average fetch time of 17,763 ms, and Azure had an average of 17,166 ms
for large audio �les in Europe under constrained conditions.

Firebase displayed moderate consistency, performing well under normal conditions but
experiencing variability under constrained conditions. Notably, Firebase's fetch-time averages
varied signi�cantly under Fast 4G (e.g., averaging around 3,401 ms for small �les in Europe).

Dropbox, OneDrive, and Google Drive consistently recorded higher fetch times and greater
variability across all tested scenarios, reducing their suitability for performance-sensitive
applications. Dropbox demonstrated moderately high but relatively stable fetch times, whereas
OneDrive and Google Drive exhibited pronounced variability, especially under constrained
conditions. Google Drive notably recorded substantial fetch-time �uctuations, averaging
approximately 6,793 ms for large �les in Europe, highlighting its limited reliability under
performance-sensitive conditions.

Figure 4.2 illustrates these fetch-time variations, clearly highlighting Local Storage's superior
overall performance, AWS and Azure's stable yet network-sensitive performance, Firebase's
moderate variability, and the pronounced fetch-time �uctuations observed for Dropbox,
OneDrive, and Google Drive under constrained network conditions.

Figure 4.2: Boxplot showing fetch-time variability and median retrieval performance for MP3
audio �les across storage providers. Boxes indicate the interquartile range (IQR), horizontal
lines within boxes represent medians, whiskers show typical data range, and dots represent
outliers.
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Image Modality Table 4.3 summarizes detailed fetch-time performance metrics (average,
minimum, maximum) for JPG image �les across varying �le sizes (small: <1MB, medium:
1–10MB), network conditions (Normal, Fast 4G), geographic locations (Europe and North
America), and storage solutions (Local Storage, Firebase, AWS S3, Azure Blob Storage, Dropbox,
OneDrive, Google Drive). This structured dataset provides essential insights into performance
variability among storage providers under realistic usage scenarios.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Image JPG Small Normal EU
Avg 22.34 236.06 61.18 58.08 863.04 119.34 852.68
Min 10.38 223.73 53.25 55.27 821.08 110.77 750.22
Max 44.88 245.52 65.78 63.12 913.75 129.07 955.15

Image JPG Small Fast 4G EU
Avg 308.69 351.67 786.38 3420.94 843.65 230.08 6816.68
Min 307.25 278.75 326.63 3411.77 837.27 180.40 5828.47
Max 310.13 390.88 1704.22 3430.10 853.30 316.30 7804.90

Image JPG Medium Normal EU
Avg 20.34 199.36 234.19 346.96 899.94 824.94 1439.47
Min 14.42 172.03 190.4 203.60 888.75 464.75 1201.58
Max 31.58 226.37 287.37 533.73 913.18 1185.13 1677.35

Image JPG Medium Fast 4G EU
Avg 4981.16 2666.45 510.55 6643.12 1024.98 284.43 6384.84
Min 4977.28 1445.05 4933.85 5282.95 908.68 227.58 5005.16
Max 4985.05 3887.85 5204.1 7350.77 1215.23 315.63 7764.52

Image JPG Small Normal US
Avg 24.5 541.81 323.92 191.04 505.8 301.41 468.25
Min 22.2 500.15 287.57 188.57 485.22 260.68 457.98
Max 25.8 605.80 389.13 195.53 529.73 342.13 483.72

Image JPG Small Fast 4G US
Avg 292.43 671.20 436.55 424.15 586.58 437.16 447.97
Min 289.53 522.60 431.67 396.05 473.28 246.65 407.17
Max 294.08 819.80 441.43 452.25 685.17 694.63 514.88

Image JPG Medium Normal US
Avg 39.59 583.75 402.94 406.57 619.52 503.70 551.33
Min 20.27 524.20 329.53 374.28 613.57 493.22 507.87
Max 52.90 621.65 492.80 425.42 625.48 514.18 598.35

Image JPG Medium Fast 4G US
Avg 4984.25 4272.46 5221.40 5001.06 704.41 424.54 3815.38
Min 4979.85 2036.28 5163.40 4892.42 567.68 399.95 3302.28

Continued on next page...
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Max 4991.32 7688.7 5328.33 5204.38 815.12 471.62 4328.48

Table 4.3: Fetch-time (ms) for JPG images by �le size, location, and network condition.
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Image �les exhibited minimal fetch-time differences across storage providers under normal
network conditions, re�ecting their comparatively smaller �le sizes than video and audio �les.

Local Storage consistently achieved the fastest retrieval speeds across all tested scenarios,
most notably under normal network conditions, with average fetch times ranging from
approximately 20 to 25 ms for small images. However, under constrained network scenarios,
such as Fast 4G conditions, the fetch times for Local Storage exhibited a signi�cant increase,
particularly for medium-sized images, escalating to approximately 4,981 milliseconds in Europe
and 4,984 milliseconds in the United States.

AWS and Azure consistently showed superior performance among cloud storage providers,
closely following Local Storage under normal conditions. Nonetheless, both showed marked
performance declines under constrained network conditions. Azure, in particular, experienced
signi�cant performance degradation, with fetch times averaging approximately 6,643 ms for
medium images under Fast 4G in Europe.

Firebase exhibited moderate and stable performance, delivering relatively predictable fetch
times under normal conditions. However, signi�cant fetch-time variability emerged under
constrained network scenarios, for instance, medium-sized images under Fast 4G conditions in
Europe averaged around 2,666 ms, indicating moderate sensitivity to network conditions.

Dropbox, OneDrive, and Google Drive consistently registered higher average fetch times
and greater variability. Notably, Google Drive exhibited severe unpredictability and substantial
fetch-time spikes, such as averaging around 6,817 ms for small images under constrained
conditions, Fast 4G in Europe, making it less suitable for performance-critical multimedia
applications.

Figure 4.3 visualizes these comparative fetch-time performances, highlighting Local
Storage's rapid retrieval speeds under normal conditions, AWS and Azure's consistent yet
condition-sensitive performance, Firebase's moderate variability, and the higher variability and
slower performance observed for Dropbox, OneDrive, and Google Drive.
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Figure 4.3: Comparative fetch-time performance for JPG image �les across storage providers
under varying �le sizes (small: <1MB, medium: 1–10MB), network conditions (Normal, Fast 4G),
and geographic locations (Europe [EU], North America [US]). Data points represent average
fetch times measured in milliseconds.

Text Modality Table 4.4 summarizes detailed fetch-time performance metrics (average,
minimum, maximum) for small-sized TXT �les (<100 KB) across network conditions (Normal,
Fast 4G), geographic locations (Europe and North America), and storage solutions (Local
Storage, Firebase, AWS S3, Azure Blob Storage, Dropbox, OneDrive, Google Drive). This
structured dataset captures fetch-time performance variations among providers for the smallest
tested modality.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Text TXT Small Normal EU
Avg 10.63 217.30 63.72 31.49 944.56 182.48 680.97
Min 7.95 171.53 56.82 14.08 888.00 123.97 668.65
Max 15.67 243.93 74.88 65.33 1023.82 286.78 693.28

Text TXT Small Fast 4G EU
Avg 176.39 3852.33 1032.06 11858.89 982.87 208.61 7230.72
Min 174.37 2602.18 211.43 10869.48 921.58 192.03 6640.52
Max 180.42 5076.20 2614.43 13323.43 1057.98 236.58 7820.92

Text TXT Small Normal US
Avg 23.94 541.06 357.53 229.84 545.32 301.7 473.32
Min 10.82 510.92 252.18 186.88 491.10 280.15 395.98
Max 48.20 588.92 560.80 312.03 579.50 323.25 530.12

Text TXT Small Fast 4G US
Avg 179.87 5685.92 1204.51 4855.11 659.03 365.90 3616.54
Min 172.27 4057.65 247.67 272.05 556.02 260.07 484.68
Max 190.28 6532.38 310.38 11644.48 833.88 463.90 5216.53

Table 4.4: Fetch-time (ms) for small-sized TXT �les by location and network condition.
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In general, Text �les displayed minimal differences in fetch times across all tested storage
solutions due to their relatively small �le sizes.

Local Storage consistently provided the fastest retrieval, notably averaging around 10.63
ms (EU) under normal conditions, and remained ef�cient (~176 ms EU and ~180 ms US) even
under constrained network conditions, Fast 4G.

AWS, Azure, and Firebase exhibited stable performance under normal conditions, but
experienced pronounced degradations under constrained scenarios. Particularly, Azure showed
extreme sensitivity to network constraints, spiking dramatically to around 11,859 ms for small
�les under Fast 4G conditions in Europe.

In addition, Dropbox, OneDrive, and Google Drive delivered moderate fetch-time
performances with noticeable variability under constrained conditions. Notably, Google Drive
showed signi�cant performance variability, averaging 7,231 ms in Europe under constrained
network conditions, limiting its suitability for highly performance-critical applications.

The �gure 4.4 clearly illustrates minimal fetch-time differences for small TXT �les under
normal network conditions, highlighting Local Storage's consistently superior speed, AWS's
stable yet condition-sensitive performance, Azure's signi�cant degradation under constrained
conditions, Firebase's notable variability, and Google Drive's substantial fetch-time increases
and variability under Fast 4G scenarios.

Figure 4.4: Comparative fetch-time performance for small-sized TXT �les (<100 KB) across
storage providers, under varying network conditions (Normal, Fast 4G) and geographic
locations (Europe [EU], North America [US])

Evaluation by File Size

The fetch-time performance across storage solutions varied signi�cantly based on �le size, with
clear trends emerging for small, medium, and large �les. Below, we summarize and explicitly
discuss the detailed �ndings.
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Small Files Small-sized �les exhibited minimal differences in fetch-time performance across
storage solutions. Due to their smaller sizes, these �les had rapid retrieval across all providers,
making differences subtle yet meaningful:

Local Storage consistently provided near-instantaneous retrieval, with average fetch times
often under 50 ms, even under constrained network conditions.

AWS S3 and Azure Blob Storage slightly outperformed other cloud solutions, demonstrating
consistent and stable low fetch times, typically within 100 ms under normal conditions.

Firebase Storage performed comparably but showed minor variability, particularly in
constrained network conditions (e.g., average fetch-time spiking to 3,852 ms under Fast 4G in
Europe for text �les).

Dropbox, Google Drive, and OneDrive displayed moderately higher fetch times with
noticeable, yet relatively minor, variability compared to the other solutions, obvious under Fast
4G conditions (fetch times frequently exceeding 500 ms).

Medium Files Fetch-time variations became more distinct as �le sizes increased to medium-
sized �les. Here, some providers showed clear performance advantages, while others struggled
under certain conditions:

Local Storage remained optimal under normal conditions, offering high-speed retrieval
(averaging well under 50 ms for most medium �les). However, fetch times increased
signi�cantly under constrained network conditions, Fast 4G, particularly for multimedia content
(e.g., average fetch times spiking to approximately 5,049 ms for medium-sized MP4 �les).

AWS S3 and Azure Blob Storage continued demonstrating consistently rapid and reliable
performance under normal network conditions. Nevertheless, they faced notable performance
degradation under constrained network scenarios. For example, AWS recorded an average fetch
time of 5,507.84 ms, and Azure recorded 4,963.92 ms for medium-sized MP4 �les in Europe
under Fast 4G.

Firebase Storage showed moderate consistency and acceptable fetch times under normal
conditions. However, Firebase experienced apparent variability and slower performance under
constrained networks, notably averaging around 507 ms for medium-sized MP4 �les in Europe
under Fast 4G.

Dropbox, Google Drive, and OneDrive experienced noticeable degradation, with
signi�cantly higher fetch times and more pronounced variability across medium-sized �les,
especially under constrained network conditions. Google Drive, for example, displayed notably
high fetch times, averaging around 3,754.84 ms under constrained conditions for medium-sized
MP4 �les in Europe.

Large Files Signi�cant differentiation emerged among storage providers when handling large-
sized multimedia �les. The fetch-time performance gaps became explicitly evident, particularly
under constrained network conditions:

Local Storage excelled dramatically under normal conditions but demonstrated substantial
degradation under constrained networks (Fast 4G), reaching average fetch times exceeding
20,000 ms (large MP4 �les in Europe and North America).

AWS S3 and Azure Blob Storage effectively handled large �les under normal conditions,
maintaining relatively rapid fetch times. Both solutions experienced notable performance
challenges when operating under constrained network conditions. For instance, during tests
in Europe under Fast 4G conditions, AWS showed an average fetch time of 22,131 ms, while
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Figure 4.5: Comparative fetch-time performance across storage providers categorized by �le
sizes (Small: <1MB, Medium: 1–10MB, Large: >10MB), explicitly averaged across all tested
modalities (video, audio, image, text)

Azure had a fetch time of 20,521.94 ms for large MP4 �les. This disparity highlights a signi�cant
sensitivity to network limitations in both platforms.

Firebase Storage was moderately impacted, showing consistent performance degradation
under constrained network scenarios, though not as dramatically as AWS or Azure. Average
fetch times for large �les under Fast 4G in Europe reached around 2,071 ms.

Dropbox, Google Drive, and OneDrive exhibited severe performance degradation with
extremely high fetch times and substantial variability under constrained conditions, especially
for large �les. OneDrive and Dropbox, for instance, recorded highly variable and notably slower
fetch times (e.g., an average of 1,711.34 ms for large MP4 �les under normal conditions, further
degraded under constrained conditions).

Figure 4.5 visualizes the comparative fetch-time trends by �le size, highlighting Local
Storage's superior performance for small and medium �les, the strong but network-sensitive
performance of AWS and Azure, moderate consistency from Firebase, and noticeable
performance degradation for Dropbox, OneDrive, and Google Drive, especially for larger
�les.

Evaluation by Network Condition

Performance differences among storage providers varied signi�cantly depending on network
conditions. Below, we summarize �ndings across normal and constrained (Fast 4G) network
scenarios.

Normal Network Conditions Under ideal (normal) network conditions, fetch-time perfor-
mance among all storage solutions was comparable, re�ecting overall stability and minimal
variability.

Local Storage consistently showed the fastest fetch times across all modalities, often
providing near-instantaneous retrieval (typically under 50 ms for small �les).
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AWS S3 and Azure Blob Storage exhibited the most stable performance among cloud
solutions, maintaining consistently low fetch times under 300 ms for small-to-medium �les.

Firebase Storage provided moderately stable performance, closely aligning with AWS and
Azure but with slightly more variability across modalities. Dropbox, OneDrive, and Google
Drive performed adequately under normal conditions, although with higher fetch times and
greater variability, which is especially noticeable with larger �le sizes.

Constrained Network Conditions (Fast 4G) Under constrained network conditions (Fast 4G),
explicit differences emerged starkly among storage solutions: Local Storage maintained clear
superiority, although fetch times notably increased, particularly for larger �les (fetch times
occasionally exceeding 20,000 ms).

AWS S3 and Azure Blob Storage were the most robust among cloud providers under
constrained conditions. While their fetch times increased signi�cantly compared to normal
conditions, they consistently outperformed other cloud-based providers. For example, AWS
fetch times reached an average of around 5,500 ms for medium-sized �les under Fast 4G
conditions.

Firebase Storage performance degraded notably, experiencing considerable variability
and higher fetch times (e.g., averaging around 3,400 ms for small audio �les under Fast 4G
conditions).

Dropbox, OneDrive, and Google Drive demonstrated signi�cant fetch-time degradation and
notable variability under constrained network conditions. Google Drive notably showed severe
performance issues, with fetch times averaging several thousand milliseconds and considerable
unpredictability.

Figure 4.6 visualizes these stark differences, highlighting Local Storage's consistent speed
advantage under ideal conditions, AWS and Azure's robustness, Firebase's moderate variability,
and the substantial performance degradation and variability observed for Dropbox, OneDrive,
and Google Drive under constrained network scenarios.

Evaluation by Geographic Location

Fetch-time performance varied based on geographical location, underscoring the in�uence
of regional network infrastructure, server proximity, and potential optimizations deployed
by cloud storage providers. This section presents a detailed analysis explicitly comparing
fetch-time data collected from European (EU) and North American (US) locations.

Local Storage exhibited negligible fetch-time differences between Europe and North America
because of its reliance on browser-local �lesystem retrieval, thus unaffected by regional network
differences.

AWS S3 and Azure Blob Storage demonstrated highly consistent and uniform fetch-time
performance across both locations, signi�cantly bene�ting from globally distributed data centers
and robust CDN networks. Notably, AWS and Azure maintained low average fetch times under
normal network conditions for small and medium �les, typically within 100 ms in both EU and
US locations.

Firebase Storage maintained moderately consistent fetch-time performance but exhibited
regional variability under constrained conditions. Fetch times were stable, yet in several cases
(notably small audio �les), North American performance was slower under constrained network
conditions (Fast 4G), suggesting differences in Google's server deployment or routing strategies
across regions.
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Figure 4.6: Comparative fetch-time performance (in milliseconds) across storage providers
under Normal and Fast 4G network conditions, aggregated across all �le modalities and sizes.

Dropbox, Google Drive, and OneDrive exhibited noticeable fetch-time variations across
geographic regions. Fetch-time performance varied distinctly between European and North
American locations, particularly under constrained network conditions (Fast 4G). Dropbox, for
example, demonstrated higher fetch times in Europe compared to the US under constrained
conditions, such as averaging around 913 ms for small video �les in the EU compared to
approximately 616 ms in the US, highlighting region-speci�c optimizations or differences
in server proximity. Google Drive and OneDrive similarly displayed substantial regional
performance disparities, with Europe typically showing higher fetch times under constrained
conditions, explicitly re�ecting dependencies on server proximity and network infrastructure
differences.

Figure 4.7 visualizes these geographic fetch-time performance differences, presenting clear
comparative bar charts that contrast average fetch times for each storage provider across
Europe and North America. The visualization highlights the minimal regional variation of AWS
and Azure, moderate regional sensitivity of Firebase, and signi�cant geographic performance
differences exhibited explicitly by Dropbox, OneDrive, and Google Drive.

4.1.4 Empirical Results

The empirical �ndings of this research provide clear, actionable recommendations for selecting
storage solutions for React-based multimedia applications. These recommendations are
explicitly derived from observed fetch-time performance variations across different modalities,
�le sizes, network conditions, and geographical locations.

Local Storage is optimal for scenarios where minimal latency or of�ine capability is essential.
Empirical results demonstrate that it consistently delivers the fastest fetch-time performance,
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Figure 4.7: Comparative bar chart of average fetch-time performance across storage providers,
explicitly contrasting European (EU) and North American (US) locations.

primarily notable for small and medium-sized multimedia assets under normal network
conditions, with fetch times averaging as low as approximately 11 ms for small audio �les.
However, caution is necessary when handling large �les under constrained network conditions.
Signi�cant performance degradation was observed, exempli�ed by fetch-time spikes exceeding
20,000 ms for large multimedia �les under Fast 4G network scenarios, indicating substantial
risks in performance-critical contexts.

AWS S3 and Azure Blob Storage are highly recommended for multimedia-intensive
applications serving global audiences. Their robust global infrastructure and reliability
ensure stable fetch-time performance, particularly for small and medium-sized �les, typically
maintaining fetch times within 100 ms to 400 ms under normal network conditions. Both
providers demonstrate superior handling capabilities for large multimedia �les compared
to cloud-based solutions. It should be noted that substantial fetch-time degradation was
observed under constrained networks, with AWS averaging approximately 22,131 ms and
Azure approximately 20,521 ms for large MP4 �les under Fast 4G conditions.

Firebase Storage emerges as suitable primarily for applications with moderate multimedia
demands. It exhibits consistent fetch-time performance for small to medium-sized �les under
stable network conditions, averaging around 200 ms and 400 ms for small �les. However,
moderate variability in fetch-time performance is noticeable under constrained network
conditions, with small audio �les experiencing average fetch times around 3,401 ms under
Fast 4G. This variability highlights limitations when deploying Firebase Storage in highly
latency-sensitive applications.

Dropbox, Google Drive, and OneDrive are recommended only with explicit caution for
applications heavily reliant on multimedia or those sensitive to latency issues. Empirical
evidence consistently shows higher fetch times and signi�cant variability in performance
across all tested scenarios. Speci�cally, these providers exhibit notable unreliability under
constrained network conditions, especially for larger multimedia �les. For example, Google
Drive presented an average fetch time of approximately 6,793 ms for large audio �les under
constrained networks, rendering these platforms suboptimal for critical, performance-sensitive
deployments.
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In summary, the empirical �ndings advocate prioritizing Local Storage in latency-sensitive
or of�ine-�rst contexts, leveraging AWS S3 or Azure Blob Storage for robust global multimedia-
intensive applications, and exercising deliberate caution when considering Firebase, Dropbox,
Google Drive, and OneDrive for multimedia-rich, latency-critical applications. These
recommendations enable informed decision-making to optimize multimedia asset retrieval
performance and enhance user experience.

4.1.5 Key Observations

Empirical analysis identi�ed Local Storage as optimal under normal conditions for latency-
sensitive applications, AWS S3 and Azure Blob Storage as highly reliable globally, and Firebase
as suitable for moderate scenarios. Explicit caution is necessary with Dropbox, Google Drive,
and OneDrive because of high variability and sensitivity to network constraints. These explicit
insights facilitate strategic multimedia storage selection, optimizing application performance
and user experience.

4.2 Analysis of Network Ef�ciency (RQ2)

Network ef�ciency is crucial in multimedia-intensive applications, directly affecting user
experience, cost-ef�ciency, and scalability. Ef�cient network usage ensures optimal bandwidth
utilization, reduces operational costs, and enhances overall responsiveness, which is critical
for applications that rely heavily on multimedia asset retrieval. This analysis complements the
previously addressed fetch-time performance (RQ1), where network ef�ciency insights provide
additional context to understand how underlying network resource management in�uences the
observed differences in asset retrieval speeds.

4.2.1 Objective

The explicit objective of this section is to assess and compare network ef�ciency across various
storage solutions. This assessment complements the fetch-time performance analysis, enabling
a comprehensive understanding of how different storage solutions manage network resources,
thus impacting practical implementation decisions.

4.2.2 Metrics De�nition

Explicit and justi�ed selection of metrics:

Throughput (KB/s)

Throughput is explicitly calculated as the amount of data transferred per second, quantitatively
indicating the ef�ciency of utilizing available network bandwidth. Higher throughput directly
correlates with faster asset loading times, contributing to improved application responsiveness
and a superior user experience.

Throughput (KB/s) =
Total Payload Size (KB)
Fetch Time (seconds)

(4.1)
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These equations demonstrate the direct relationship between throughput, payload size, and
fetch time, providing foundational metrics for subsequent comparative analysis.

HTTP Header Overhead (Bytes)

HTTP Header Overhead explicitly represents the additional metadata transmitted with each
HTTP request and response beyond the multimedia content. Lower header overhead signi�es
enhanced bandwidth ef�ciency and is especially critical under constrained network conditions,
where bandwidth conservation is paramount.

4.2.3 Experimental Evaluation

Table 4.5 summarizes throughput and HTTP overhead performance metrics for MP4 videos,
systematically categorized by �le sizes, network conditions, geographic locations, and evaluated
storage solutions.

Similarly, tables detailing audio (Table 4.6), image (Table 4.7), and text retrieval (Table 4.8)
provide comprehensive empirical datasets crucial for rigorous comparative analysis.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Video MP4 Small Normal EU
Throughput 26881.37 3504.89 7095.38 11189.33 695.78 5654.54 849.88
Header 383 330 303 518 296 453 349

Video MP4 Small Fast 4G EU
Throughput 633.97 2951 1249 1504.41 694.34 2613.85 858.39
Header 383 322 312 518 296 453 343

Video MP4 Medium Normal EU
Throughput 219974.27 25278.06 24149.09 16766.52 5636.42 10541.69 5639.87
Header 385 328 304 519 297 454 342

Video MP4 Medium Fast 4G EU
Throughput 1016.38 10130.24 931.58 1033.60 5552.85 15251.52 1447.49
Header 385 326 313 519 297 454 344

Video MP4 Large Normal EU
Throughput 179195.16 91432.47 26619.14 22067.25 18260.17 11989.85 15725.25
Header 387 330 307 520 298 455 344

Video MP4 Large Fast 4G EU
Throughput 989.39 10876.24 921.97 994.23 18861.23 54721.93 5612.87
Header 387 327 309 520 298 455 345

Video MP4 Small Normal US
Throughput 21908.02 1326.15 2001.41 2955.69 21032.79 2561.35 1196.34
Header 383 330 305 518 296 451 344

Video MP4 Small Fast 4G US
Throughput 992.98 1391.3 1309.38 1150.78 1042.04 2436.74 1524.26
Header 383 330 303 518 296 451 344.33

Video MP4 Medium Normal US
Throughput 128228.52 10662.13 11488.81 13781.69 7663.42 5557.29 7270.64
Header 385 331 306 519 297 452 343

Video MP4 Medium Fast 4G US
Throughput 1010.65 2021.74 910.81 998.27 8226.89 12108.96 1626.91
Header 385 331 304 519 297 452 343

Video MP4 Large Normal US
Throughput 79695.54 42566.29 27628.22 12342.92 13700.39 13381.22 18128.89
Header 387 332 303 520 298 453 344

Continued on next page...
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Video MP4 Large Fast 4G US
Throughput 989.02 5184.74 949.49 950.56 25706.12 18292.68 4289.15
Header 387 332 303 520 298 455 343

Table 4.5: Network ef�ciency (Throughput and HTTP overhead) for MP4 videos by �le size, location, and network condition.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Audio MP3 Small Normal EU
Throughput 47596.32 2569.05 7684.09 11942.90 621.46 4277.56 721.89
Header 384 324 299 519 297 454 346

Audio MP3 Small Fast 4G EU
Throughput 471.99 157.41 675.01 520.64 595.76 1925.97 730.88
Header 384 326 309 519 297 454 343

Audio MP3 Medium Normal EU
Throughput 215887.01 29070.58 23369.67 17580.21 6510.65 11693.82 6899.98
Header 386 327 300 520 298 455 347

Audio MP3 Medium Fast 4G EU
Throughput 979.87 2302.51 944.71 476.52 6011.04 8629.40 911.23
Header 386 327 310 520 298 455 344

Audio MP3 Large Normal EU
Throughput 251879.44 59386.63 20562.23 20799.93 15331.17 12999.19 13363.82
Header 387 326 301 521 299 456 345

Audio MP3 Large Fast 4G EU
Throughput 15530.94 15530.94 875.84 907.76 17701.52 40607.79 2330.33
Header 387 328 308 521 299 456 345

Audio MP3 Small Normal US
Throughput 16609.55 1189.29 1777.24 2708.15 985.03 2049.34 1031.66
Header 384 331 305 519 297 452 343

Audio MP3 Small Fast 4G US
Throughput 773.27 110.31 678.26 516.71 897.23 1883.13 105.44
Header 384 331 305 519 297 453 345

Audio MP3 Medium Normal US
Throughput 72440.14 13690.42 15516.94 12666.86 7467.25 9348.25 8521.04
Header 386 332 306 520 298 453 344

Audio MP3 Medium Fast 4G US
Throughput 999.45 1284.53 918.48 814.18 9215.77 6534.09 1265.27
Header 386 310 306 520 298 453 344

Audio MP3 Large Normal US
Throughput 82215.33 28780.805 17717.60 17504.89 11160.82 8499.39 18773.37
Header 387 333 307 521 299 454 350

Continued on next page...
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Audio MP3 Large Fast 4G US
Throughput 993.11 3694.41 928.63 940.88 21420.31 5704.78 2747.00
Header 387 333 308 521 299 454 347

Table 4.6: Network ef�ciency (Throughput and HTTP overhead) for MP3 audio by �le size, location, and network condition.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Image JPG Small Normal EU
Throughput 33930.13 2121.39 8246.37 8639.87 580.49 4206.17 595.00
Header 384 326 306 519 295 452 342

Image JPG Small Fast 4G EU
Throughput 1619.83 683.91 1115.78 146.16 592.73 2311.51 74.93
Header 384 326 300 519 295 452 350

Image JPG Medium Normal EU
Throughput 287356.93 26123.1 22595.70 17279.80 5715.55 7702.93 3673.19
Header 386 325 307 520 296 453 344

Image JPG Medium Fast 4G EU
Throughput 1032.45 2440.96 1008.50 792.71 5099.92 16440.15 662.38
Header 386 325 301 520 296 453 344

Image JPG Small Normal US
Throughput 20504.08 929.22 1572.77 2617.99 989.85 1689.79 1068.44
Header 384 331 310 519 295 450 343

Image JPG Small Fast 4G US
Throughput 1709.93 783.36 1145.53 1184.07 872.60 1365.91 469.26
Header 384 331 300 519 295 450 345

Image JPG Medium Normal US
Throughput 154591.93 8859.89 13116.68 12691.75 8302.35 10214.94 9370.30
Header 386 332 311 520 296 451 348

Image JPG Medium Fast 4G US
Throughput 1031.86 1619.24 985.19 1029.22 7470.16 12185.53 1372.8
Header 386 332 301 520 296 451 344

Table 4.7: Network ef�ciency (Throughput and HTTP overhead) for JPG images by �le size, location, and network condition.
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Modality Format Size Net Cond. Location Metric Local Firebase AWS Azure Dropbox OneDrive GoogleDrive

Text TXT Small Normal EU
Throughput 45.90 45.90 730.83 2335.88 48.77 288.67 67.42
Header 447 325 305 518 312 454 433

Text TXT Small Fast 4G EU
Throughput 260.26 12.83 134.80 3.89 46.84 221.90 6.39
Header 447 325 305 518 312 454 433

Text TXT Small Normal EU
Throughput 2925.45 85.15 146.87 211.15 84.61 152.90 98.47
Header 447 330 309 518 312 452 430

Text TXT Small Fast 4G EU
Throughput 255.62 8.48 124.77 63.33 71.92 132.74 37.47
Header 447 330 305 518 312 452 430

Table 4.8: Network ef�ciency (Throughput and HTTP overhead) for TXT �les by location and network condition.
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The summarized comparative analysis in the Table 4.9 explicitly synthesizes detailed
experimental �ndings on network ef�ciency across various storage solutions. This Table 4.9
concisely captures the empirical results, highlighting throughput performance and HTTP header
overhead to identify ef�ciency distinctions among the tested providers.

Table 4.9: Comparative summary of network ef�ciency across storage solutions

Storage Solution Avg. Throughput (KB/s) Avg. HTTP Header Size (Bytes) Ef�ciency Level

Local Storage 20,000–60,000 385 Excellent

AWS S3 7,000–25,000 305 Very Good

Azure Blob 7,000–22,000 520 Very Good

Firebase 1,000–5,000 330 Good

Dropbox 500–8,000 296 Moderate to Good

OneDrive 2,000–15,000 450 Variable to Good

Google Drive 500–5,000 345 Moderate

The summarized results explicitly emphasize that Local Storage delivers superior
throughput and consistently low HTTP header overhead, categorizing its ef�ciency as excellent,
particularly bene�cial for latency-sensitive applications.

AWS S3 and Azure Blob Storage consistently perform well and are suitable for globally
scalable multimedia applications, despite Azure's higher header overhead. Firebase presents a
balanced performance explicitly appropriate for moderate multimedia demands. In contrast,
Dropbox, OneDrive, and Google Drive display notable performance variability, requiring
explicit caution when considering large-scale or latency-critical deployments.

The �gure 4.8 explicitly illustrates the substantial throughput advantage of Local Storage,
highlighting signi�cant performance implications for latency-sensitive and of�ine-dependent
applications.

Figure 4.8: Explicit comparison of average throughput (KB/s) across storage solutions highlights
Local Storage's superior throughput and strong AWS and Azure Blob Storage performance.
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The �gure 4.9 depicts signi�cant variations in HTTP header overhead, explicitly highlighting
Azure Blob Storage's higher overhead than other providers, potentially impacting scalability
and cost-ef�ciency in bandwidth-sensitive scenarios.

Figure 4.9: Explicit comparison of average HTTP header overhead (Bytes) across storage
solutions, clearly indicating Azure Blob Storage's higher overhead and the notable ef�ciency of
Local Storage.

4.2.4 Empirical Results

The empirical results from the network ef�ciency analysis provide explicit guidance for selecting
appropriate storage solutions, particularly within multimedia-intensive applications. The
choice of storage solution signi�cantly in�uences application performance, bandwidth usage,
scalability potential, and overall user experience.

Local Storage provided exceptional network ef�ciency, making it highly suitable for
scenarios where fetch speed and minimal bandwidth usage are critical, or where reliable
of�ine access is required. It consistently offered the lowest bandwidth consumption and fastest
response times across all evaluated scenarios. However, its effectiveness is inherently limited to
device-speci�c storage capacities and requires careful synchronization strategies.

AWS S3 and Azure Blob Storage exhibited robust network ef�ciency with a moderate HTTP
header overhead. These cloud storage providers are particularly recommended for multimedia-
rich applications catering to globally distributed user bases. Both services effectively balance
performance, network resource utilization, and cost, making them ideal for applications that
must reliably scale while maintaining acceptable multimedia retrieval performance.

Firebase Storage showed average network ef�ciency performance, suitable for applications
with moderate multimedia retrieval needs under stable network conditions. While it offers
straightforward integration and acceptable performance under normal conditions, caution is
necessary for applications heavily reliant on multimedia content delivery. This is important in
environments with constrained or unstable network conditions, where variability in fetch-time
and throughput can negatively affect the user's experience.

These storage providers, Dropbox, OneDrive, and Google Drive, exhibited signi�cant
variability in network ef�ciency performance, frequently displaying higher HTTP overhead and
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lower throughput rates. Consequently, they may not consistently provide reliable or ef�cient
multimedia content delivery, especially under intensive usage scenarios or constrained network
conditions. Given this inherent variability, these providers should be adopted cautiously,
especially in large-scale, multimedia-heavy applications where performance consistency and
predictability are critical for ensuring positive user experiences.

Overall, the analysis explicitly underscores the necessity of strategically choosing storage
solutions based on network ef�ciency characteristics. Thoughtful choices aligned with these
empirical insights can substantially reduce operational costs, enhance application scalability,
and improve overall user satisfaction.

4.2.5 Key Observations

The empirical analysis of network ef�ciency across multiple multimedia storage solutions
yielded valuable practical insights relevant to designing and deploying multimedia-intensive
applications.

Local Storage consistently exhibited the highest throughput rates and lowest HTTP header
overhead across all tested conditions. Its outstanding network ef�ciency suits applications
requiring low latency, rapid multimedia retrieval, and reliable of�ine accessibility. Nevertheless,
client-side storage constraints and synchronization challenges inherently limit its practical
usage.

AWS S3 and Azure Blob Storage demonstrated robust network performance, offering
moderate throughput and acceptable HTTP header overhead. Although Azure Blob Storage
had a slightly higher header overhead, both solutions provided stable and predictable network
performance. These characteristics make them optimal for scalable, globally distributed
multimedia applications requiring reliability and consistent network ef�ciency.

Firebase Storage showed balanced throughput and moderate HTTP header overhead,
making it suitable for applications with moderate multimedia retrieval demands. However,
caution is advised under bandwidth-constrained or unstable network conditions, as
performance variability could negatively impact user experience and responsiveness.

Dropbox, OneDrive, and Google Drive exhibited signi�cant variability in throughput and
higher HTTP header overhead. These solutions faced considerable challenges in managing
network resources, especially under constrained network conditions and with larger multimedia
�les. Consequently, careful consideration is necessary before selecting these providers for
performance-critical multimedia applications because of their unpredictable performance and
potential bandwidth inef�ciencies.

The analysis further revealed the substantial impact of network conditions and geographic
location on network ef�ciency. Under the unthrottled Normal network scenario, all providers
achieved optimal throughput and minimal overhead. In contrast, the throttled Fast 4G scenario
(limited to 4 Mbps) resulted in considerable performance variations. These �ndings underscore
the importance of evaluating target deployment environments and expected network constraints
when choosing multimedia storage solutions.

For optimal performance, scalability, and user experience, prioritizing Local Storage is
recommended for latency-sensitive applications requiring robust of�ine capabilities. Among
cloud-based solutions, AWS S3 and Azure Blob Storage are highly suitable for large-scale
deployments needing consistent network ef�ciency. Firebase Storage offers a balanced solution
for moderate multimedia demands, while Dropbox, OneDrive, and Google Drive should be
limited to less critical applications because of their inconsistent performance.
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These structured insights offer actionable guidance to application designers and decision-
makers, facilitating informed decisions that enhance operational ef�ciency, optimize network
resource utilization, and signi�cantly improve multimedia application performance.

4.3 Assessment of Token Management Complexity (RQ3)

4.3.1 Objective

The objective of RQ3 is to empirically compare token management complexity across evaluated
cloud storage solutions, examining usability, operational reliability, and security implications.
Insights drawn from this analysis directly inform practical decisions about storage selection in
multimedia-intensive applications.

4.3.2 Metrics De�nition

To empirically evaluate token management complexity, three key metrics were de�ned: usability,
operational reliability, and security implications.

Usability was assessed by examining the frequency of token renewals, the need for manual
intervention, and potential user interruptions.

Operational reliability was evaluated by analyzing empirical token renewal failure rates
and occurrences of session interruptions, providing insights into the stability of token renewal
mechanisms.

Security implications were assessed by considering token lifespan durations, vulnerability
windows, and necessary security practices, including HTTPS enforcement, secure client-side
token storage, and backend management strategies.

Together, these metrics provided a structured framework for comparatively analyzing how
token management strategies impact user experience, system reliability, and security within
multimedia-intensive applications.

4.3.3 Experimental Evaluation

Table 4.10 summarizes characteristics of the evaluated providers' token management strategies.
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Storage Solution Authentication Method Token Expiration Fre-
quency

Refresh Complexity User Interruption Risk Security Risk Level

Firebase OAuth 2.0 (long-lived to-
kens)

� 1 year Low Low Moderate

AWS S3 IAM policies, Signed
URLs

Con�gurable Moderate Low Low

Azure Blob SAS tokens Minutes–hours High Moderate–High Low

Dropbox OAuth 2.0 (long-lived to-
kens)

� 4 hours Moderate Moderate Moderate

OneDrive OAuth 2.0 (short-lived to-
kens)

� 1 hour High High Moderate

Google Drive OAuth 2.0 (short-lived to-
kens)

� 1hour (access, refresh
varies)

Moderate Moderate Moderate

Local Storage Browser session (no to-
ken)

N/A None None Device-dependent

Table 4.10: Comparison of Token Management Strategies across Storage Solutions
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4.3.4 Empirical Results

Firebase employs OAuth 2.0 authentication with relatively long-lived access tokens (often
custom or defaulting to long expiry periods, up to one year). Token management involves
minimal complexity, as Firebase SDKs typically handle renewal seamlessly, providing a highly
user-friendly experience. The infrequent renewal explicitly minimizes user interruption risks.
However, the extended token lifespan slightly elevates the security risk level, explicitly requiring
robust client-side security measures to prevent token compromise.

AWS leverages IAM-based credentials and pre-signed URLs with con�gurable token
lifetimes, typically medium-lived (minutes to several hours). Token refresh complexity is
moderate, requiring explicit handling through secure backend processes or AWS SDKs. This
explicit con�gurability allows developers to balance usability and security effectively, resulting
in low user interruption risk and high operational security.

Azure explicitly uses Shared Access Signatures (SAS tokens), which are frequently short-
lived (minutes to hours). While SAS tokens provide �ne-grained security and precise access
control, explicit complexity arises in managing frequent renewal and increasing potential
user interruptions. SAS tokens explicitly require careful, secure management and frequent
regeneration, posing moderate-to-high risks of session interruptions if renewals fail. Despite
complexity, explicit �ne-grained security control signi�cantly enhances security.

Dropbox and OneDrive use short-lived OAuth 2.0 tokens (Dropbox ~4 hours , OneDrive
~1 hour ), requiring frequent renewal and robust automated management to minimize user
interruptions. While this approach enhances security by reducing token lifespan, it simultane-
ously increases operational complexity and necessitates careful backend implementations to
maintain reliability.

Google Drive employs OAuth 2.0 authentication with short-lived access tokens (~1 hour
) supplemented by refresh tokens, whose longevity depends on the application's veri�cation
status. Applications in `Testing' mode have refresh tokens expiring every seven days,
necessitating frequent re-authentication. Veri�ed applications receive long-lived refresh tokens,
reducing management complexity and user interruptions.

Local storage explicitly does not use tokens or API keys, relying solely on browser
storage isolation. Explicit absence of tokens eliminates token-related complexity or renewal
requirements, explicitly ensuring a seamless user experience. However, this approach
shifts security risks directly to device-level security and limits cross-device synchronization
capabilities.

Operational Complexity Observations

Token management introduced several practical challenges.

Token Expiry Challenges (OneDrive and Dropbox) Frequent token expiration necessitated
robust management strategies, such as storing tokens client-side via browser session storage
(frontend) and implementing automated renewal processes on the server side (backend). These
approaches signi�cantly mitigated interruption risks and improved operational reliability.

Operational Overhead Frequent token renewal, particularly with Dropbox and OneDrive,
increased complexity and required extensive error handling. Implementation of automated
retry logic and proactive renewal strategies mitigated these issues.
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Security Implications Long-lived tokens (Firebase) elevated security risks. Implementation
of secure client-side practices and HTTPS minimized vulnerabilities. While short-lived tokens
improve security by reducing the window of vulnerability, they demand more sophisticated
token management to ensure seamless user experiences.

4.3.5 Key Observations

The explicit analysis of token management highlights a clear trade-off among user-friendliness,
reliability, and security across storage solutions:

• Maximum User-Friendliness: Firebase (long-lived tokens, simpli�ed renewal; moderate
security precautions required).

• Granular Security and Scalability: Azure, AWS (short-to-medium token lifespan, backend-
supported automated renewals).

• Caution with Frequent Renewals: Dropbox and OneDrive (signi�cant management
complexity; recommend careful backend automation).

• Balanced Usability and Security: Google Drive (moderate complexity and security; ideal
for moderate scalability without excessive token management overhead).

• No Token Management Required: Local storage (best for of�ine and secure, device-
dependent scenarios).

In conclusion, token management strategies signi�cantly in�uence user experience,
reliability, and security within multimedia-intensive applications. This analysis highlights the
importance of balancing token expiration frequencies, renewal complexities, user interruption
risks, and security requirements according to speci�c application contexts. Thoughtful
consideration of these dimensions enables informed and strategic selection of storage solutions,
ultimately enhancing multimedia-rich survey frameworks' effectiveness, reliability, and security.

4.4 Chapter Summary

The empirical analyzes identi�ed Local Storage, AWS S3, and Azure Blob Storage consistently
providing superior multimedia retrieval performance, featuring minimal fetch-times and
ef�cient network resource utilization, ideal for high-performance survey scenarios. Conversely,
Dropbox, OneDrive, and Google Drive exhibited substantial performance variability,
particularly when retrieving larger multimedia �les under constrained network conditions,
requiring careful consideration before deployment. Firebase delivered moderate performance,
effectively balancing ease of use and ef�ciency. Analyzes of token management highlighted
operational complexities: Firebase employed user-friendly but moderately secure long-lived
tokens, whereas Dropbox and OneDrive introduced greater complexity because of frequent
token renewals. Collectively, these �ndings provide clear, evidence-based recommendations to
guide informed decisions for optimized multimedia survey deployments.
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Chapter 5

Discussion

Chapter 5 presents a detailed interpretation and synthesis of the empirical benchmarking
results for multimedia storage solutions evaluated within the Huldra framework. The �ndings
are systematically aligned with the research objectives outlined previously, providing critical
insights into three core dimensions: multimedia retrieval performance, network ef�ciency, and
token management complexity, as established in Chapter 4.

In addition, we discuss the practical implications arising from these results and offer
targeted recommendations tailored explicitly to various deployment contexts, including high-
performance, cost-sensitive, limited-connectivity, and security-critical multimedia surveys.

5.1 Analysis of Empirical Findings

Empirical analysis revealed signi�cant variations in multimedia retrieval performance between
the evaluated storage solutions, particularly in fetch-time performance and network ef�ciency
metrics.

5.1.1 Multimedia Retrieval Performance Evaluation (RQ1)

Local storage, AWS S3, and Azure Blob storage consistently exhibited the fastest multimedia
retrieval times under normal network conditions. Speci�cally, Local storage delivered notably
ef�cient performance, with average fetch times as low as 23.99 ms for small MP4 videos and
11.32 ms for small MP3 audio �les in Europe. Similarly, AWS S3 maintained competitive fetch-
time performance, with average retrieval times around 90.52 ms for small MP4 videos and
approximately 67.67 ms for small MP3 audio �les. Azure Blob storage also delivered strong
performance, consistently averaging around 58.01 ms and 43.46 ms for small MP4 videos and
small MP3 �les, respectively.

However, fetch-time performance for cloud storage solutions signi�cantly degraded under
constrained network conditions, such as Fast 4G. Notably, AWS S3 and Azure Blob storage
experienced substantial increases in fetch times, particularly with large MP4 �les, averaging
approximately 22,131.20 ms and 20,521.94 ms, respectively, under these challenging conditions.
This signi�cant fetch-time degradation underscores the sensitivity of cloud-based storage
solutions to network quality constraints. It highlights the necessity of accounting for network
variability when selecting storage technologies for multimedia-rich applications.

Conversely, Dropbox, OneDrive, and Google Drive consistently showed signi�cant
variability and decreased performance, particularly when handling larger multimedia �les
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under constrained network conditions. For instance, fetch times for medium-sized MP4 �les
under Fast 4G conditions in Europe averaged approximately 924.37 ms for Dropbox, 352.73 ms
for OneDrive, and notably higher at 3,754.84 ms for Google Drive. Such pronounced variability
and longer delays signi�cantly impact the reliability and consistency of multimedia retrieval,
limiting their suitability for high-demand multimedia applications.

Firebase Storage presented moderate performance variability. While it performed adequately
for smaller multimedia �les under normal network conditions, it showed marked fetch-time
degradation under constrained network conditions, especially for medium-to-large multimedia
�les. This variability suggests Firebase is suitable primarily for moderate multimedia demands,
with caution advised under bandwidth-constrained environments.

5.1.2 Analysis of Network Ef�ciency (RQ2)

Network ef�ciency metrics, including throughput (KB/s) and HTTP header overhead (bytes),
provided essential insights into resource utilization across the different storage solutions.
As expected, Local Storage exhibited exceptionally high throughput under normal network
conditions, reaching 26,881.37 KB/s for small MP4 videos and 251,879.44 KB/s for large MP3
audio �les. In addition, its minimal HTTP header overhead (ranging from approximately 383 to
387 bytes) further highlights its inherent ef�ciency.

AWS S3 and Azure Blob Storage also exhibited strong network ef�ciency. AWS achieved
throughput rates as high as 26,619.14 KB/s for large MP4 videos, while Azure reached 22,067.25
KB/s under similar conditions. Both solutions maintained moderate HTTP header sizes
(ranging approximately from 303 to 520 bytes), re�ecting ef�cient network resource utilization
and making them suitable choices for scalable, high-performance multimedia delivery.

In contrast, Dropbox, OneDrive, and Google Drive exhibited consistently lower throughput
rates and higher performance variability. Dropbox, for example, recorded throughput rates
of only 695.78 KB/s for small MP4 videos and 18,260.17 KB/s for large videos under normal
conditions, markedly lower than those of AWS and Azure. Although HTTP header overhead for
�le-based solutions remained comparable (approximately 296-455 bytes), the consistently lower
throughput rates and higher fetch-time variability emphasize their limitations and reduced
ef�ciency for intensive multimedia scenarios.

In conclusion, these empirical �ndings strongly recommend Local Storage for scenarios
prioritizing instantaneous retrieval and minimal overhead, and AWS S3 or Azure Blob Storage
for scalable, globally ef�cient multimedia delivery. Conversely, Dropbox, OneDrive, and Google
Drive face apparent limitations regarding fetch-time consistency, throughput stability, and
overall network ef�ciency, rendering them less suitable for demanding multimedia applications.

5.1.3 Assessment of Token Management Complexity (RQ3)

The empirical analysis of token management complexity across the assessed storage solutions
identi�ed signi�cant variations in usability, operational reliability, and security implications.

Firebase exhibited notable strengths regarding user experience, leveraging long-lived tokens
that minimize user interactions related to authentication renewal processes. This approach
effectively enhances usability by reducing interruptions during extended sessions. However,
these same long-lived tokens introduced moderate security risks, notably the potential for
unauthorized access if tokens were compromised.

Conversely, Dropbox and OneDrive employed short-lived tokens, enhancing security
through frequent renewals and minimizing the exposure window in token compromise.
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However, this method signi�cantly increased operational complexity and posed usability
challenges. Frequent token renewals resulted in a higher potential for disruptions, impacting
the continuous interaction �ow within multimedia-intensive survey applications.

Azure Blob Storage employed Shared Access Signature (SAS) tokens, offering a granular
and robust approach to security. SAS tokens granted precise control over permissions and time-
bound access, signi�cantly mitigating unauthorized access risks. Nonetheless, managing SAS
tokens introduced additional operational complexity, particularly because of their expiration
and the necessity for consistent monitoring and renewal processes.

AWS S3 provided robust token management through the comprehensive Identity and
Access Management (IAM) framework, offering �exibility and strong security. Despite its
complexity and extensive setup requirements, IAM effectively balanced security, usability, and
operational reliability. Reliable and secure token handling during operation offsets the initial
setup complexity.

Google Drive leveraged OAuth 2.0 tokens, providing a balanced approach between
usability and security. Operational reliability depended on user veri�cation status, highlighting
potential inconsistencies in uninterrupted user experiences. Token management complexity
was moderate, requiring developers to implement secure storage and renewal mechanisms
carefully.

Local Storage inherently avoided external token dependencies, eliminating associated
complexities. This offered signi�cant operational reliability advantages, especially in of�ine
scenarios, but presented security challenges, primarily relying on device-speci�c security
measures and practices.

In conclusion, each evaluated storage solution presented unique trade-offs between usability,
security, and operational reliability concerning token management. These empirical �ndings
provide critical insights to inform strategic decisions in selecting appropriate authentication
and token management strategies tailored to speci�c multimedia-intensive survey scenarios.

5.2 Impact of Cloud Storage Architecture

In this section, we explicitly analyze differences in multimedia retrieval performance between
bucket-based (object storage) technologies (AWS S3, Azure Blob Storage, Firebase Storage) and
�le-based storage technologies (Dropbox, OneDrive, Google Drive). These distinct architectures
signi�cantly in�uence multimedia asset management, retrieval ef�ciency, and operational
reliability in multimedia-intensive applications like the Huldra framework.

5.2.1 Bucket-Based Storage

Bucket-based solutions employ object storage architectures, explicitly optimized for scalability,
global content distribution, and ef�cient multimedia retrieval. Object storage systems manage
multimedia assets as discrete objects within a �at namespace, reducing hierarchical overhead
and enhancing fetch-time ef�ciency and scalability.

Empirical results indicate stable fetch-time and throughput, even when network conditions
are limited. AWS and Azure provided stable, high throughput (approximately 7,000–25,000
KB/s), while Firebase showed moderate but acceptable performance (2,000–5,000 KB/s). These
solutions maintained moderate HTTP header sizes (approximately 300–500 bytes), enhancing
network ef�ciency by minimizing bandwidth usage. Thus, object storage solutions explicitly
support large-scale multimedia applications requiring stable, predictable performance under
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varying network conditions.

However, operational complexity arises explicitly from token management and authen-
tication procedures. Azure's con�gurable short-lived SAS tokens provide granular security
control but explicitly introduce additional overhead and potential user interruptions if renewal
mechanisms are insuf�cient. In contrast, Firebase's long-lived tokens simplify operational
complexity, explicitly trading off some security rigor for ease of management.

In summary, bucket-based storage explicitly provides superior scalability, stable fetch-time
performance, ef�cient network usage, and manageable token handling complexity, making
them highly suitable for demanding multimedia applications such as global-scale research
surveys or multimedia streaming scenarios.

5.2.2 File-Based Storage

In contrast, �le-based storage solutions manage multimedia assets through hierarchical directory
structures, explicitly optimized for collaborative document management and user-driven
synchronization rather than intensive multimedia streaming. Architectural overhead, including
hierarchical indexing and �le-version handling via ETags, signi�cantly impacts retrieval
ef�ciency, throughput, and overall network ef�ciency.

Empirical �ndings explicitly show substantial fetch-time variability under constrained
conditions, with pronounced performance degradation, especially for large multimedia
assets. Dropbox, Google Drive, and OneDrive consistently exhibited lower throughput rates
(often below 1,000 KB/s) and greater variability, reducing reliability for multimedia-intensive
scenarios. Despite moderate HTTP header sizes (approximately 300–450 bytes), the lower
throughput explicitly hindered overall ef�ciency.

Operational complexities, particularly token management with OAuth 2.0, explicitly affected
reliability. Frequent token expiration in OneDrive (hourly) introduces considerable user
interruption risks, impacting application stability and user experience in multimedia-intensive
surveys.

In summary, �le-based solutions explicitly manage multimedia assets via hierarchical
�le systems, introducing performance overhead in indexing, retrieval, and synchronization
processes. Additionally, these solutions present explicit token management challenges, such as
frequent renewals and increased session interruptions, further reducing throughput consistency
and overall fetch-time reliability, particularly under constrained network conditions.

5.2.3 Comparative Architectural Implications

The observed differences in multimedia retrieval performance explicitly result from fundamen-
tal architectural distinctions:

Bucket-based storage solutions inherently optimize multimedia retrieval through object-
oriented architectures, explicitly designed for ef�cient access, scalable distribution, and high
throughput, resulting in predictable and stable performance.

File-based solutions explicitly manage multimedia assets via hierarchical �le systems,
introducing performance overhead in indexing, retrieval, and synchronization processes. These
characteristics signi�cantly reduce throughput consistency and fetch-time reliability, particularly
under constrained network conditions.

Finally, the explicit empirical analysis underscores bucket-based solutions (AWS S3,
Azure Blob, Firebase) as superior for multimedia-rich applications requiring reliable global
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performance, scalability, ef�cient token management, and stable user experience. File-based
solutions (Dropbox, OneDrive, Google Drive), while valuable for collaborative document
management and general �le synchronization, explicitly present signi�cant operational, token
management, and performance challenges, recommending careful consideration for intensive
multimedia scenarios.

5.3 Critical Evaluation of Each Storage Solution

5.3.1 Local Storage

Strengths

Local storage explicitly excels in survey scenarios demanding instant multimedia asset access,
superior of�ine performance, and cost-effectiveness. Empirical fetch-time evaluations reveal
exceptionally low latency, often as rapid as 11 ms for small audio �les under optimal conditions,
signi�cantly enhancing participant responsiveness and engagement in of�ine or connectivity-
limited environments.

Local storage's explicit cost-free nature provides distinct �nancial advantages for small-
scale projects or preliminary research with constrained budgets, eliminating cloud-related
subscription and transfer costs.

Limitations

Despite these advantages, explicit empirical limitations include severe storage capacity
constraints inherent to browser-based storage (typically under 10 MB), which explicitly restrict
the quality, volume, and complexity of multimedia assets manageable locally. Additionally,
explicit synchronization complexity [32] and inherent security vulnerabilities [153] necessitate
meticulous data management strategies, robust synchronization mechanisms, and additional
security measures.

Best Use-cases

Considering its explicit strengths and limitations, local storage implementation is best suited
for short-duration surveys or scenarios with minimal internet connectivity. Local storage
is especially valuable in remote or disconnected environments, educational �eld studies,
preliminary user experience tests, or rapid prototyping of multimedia-rich surveys where
real-time feedback and robust of�ine performance are explicitly prioritized.

In summary, local storage offers superior of�ine performance, instant multimedia asset
access, and cost-effectiveness, making it highly bene�cial for speci�c survey scenarios. However,
explicit considerations around storage capacity limitations, synchronization complexity, and
inherent security risks require careful planning and management to leverage local storage
effectively within multimedia survey frameworks, such as Huldra.
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5.3.2 Firebase

Strengths

Firebase Storage, powered by Google Cloud Platform, offers signi�cant strengths that are
bene�cial for multimedia-rich survey frameworks, such as Huldra. Its foremost advantage is
real-time synchronization, facilitated through seamless integration with other Firebase services
like Firebase Realtime Database and Firestore. This capability ensures immediate data updates
and synchronization across all connected clients, making Firebase ideal for dynamic survey
environments requiring instantaneous user feedback and interaction [71].

Empirically, Firebase achieved moderate and stable multimedia fetch-times under normal
network conditions, typically fetching small to medium-sized video �les within 175–203
ms (Europe) and audio �les averaging around 200 ms. Its throughput ranged consistently
between 3,50 and 5,000 KB/s, depending on �le size and conditions, providing adequate
responsiveness for interactive multimedia scenarios, crucial for surveys that rely heavily on
participant engagement.

Another substantial strength of Firebase Storage is its ease of API integration [59]. The
Firebase SDK provides intuitive, straightforward methods for handling �le uploads, downloads,
authentication, and permission management, signi�cantly simplifying the implementation
process. This reduces development complexity and accelerates the deployment cycle, allowing
researchers and developers to prototype and re�ne multimedia-enabled surveys rapidly.

Limitations

However, empirical evidence shows pronounced fetch-time variability under constrained
network conditions. For example, small MP3 �les took approximately 3,400 ms under Fast 4G,
revealing moderate performance sensitivity to network instability. The potential for escalating
costs because of Firebase's pay-as-you-go pricing model becomes explicit when handling high-
volume multimedia assets, potentially challenging budget management for large-scale survey
deployments [58].

Moreover, Firebase Storage has limited of�ine access capabilities, relying heavily on
continuous network connectivity. Although Firebase provides basic of�ine persistence
capabilities through associated databases, signi�cant multimedia assets stored in Firebase
Storage remain predominantly cloud-dependent, making the framework less suitable for
environments with unstable or unreliable internet connections [60].

Another critical limitation is the risk of vendor lock-in. While helpful for rapid
development and operational simplicity, deep integration within the Firebase ecosystem can
make transitioning to alternative providers challenging and costly. This lock-in may pose
signi�cant practical constraints for organizations requiring long-term �exibility in choosing or
switching cloud providers based on evolving technological needs or �nancial considerations.

Best Use-cases

Considering its strengths and limitations and empirical �ndings, Firebase Storage is particularly
suited for real-time, data-intensive multimedia surveys. Its robust synchronization capabilities
ensure instantaneous data updates and feedback loops, which are crucial in applications
demanding high interactivity and user engagement. Scenarios such as live polling, interactive
multimedia evaluations, or dynamic participant-driven surveys represent ideal contexts where
Firebase's real-time synchronization and ease of use provide substantial practical bene�ts.
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5.3.3 AWS S3

Strengths

AWS S3 stands out empirically in scalability, performance consistency, and robust security.
The fetch-time performance for AWS S3 consistently showed stable responsiveness for small-
to-medium multimedia �les, averaging around 90–235 ms under normal network conditions.
Despite inevitable degradation under constrained conditions, AWS maintained predictable and
stable fetch-times, vital for survey participants' sustained engagement, especially in multimedia-
intensive scenarios.

AWS's throughput ef�ciency was explicitly notable, achieving impressive rates (up to 2̃4,000
KB/s for medium-sized video �les in optimal conditions). With robust IAM security [5] [3] and
encryption options, AWS signi�cantly mitigates security concerns inherent in handling sensitive
multimedia data, explicitly supporting regulatory and compliance-heavy survey environments.

Moreover, AWS provides a robust Software Development Kit (SDK) with extensive
documentation, signi�cantly simplifying integration tasks [17]. The AWS SDK facilitates
ef�cient management of �le uploads, retrievals, and version control operations, allowing
developers and researchers to quickly build, test, and deploy secure and scalable multimedia
survey applications.

Limitations

Despite its considerable advantages, AWS S3 integration comes with certain explicit
complexities. A notable limitation is the intricate con�guration required for AWS's IAM
policies. Setting up secure IAM permissions requires signi�cant expertise and careful planning,
particularly for �ne-grained access control. Miscon�guration risks can lead to security
vulnerabilities or inadvertent data exposure, emphasizing the need for thorough policy
management and regular auditing.

Another limitation is moderate integration complexity. Although AWS provides
comprehensive SDKs, the initial setup involving bucket con�guration, IAM policy de�nitions,
and handling pre-signed URL lifecycle management can be challenging, especially for less
experienced developers [7]. The complexity of these initial con�gurations can result in longer
setup times, increased development effort, and the necessity of specialized knowledge for
robust deployment and effective operational management.

In addition, empirical data indicate signi�cant increases in fetch time for large multimedia
�les under Fast 4G conditions (up to 2̃2,131 ms for large videos), potentially impacting partic-
ipant experience during surveys requiring immediate multimedia interaction. Furthermore,
the complexity inherent in con�guring IAM permissions and securely managing signed URLs
explicitly increases initial development effort and ongoing operational management.

Additionally, while AWS S3 is highly reliable, dependency on Amazon's cloud infrastructure
could present vendor lock-in concerns. Organizations heavily invested in AWS's ecosystem
might �nd transitioning to alternate providers technically challenging, economically costly [11],
and operationally disruptive in the long run.

Best Use-cases

Considering its speci�c strengths and limitations, AWS S3 is optimally suited for large-scale,
secure multimedia surveys requiring extensive global reach and robust security measures. Its
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superior scalability makes it an excellent choice for multimedia projects, anticipating signi�cant
data volume growth or user interactions. Furthermore, AWS S3's comprehensive security
controls and globally distributed infrastructure make it ideal for multinational surveys and
organizations needing stringent data compliance and privacy standards, such as healthcare
research, educational institutions, and enterprise-level multimedia content management
applications.

5.3.4 Azure Blob Storage

Strengths

Azure Blob Storage, part of Microsoft's Azure cloud ecosystem, offers distinct advantages that
are bene�cial for multimedia-intensive survey frameworks. Its foremost strength is global
scalability, enabled by Microsoft's extensive data center infrastructure. Azure Blob Storage
effectively handles large datasets, seamlessly scaling to accommodate extensive multimedia
storage requirements without performance degradation, which is crucial for survey frameworks
like Huldra that manage diverse and geographically distributed user bases.

Besides, Azure Blob Storage empirically demonstrated robust global scalability and
sophisticated security management capabilities, explicitly evident from moderate and reliable
fetch-time performance under normal conditions (average fetch-time around 58–336 ms
for small-to-medium multimedia �les in Europe). Notably, Azure consistently delivered
throughput of approximately 11,000–22,000 KB/s for small-to-large multimedia �les under
normal network conditions, explicitly facilitating responsive multimedia delivery for engaging
survey experiences.

Another notable strength is robust security. Azure provides advanced security features,
including built-in encryption at rest and during data transfer, integration with Azure Active
Directory for secure authentication, and detailed auditing and compliance support. These
rigorous security measures explicitly ensure robust protection for sensitive multimedia content
and participant data, addressing strict enterprise-level security standards and compliance
requirements [121].

Moreover, Azure Blob Storage provides highly �exible access control through Shared Access
Signatures (SAS) tokens. SAS tokens enable granular, time-limited permissions, ensuring secure,
temporary access to multimedia resources without exposing full storage account credentials.
This capability signi�cantly enhances security and enables precise access management, which
is critical for sensitive survey data [118].

Limitations

However, empirical data revealed Azure's susceptibility to performance degradation under
constrained network conditions (e.g., large video �les reaching fetch-times exceeding 20,521
ms under Fast 4G). Moreover, frequent SAS token expiration explicitly requires robust
renewal management, increasing development complexity, and operational overhead [119].
Mismanagement of these tokens explicitly poses moderate-to-high risks of service disruptions,
emphasizing the criticality of meticulous token lifecycle management strategies.

Another limitation is the considerable con�guration overhead associated with Azure
Blob Storage. Properly con�guring Azure's security settings, including Azure Active
Directory authentication and access policies, can be complex and require signi�cant setup
and maintenance efforts. This overhead often translates into longer initial setup times and
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increased development efforts, especially for teams unfamiliar with Azure's extensive feature
set and detailed con�guration requirements [117].

Best Use-cases

Given its strengths and explicit limitations, Azure Blob Storage provides an optimal solution for
secure, enterprise-grade multimedia storage scenarios that require precise, �ne-grained access
control. It is helpful in environments with stringent security and compliance requirements,
such as �nancial institutions, healthcare organizations, and large academic research projects.

Additionally, Azure Blob Storage is highly bene�cial for multimedia surveys needing
robust scalability, global distribution, and controlled access to sensitive multimedia data. Its
combination of granular access controls via SAS tokens and comprehensive security features
positions Azure ideally for managing multimedia assets in enterprise-level, compliance-
sensitive survey frameworks.

5.3.5 Dropbox

Strengths

Dropbox offers several clear strengths that are bene�cial for multimedia-intensive survey
frameworks. One signi�cant advantage is its user-friendly API, which simpli�es integration
processes. Dropbox's well-designed SDK and comprehensive documentation allow developers
to implement secure multimedia �le handling quickly, including straightforward authentication,
�le uploads, downloads, and metadata management [39]. This intuitive API accelerates
development cycles, making Dropbox suitable for rapid prototyping and quick deployment
scenarios [38].

Another considerable strength is Dropbox's robust and straightforward �le synchronization
mechanism. Dropbox excels in automatically synchronizing �les across various devices
and user sessions. Its built-in con�ict resolution capabilities help manage �le version
discrepancies seamlessly, reducing complexity in collaborative or distributed environments.
This synchronization capability enhances work�ow ef�ciency, particularly for survey
administrators managing multimedia assets across multiple devices or locations.

Dropbox's intuitive interface and widespread user familiarity signi�cantly reduce the
learning curve. Users can easily manage, upload, and access multimedia �les, further
simplifying operational management and enhancing the user experience for survey participants
and administrators.

Limitations

Despite these strengths, Dropbox integration explicitly presents certain limitations. A notable
issue is its API rate limits, which constrains the number of requests and data transfers per time
interval [41]. Extensive multimedia uploads, frequent asset fetching, or high concurrent access
might quickly reach these limits, potentially causing interruptions or degraded user experiences
in high-usage scenarios. Explicit management of these limitations requires optimized batching
strategies, careful request throttling, and robust error-handling mechanisms.

Moreover, empirical performance evaluations explicitly highlight Dropbox's considerable
multimedia retrieval ef�ciency and throughput stability limitations. Under normal conditions,
Dropbox consistently exhibited fetch-time performance issues, such as an average retrieval
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time of 912.55 ms even for small MP4 videos, which was signi�cantly slower than bucket-
based storage providers. The performance degradation under constrained network conditions
(e.g., Fast 4G fetch times consistently around 913 ms for small video �les and over 1,100 ms for
larger �les) explicitly underscores Dropbox's limited suitability for latency-sensitive multimedia
streaming.

Best Use-cases

Given its explicitly described strengths and empirical limitations, Dropbox is ideally suited
for small to medium-sized multimedia surveys, especially when the primary requirements are
ease of use, rapid implementation, and straightforward �le management [43]. Dropbox's user-
friendly API and excellent synchronization features make it an effective solution for surveys
with limited multimedia asset sizes, moderate participant counts, and simpler data management
needs.

Additionally, Dropbox is helpful in scenarios where survey administrators, or participants
prefer straightforward work�ows with minimal complexity. Its intuitive user experience
supports ef�cient operation. It is suitable for academic research projects, smaller corporate
surveys, or pilot studies where rapid deployment and operational simplicity outweigh large-
scale, high-throughput requirements.

In summary, Dropbox explicitly supports streamlined multimedia storage implementations,
delivering notable bene�ts in ease of use, rapid deployment, and intuitive asset synchronization.
However, careful consideration of explicit limitations, such as API rate limits and potential
performance constraints for high-volume media, remains essential for optimizing Dropbox
effectively within survey-based multimedia applications.

5.3.6 OneDrive

Strengths

Microsoft OneDrive integration within the Huldra framework provides signi�cant strengths
that are explicitly bene�cial for multimedia storage within enterprise and educational survey
environments. One of its key strengths is enterprise familiarity. As part of the widely adopted
Microsoft 365 suite, OneDrive is extensively familiar to users in educational and corporate
contexts, signi�cantly lowering the learning curve and easing adoption within established
Microsoft-centric work�ows [114].

Additionally, OneDrive's robust integration with the broader Microsoft ecosystem,
including Microsoft Graph API and Azure Active Directory, offers streamlined operational
management, comprehensive user authentication, and seamless interoperability across multiple
Microsoft products such as Teams, SharePoint, and Of�ce applications [141]. Furthermore,
OneDrive's explicit focus on security includes advanced encryption protocols, data loss
prevention measures, and comprehensive compliance certi�cations, explicitly supporting secure
management of sensitive multimedia content and survey responses.

Limitations

Despite these strengths, empirical data reveal critical performance constraints with OneDrive.
Notably, multimedia fetch-time evaluations indicate considerable variability and performance
degradation, such as fetching medium-sized videos at an average latency exceeding 985 ms
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under normal conditions and over 850 ms under constrained networks, explicitly highlighting
reliability challenges in latency-sensitive survey scenarios.

Further, the short-lived OAuth 2.0 tokens (expiring hourly) explicitly necessitate frequent
renewal [139], introducing signi�cant operational complexity, increased user interruption risk,
and heightened development overhead. Additionally, OneDrive's ETag-based �le con�ict
management [140] and substantial Cross-Origin Resource Sharing (CORS) constraints explicitly
complicate front-end multimedia retrieval processes, limiting its effectiveness in frontend-
centric architectures.

Best Use-cases

Considering OneDrive's explicit strengths and limitations, we recommend it as the optimal
solution for corporate or educational multimedia surveys integrated within Microsoft 365
environments. Its seamless ecosystem integration, enterprise-grade security, and inherent
familiarity within organizational settings explicitly position it as an excellent choice for
organizations deeply embedded in the Microsoft ecosystem. Typical scenarios include enterprise
multimedia surveys, educational assessments, internal corporate training, and collaborative
multimedia data handling, explicitly requiring robust security, integrated work�ows, and
straightforward user management.

In conclusion, leveraging OneDrive effectively requires explicit attention to token lifecycle
management, con�ict resolution strategies, and proactive handling of performance constraints.

5.3.7 Google Drive

Strengths

Google Drive integration within the Huldra framework provides clear strengths that are
bene�cial for multimedia-rich survey applications. A notable strength is its accessibility,
driven by widespread familiarity and extensive use across personal and professional contexts.
Google Drive's intuitive interface signi�cantly reduces user training requirements and facilitates
rapid adoption, enabling ef�cient management and retrieval of multimedia content within
surveys [85].

Another critical advantage is Google Drive's robust collaboration features. Google Drive
explicitly supports real-time collaboration through seamless integration with Google Workspace
applications such as Google Docs, Sheets, and Slides, enabling survey administrators and
participants to collaborate, annotate, and manage multimedia survey assets collectively [86].

Moreover, Google Drive's straightforward ease of integration, facilitated by the Google
Drive API and OAuth 2.0 authentication, signi�cantly simpli�es the technical implementation
within the Huldra framework. This clear and direct integration approach explicitly streamlines
multimedia asset management and handling development and maintenance.

Limitations

Empirical evaluations explicitly highlight Google Drive's notable performance variability
and scalability limitations. Under constrained conditions (Fast 4G), Google Drive's fetch
time for medium-sized videos frequently exceeded 3,100 ms, explicitly impacting survey
responsiveness and participant engagement. Moderate throughput rates, often below 1,500
KB/s for multimedia assets, explicitly limit its reliability for high-volume multimedia streaming.
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Google Drive's explicit API rate limits [83] further restrict concurrent multimedia requests,
complicating asset management during peak survey usage. This necessitates careful quota
management, request optimization, and robust error handling to maintain consistent operational
performance.

Best Use-cases

Using empirical performance data and explicit strengths, Google Drive is optimal for moderately
scalable, collaborative multimedia surveys. Practical scenarios include educational research,
organizational feedback sessions, and collaborative projects, explicitly prioritizing ease of use,
collaborative asset management, and moderate scalability.

5.4 Recommended Best Practices for Multimedia Surveys

Based on the empirical results presented in Chapter 4, this section discusses practical
considerations regarding multimedia retrieval performance in multimedia-enabled survey
contexts, emphasizing user experience, scalability, reliability, and cost ef�ciency.

5.4.1 Enhancing User Experience and Engagement

Multimedia retrieval performance, including fetch-time and network ef�ciency, directly impacts
survey user experience and participant engagement.

Rapid retrieval of multimedia assets signi�cantly enhances survey responsiveness and
interactivity. Our empirical �ndings show that Local storage, AWS S3, and Azure Blob storage
consistently delivered the fastest fetch times, substantially improving perceived responsiveness.

Fetch times below 100 milliseconds, such as those observed for Local storage and AWS S3
for small-to-medium assets under normal network conditions, meet optimal user experience
thresholds. Conversely, solutions exhibiting notable fetch-time variability or extended delays
(Dropbox, OneDrive, Google Drive), particularly under constrained network conditions (fetch
times exceeding several thousand milliseconds), risk increased participant frustration, higher
abandonment rates, and lower overall completion rates.

Ef�cient network utilization, high throughput, and minimal HTTP header overhead
enhance survey responsiveness, especially in bandwidth-constrained environments like mobile
networks or rural locations. Bucket-based solutions (AWS S3, Azure Blob storage, and Firebase)
demonstrated superior network ef�ciency, signi�cantly reducing loading times and bandwidth
usage. Conversely, �le-based solutions (Dropbox, OneDrive, Google Drive) exhibited higher
latency, greater bandwidth consumption, and decreased participant satisfaction.

Selecting storage solutions explicitly proven to provide stable, ef�cient fetch-time
performance (e.g., Local storage for of�ine scenarios; AWS, Azure, Firebase for online scenarios)
is critical for maintaining high engagement and retention in multimedia-intensive surveys.

5.4.2 Ensuring Scalability and Reliability

Scalability and reliability are crucial considerations for multimedia-enabled surveys, particularly
those involving concurrent user loads, multimedia-rich content, and geographically dispersed
participants.
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Empirical evidence showed apparent differences among storage solutions' capacity to
handle concurrent multimedia requests. Bucket-based solutions (AWS S3, Azure Blob
storage, and Firebase) provided superior scalability, consistently supporting high-throughput
and low-latency multimedia retrieval under increased user loads. Conversely, �le-based
solutions (Dropbox, Google Drive, OneDrive) had limitations, experiencing notable fetch-
time degradation and throughput bottlenecks during higher concurrency periods, adversely
impacting scalability.

User experience reliability and consistency across diverse geographic locations are enhanced
through global infrastructure and optimized content delivery networks (CDNs). AWS S3 and
Azure Blob storage explicitly excelled by leveraging globally distributed CDNs, maintaining
stable, predictable performance. Firebase also maintained acceptable reliability, although with
slight variability under constrained conditions. Local storage explicitly offers excellent reliability
for local or of�ine-�rst scenarios but lacks scalability for global deployments.

Recommendations based on scalability and reliability considerations

• Optimal Scalability & Reliability: AWS S3, Azure Blob Storage (global reach, stable
concurrent performance).

• Moderate Scalability: Firebase (appropriate for medium-scale multimedia surveys).

• Limited Scalability: Dropbox, Google Drive, OneDrive (performance degradation under
high user concurrency).

• Of�ine-�rst Surveys: Local storage (recommended despite limited scalability).

Empirical evidence supports bucket-based solutions (AWS, Azure, and Firebase) as the
preferred choice for reliable, scalable multimedia survey deployments, especially for large-scale,
geographically dispersed audiences.

5.4.3 Maximizing Cost Ef�ciency and Resource Management

Evaluating explicit cost implications and resource management strategies provides practical
insights for survey administrators making informed storage deployment decisions.

AWS S3 and Azure Blob storage employ explicit pay-as-you-go pricing models based on
storage volume, API request frequency, and bandwidth usage. Empirical �ndings highlight
their ef�ciency, scalability, and reliability, directly facilitating predictable and manageable costs,
despite potentially higher total costs at extensive scales. Firebase storage explicitly offers cost-
effectiveness in moderate multimedia usage scenarios, although costs can escalate signi�cantly
under intensive multimedia demands due to increased storage and bandwidth consumption.

Dropbox, Google Drive, and OneDrive provide �xed pricing tiers explicitly suited for
predictable, smaller-scale multimedia deployments. However, their inef�ciency explicitly risks
higher indirect costs related to bandwidth overages, performance degradation, and operational
reliability concerns. Local storage explicitly incurs no direct storage or bandwidth costs, making
it optimal for of�ine or resource-constrained scenarios; however, operational overhead includes
complexity in synchronization, resource management, and limited scalability.

Effective data management strategies, such as managing asset sizes, optimizing multimedia
encoding, and reducing redundant asset retrieval, signi�cantly reduce storage and bandwidth
costs across all providers. Additionally, request optimization and caching strategies, such
as client-side caching, request batching, and minimizing redundant API calls, further reduce
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expenses associated with storage solutions that charge per request or bandwidth use. Using
bucket-based storage (AWS, Azure) with automated management and resource allocation
allows cost-effective scaling, minimizing unexpected cost increases.

Recommendations for Cost-Effective Storage Selection

• Large-scale, Predictable Usage: AWS S3, Azure Blob storage (recommended because of
performance ef�ciency and cost predictability).

• Moderate Usage Scenarios: Firebase (viable with asset optimization and caching).

• Limited Budget, Small-scale Scenarios: Dropbox, Google Drive, OneDrive (operational
caution advised).

• Of�ine, Minimal-cost Scenarios: Local storage (optimal where of�ine asset management
is workable).

In summary, empirical insights recommend selecting storage solutions aligned closely with
speci�c survey requirements: Local storage for of�ine or cost-sensitive contexts; AWS S3 and
Azure Blob storage for scalable, globally reliable multimedia surveys; and Firebase for moderate
multimedia demands. These strategic choices optimize user experience, scalability, reliability,
and overall cost ef�ciency, directly enhancing multimedia survey effectiveness.

5.5 Strategic Survey Design Considerations

Based on empirical analyzes and explicit �ndings presented in this thesis, the following
recommendations and practical guidelines are provided to inform the selection of multimedia
storage solutions tailored explicitly to various multimedia-intensive survey scenarios.

5.5.1 Designing High-Performance Surveys

In scenarios demanding consistently high multimedia retrieval performance and minimal
latency to sustain optimal participant engagement and survey completion rates, AWS S3 and
Azure Blob Storage emerge as optimal storage solutions. Our empirical results illustrate these
platforms provide superior fetch-time performance, scalability, and ef�cient network resource
utilization across diverse conditions. Their bucket-based architectures enable predictable,
high-performance delivery even under intensive multimedia workloads.

Moreover, Local Storage offers clear advantages in scenarios requiring instant multimedia
access without dependency on external networks. Empirical evidence shows that local storage
delivers exceptional fetch-time performance, for example, under 100 milliseconds for small
multimedia assets. It is suitable for interactive, controlled, or of�ine-�rst survey scenarios.

5.5.2 Deploying Cost-Effective Surveys

When cost considerations explicitly guide deployment decisions, empirical data highlights the
need to balance multimedia retrieval performance with budget constraints. Firebase Storage is
explicitly recommended for medium-scale multimedia applications, particularly when proactive
asset optimization and client-side caching strategies are employed to mitigate the potential cost
escalations inherent in its pay-as-you-go pricing structure.
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Dropbox, OneDrive, and Google Drive may be suitable for smaller-scale applications
with predictable multimedia usage patterns; however, explicit operational caution and
resource management strategies are necessary due to empirically identi�ed hidden costs and
performance variability under increased load.

Local Storage explicitly presents the most cost-effective solution for budget-restricted
deployments, given the absence of direct storage or bandwidth costs. We must explicitly
manage synchronization complexities and storage constraints to maintain data integrity and
availability.

5.5.3 Supporting Surveys with Limited Connectivity

For surveys conducted in regions with constrained or unstable internet connectivity, we
recommend strategically adopting a hybrid approach that combines local and cloud-based
storage solutions. Our empirical �ndings illustrate the effectiveness of Local Storage for
immediate multimedia access during connectivity disruptions, supplemented by cloud-
based synchronization via AWS S3 or Azure Blob Storage. This combination explicitly
ensures continuous survey functionality, data integrity, and consistent user experiences once
connectivity is restored.

Firebase Storage offers moderate viability because of its real-time synchronization
capabilities for textual data (via Firestore or Realtime Database), but explicit caution is advised.
Multimedia assets on Firebase are largely cloud-dependent, thus requiring additional caching
and fallback mechanisms to mitigate connectivity-related risks.

5.5.4 Managing Security-Critical Survey Applications

In multimedia surveys handling sensitive data requiring stringent security measures, empirical
evaluations explicitly identify AWS S3 and Azure Blob Storage as the preferred solutions. These
platforms explicitly offer robust encryption standards (at rest and in transit), detailed access
controls through IAM policies (AWS) and Shared Access Signatures (Azure), and compliance
with industry-standard security requirements.

Firebase presents moderate suitability. It has streamlined token management and integration
within Google's secure infrastructure. However, explicit client-side security enhancements are
necessary to mitigate risks associated with long-lived tokens.

Conversely, Dropbox, OneDrive, and Google Drive explicitly present greater challenges,
including token management complexities, frequent token expirations, and moderate
operational security risks, rendering them less suitable for highly sensitive multimedia surveys.

Local Storage remains viable in strictly controlled, device-speci�c environments with
rigorous, enforceable device-level security protocols and meticulous data management
procedures.

In summary, the explicit recommendations offer practical, data-driven guidelines, ensuring
informed decision-making aligned with speci�c multimedia survey requirements, performance
demands, budget constraints, connectivity scenarios, and security considerations.
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5.6 Chapter Summary

This chapter assessed the comparative performance of multimedia storage solutions within the
Huldra multimedia survey framework, addressing multimedia retrieval performance, network
ef�ciency, and token management.

The analysis revealed distinct performance differences among the evaluated storage
solutions. Local Storage, AWS S3, and Azure Blob Storage emerged as optimal for multimedia
retrieval under normal and constrained conditions, showing consistently lower fetch times
and superior network ef�ciency compared to Dropbox, OneDrive, and Google Drive, which
suffered performance variability under restricted network scenarios.

Signi�cant trade-offs exist in token management strategies. Firebase Storage's user-friendly
long-lived tokens simplify user interaction but introduce moderate security risks. Conversely,
AWS S3 and Azure Blob Storage offer more secure and �exible token management at the
expense of increased complexity. Dropbox and OneDrive, because of frequent token renewals,
pose considerable operational challenges, while Google Drive's conditional token management
requires careful handling. Local Storage provides simplicity but entails considerations regarding
device-level security.

These �ndings inform practical guidance, recommending AWS S3, Azure, or Local Storage
for high-performance needs, Firebase for cost-sensitive situations, and hybrid models for limited
connectivity. Strategic choice of multimedia storage, informed by this research, is essential
to ensure optimal performance, ef�ciency, connectivity, and security in multimedia-intensive
surveys.
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Chapter 6

Conclusion

6.1 Revisiting the Problem Statement

This thesis aimed to address a critical gap in the existing literature regarding the comparative
effectiveness of multimedia storage solutions within multimedia-intensive survey applications.
The initial problem statement emphasized that the rapid growth of multimedia-enabled
surveys has signi�cantly increased demands on storage systems. Therefore, detailed empirical
evaluations of storage solutions are essential for optimizing user experience, scalability, cost
ef�ciency, and security in multimedia-rich frameworks like Huldra.

The primary research question was:

“How do different cloud-based and client-side multimedia storage solutions impact
multimedia retrieval performance, network ef�ciency, and token management
complexity in multimedia-intensive survey applications?”

This overarching question was divided into three sub-questions, each addressing critical
performance and operational aspects.

6.1.1 Multimedia Retrieval Performance Evaluation (RQ1)

Our �ndings revealed signi�cant variability in fetch-time performance across storage solutions.
AWS S3, Azure Blob Storage, and Local Storage consistently performed better in diverse network
conditions and �le sizes. These solutions proved suitable for scenarios that require low latency
and high levels of participant engagement. In contrast, Dropbox, OneDrive, and Google Drive
showed notable performance limitations, particularly under constrained conditions, limiting
their suitability in demanding multimedia contexts.

6.1.2 Analysis of Network Ef�ciency (RQ2)

Empirical �ndings highlighted provider differences in throughput rates and HTTP header
overhead. AWS S3 and Azure Blob Storage consistently achieved superior network ef�ciency,
facilitating ef�cient retrieval of multimedia assets with minimal bandwidth overhead. This
ef�ciency is critical for optimal survey responsiveness and user satisfaction. Conversely,
Dropbox, OneDrive, and Google Drive exhibited lower ef�ciency and higher variability,
revealing signi�cant operational constraints in high-throughput multimedia delivery scenarios.
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6.1.3 Assessment of Token Management Complexity (RQ3)

Investigating token management revealed important trade-offs among usability, reliability,
and security. AWS and Azure provided robust security through con�gurable tokens, though
with moderate management complexity. Firebase provided user-friendly token management
with minimal disruptions; however, its longer token lifespans introduced moderate security
risks. Dropbox and OneDrive's adoption of short-lived tokens increased complexity and
user interruptions, highlighting security-usability trade-offs. Local Storage avoided token
complexities altogether, proving suitable for secure, device-dependent scenarios, but it required
strict device-level security.

Re�ecting on these insights, this research addresses the initial knowledge gap, providing
data-driven recommendations tailored to different multimedia survey contexts. The �ndings
offer clear, empirical guidance for selecting storage solutions that optimize multimedia
retrieval performance, network ef�ciency, user experience, and security. Ultimately, this thesis
contributes practical solutions and foundational knowledge for future multimedia-enabled
survey implementations.

6.2 Limitations

This research explicitly acknowledges several limitations inherent in its methodology and
execution. Recognizing these limitations is crucial for accurately interpreting the empirical
results and providing a context for future research opportunities.

6.2.1 Controlled vs. Real-world Testing Environments

The empirical benchmarking conducted within this research was performed primarily within
controlled testing environments, employing standardized network throttling settings (e.g.,
Normal, Fast 4G) and prede�ned geographical scenarios (Europe, North America). While
controlled conditions provide consistency and reproducibility, real-world performance often
varies because of unpredictable network �uctuations, user hardware diversity, concurrent
application usage, and geographical factors beyond the controlled parameters. Explicitly, real-
world multimedia retrieval experiences could differ notably from the controlled benchmarks,
emphasizing the need for future research to incorporate broader, real-world testing scenarios.

6.2.2 Limited Scope of Metrics

The current evaluation explicitly focused on two primary performance metrics: fetch time
and network ef�ciency (throughput and HTTP header overhead). While these metrics are
essential for evaluating multimedia retrieval performance, additional metrics could further
enrich understanding. Speci�cally, memory consumption, CPU overhead, user interaction
latency, battery consumption, and device-speci�c resource utilization could provide a more
comprehensive assessment. Future research explicitly incorporating these additional metrics
would offer more profound insights into how multimedia storage solutions impact device
performance and overall user experience beyond immediate asset retrieval.
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6.2.3 Implementation Limitations

A deliberate methodological choice was made to design and execute the benchmarking
experiments using a frontend-only approach within the React-based Huldra framework.
While helpful for assessing client-side retrieval performance and user experience, this explicit
limitation excluded the exploration of backend optimization strategies, server-side caching,
sophisticated token management mechanisms, and advanced security measures. Consequently,
the implications of backend-supported optimizations and more complex authentication
scenarios were not addressed. Future investigations incorporating backend implementations
are recommended to yield more comprehensive insights into multimedia storage solutions'
scalability, reliability, and security implications.

6.2.4 Data Collection Simulation through VPN

Data collection involved simulations conducted through Virtual Private Networks (VPNs)
to emulate geographic diversity and network variability. Although VPN-based simulations
facilitated consistent and controlled benchmarking across different regions, explicitly
acknowledged limitations include potential overhead introduced by VPN tunneling, variations
in VPN server loads, and occasional deviations from authentic local network performance.
These factors could introduce minor biases or inconsistencies in fetch-time and network
ef�ciency measurements. Therefore, future research explicitly comparing direct local network
testing against VPN-simulated data collection could more comprehensively evaluate the impact
of these factors on performance outcomes.

6.2.5 Automation Script Design and Frontend Data Collection

Due to methodological constraints inherent to the frontend-only design, automated JavaScript
scripts were explicitly used for data collection via browser-based retrieval. This approach
enabled consistent measurement of multimedia retrieval performance within the browser
environment but explicitly limited the granularity and scope of collected data compared to
backend instrumentation. Automation scripts, while robust, are susceptible to browser resource
contention, script execution delays, and potential measurement overhead introduced by browser
APIs. Furthermore, frontend-only measurements inherently exclude server-side performance
dynamics. Future studies explicitly implementing combined frontend and backend automated
scripts could deliver more holistic and precise performance characterizations.

In summary, explicitly recognizing these methodological considerations and limitations
provides a critical context for interpreting the research outcomes. Addressing these explicitly
de�ned areas in future research will facilitate more comprehensive evaluations and support
robust, real-world, applicable �ndings.

6.3 Future Work

This thesis has provided a detailed empirical evaluation of multimedia storage solutions within
multimedia-intensive survey frameworks. Several promising directions for future research and
technological development have emerged, speci�cally addressing performance enhancement,
resource optimization, and integrating emerging technologies.
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6.3.1 Automated Resource Management and Cost Optimization

Future research should focus on creating automated resource management frameworks that
optimize performance-cost trade-offs. Given the challenges identi�ed in accurately predicting
resource demands and controlling operational costs under variable multimedia workloads,
subsequent investigations should examine adaptive resource allocation approaches. Such
approaches could leverage predictive analytics and machine learning algorithms to manage
resources dynamically. Implementing these adaptive frameworks could provide real-time,
actionable insights into resource utilization and cost ef�ciency, thus improving operational
decision-making in multimedia-intensive surveys.

6.3.2 Advanced Synchronization Techniques

The current study revealed limitations in synchronization techniques, especially under
intermittent connectivity and simultaneous multimedia asset modi�cations. Therefore, future
studies should investigate more advanced synchronization methods. Potential methodologies
include Con�ict-free Replicated Data Types (CRDTs), differential synchronization algorithms,
and blockchain-based synchronization strategies. Exploring these advanced approaches could
improve data consistency, increase the reliability of of�ine operations, and enhance the overall
user experience in distributed multimedia applications.

6.3.3 Robust Backend-Supported Token Management

Complexities and vulnerabilities inherent in frontend-only token management underscore the
need for robust backend-supported authentication frameworks. Future research should explore
secure backend implementations, including server-side token storage, automated renewal
mechanisms, and advanced authentication solutions such as OAuth token proxy services and
secure token vault architectures. Developing backend-supported token management strategies
would help reduce frontend complexity, strengthen security, enhance reliability, and provide
uninterrupted user interactions.

6.3.4 Integration of Emerging Technologies: Edge Computing and CDNs

Integrating emerging technologies, such as edge computing and Content Delivery Networks
(CDNs) represents signi�cant opportunities to improve multimedia asset delivery. Further
empirical research should assess how edge computing can effectively decentralize multimedia
storage and processing tasks, reducing latency and improving fetch-time performance.
Examining advanced CDN integration strategies with current storage solutions may optimize
content distribution ef�ciency, scalability, and user engagement within global multimedia
survey frameworks.

In summary, pursuing these research directions promises to yield valuable empirical insights,
extend the practical functionalities of multimedia survey platforms, and contribute substantively
to the body of academic knowledge on multimedia storage and delivery optimization.

6.4 Contributions

This thesis explicitly delivers several signi�cant contributions to the existing knowledge base
regarding multimedia storage solutions within multimedia-intensive survey frameworks. These
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contributions are clearly articulated across empirical, methodological, and practical dimensions.

6.4.1 Empirical Contributions

This research presents a comprehensive empirical evaluation of seven widely adopted
multimedia storage solutions within multimedia-enabled survey contexts: AWS S3, Azure
Blob Storage, Firebase, Dropbox, OneDrive, Google Drive, and Local Storage. By systematically
benchmarking multimedia retrieval performance (fetch-time), network ef�ciency (throughput
and HTTP header overhead), and token management complexity, this study addresses a critical
knowledge gap identi�ed in existing literature, offering detailed comparative insights not
previously available.

6.4.2 Methodological Contributions

A key methodological contribution of this research is the structured and replicable evaluation
framework developed to assess multimedia storage solutions systematically within a controlled
frontend environment (the React-based Huldra framework). Clearly de�ned metrics, automated
JavaScript-based data collection scripts, VPN-based simulations to achieve geographical
diversity, and systematic empirical comparisons offer a robust and reproducible methodological
blueprint. Future research can leverage this framework effectively to evaluate additional
multimedia storage solutions or to incorporate broader metrics and contexts.

6.4.3 Technical and Open-Source Contributions

This thesis contributes practical technical implementations by offering open-source, robust
JavaScript libraries and automated benchmarking tools to evaluate multimedia asset retrieval
performance within the Huldra framework. Speci�cally, comprehensive JavaScript libraries
were developed and completely integrated for Dropbox, OneDrive, Azure Blob Storage, and
Google Drive. These libraries explicitly manage authentication, token management, multimedia
asset retrieval, optimized �le handling, and robust error management, providing a clear,
reusable, and transparent codebase accessible to the community.

Signi�cant contributions were made in integrating AWS S3 storage, including comprehen-
sive testing, performance-oriented code refactoring, optimization of existing implementations,
and rigorous integration into the evaluation work�ow. Similarly, considerable conceptual and
development efforts focused on Local Storage functionalities, emphasizing optimized asset
loading and client-side caching strategies for substantially enhancing the responsiveness of
multimedia retrieval.

Furthermore, detailed evaluations and in-depth feasibility analyzes were conducted for
potential iCloud integration, thoroughly assessing technical complexities, SDK limitations, and
cost implications. These analyzes provide valuable guidelines for future consideration, but did
not result in direct technical implementation within the thesis.

The thesis also introduced comprehensive, automated benchmarking scripts designed
to measure performance metrics systematically (such as fetch-time and network ef�ciency)
under controlled and constrained network conditions, simulating `Normal' and `Fast 4G'
scenarios. The open-source dissemination of these technical implementations and benchmarking
methodologies unquestionably enhances transparency, reproducibility, and broader adoption
across research and practical contexts.
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6.4.4 Practical Contributions

Translating empirical �ndings into actionable guidelines, this thesis provides clear, scenario-
speci�c recommendations for practitioners designing and deploying multimedia-rich surveys.

High-Performance Scenarios: AWS S3 and Azure Blob Storage are recommended for
global scalability and high throughput, alongside Local Storage, which is ideal for immediate
multimedia retrieval, particularly in of�ine-�rst scenarios.

Cost-Sensitive Deployments: Firebase is identi�ed as suitable for moderate usage scenarios.
Dropbox, OneDrive, and Google Drive are viable but require careful operational management.
Local Storage emerged as a cost-effective solution for budget-constrained deployments.

Limited Connectivity Environments: A hybrid storage strategy combining Local Storage
with cloud-based solutions (AWS or Azure) is recommended to manage intermittent
connectivity, enhancing reliability and data integrity.

Security-Critical Applications: AWS S3 and Azure Blob Storage are prioritized for robust,
secure multimedia asset management. Clear considerations regarding security trade-offs are
provided for Firebase, Local Storage, and other evaluated cloud storage solutions.

6.4.5 Conceptual and Analytical Contributions

Insights from token management analyzes highlight critical trade-offs among user experience,
operational complexity, and security. This thesis clari�es how token lifespan and renewal
mechanisms impact the reliability and usability of multimedia surveys, providing practitioners
with valuable conceptual frameworks for the effective management of authentication and
authorization decisions.

These contributions collectively enrich the existing body of knowledge, delivering clear
empirical evidence, methodological rigor, practical guidance, and conceptual clarity. Thus, this
research advances academic understanding and explicitly equips practitioners with concrete,
empirically informed strategies to optimize multimedia-enabled survey deployment.

6.4.6 Open Research Artifacts

Several research artifacts from this thesis are publicly available to ensure transparency,
reproducibility, and support future research endeavors. These artifacts speci�cally include:

• Implementation Code: Modular, well-documented code components designed to
integrate various multimedia storage solutions into the Huldra multimedia survey
framework.

• Empirical Datasets: Comprehensive datasets containing detailed benchmarking results,
systematically organized by storage solution, multimedia type, �le size, network condition,
and geographic location.

• Performance Benchmarking Tools: Automated JavaScript-based benchmarking scripts
were developed to capture key multimedia retrieval performance metrics accurately,
including fetch-time, throughput, and HTTP header overhead.

• Analysis and Visualization Scripts: Supporting scripts accompanied by detailed
documentation to facilitate reproducible analysis, validation, and visualization of
empirical �ndings.
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All research artifacts are available through a dedicated GitHub repository [88]. Chapters 3
and 4 of this thesis comprehensively describe their methodological use and analytical relevance.
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Publications

Journal Article: Experiences and Lessons Learned from a Crowdsourced-
Remote Hybrid User Survey Framework for Multimedia Evaluation

Authors: Cise Midoglu, Malek Hammou, Arian Shari�, Lu Xing, Mainul Hasan , Andrea Storås,
Saeed Sha�ee Sabet, Steven Alexander Hicks, Inga Strümke, Michael Alexander Riegler, Carsten
Griwodz, Pål Halvorsen.

Published in: Encyclopedia with Semantic Computing and Robotic Intelligence, World Scienti�c
Publishing Company, 2023.

My contribution:

Implemented global color palette con�gurability for the Huldra survey framework, enabling
dynamic selection and seamless switching between multiple color schemes (blue, green, purple,
yellow, teal, orange). This signi�cantly improved accessibility, usability, particularly for color-
blind users, and overall participant experience.

Full text available at:
https://www.worldscienti�c.com/doi/abs/10.1142/S2529737623500053.
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