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Runtime Monitoring of Web Service Conversations

Jocelyn Simmonds, Yuan Gan, Marsha Chechik, Shiva NejaltiOB-arrell, Elena Litani, and Julie Waterhouse

Abstract—For a system of distributed processes, correctness can Web applications usually interact with web services devel-

be ensured by (statically) checking whether their composibn sat- oped by partners. Partners are only required to make web
is es properties of interest. However, web services are disbuted service interfaces public, not the code

processes thatdynamically discover properties of other web ser- Realisti b ) h ¢ f )
vices. Since the overall system may not be available statitaand ealistic web services exchange many types of messages.

since each business process is supposed to be relatively i) some synchronous, some agynchronous, and some with
we propose to use runtime monitoring of conversations betvemn acknowledgements and priorities.
partners as a means of checking behavioural correctness ohe Web services are typically heterogeneous, i.e., each com-

entire web service system. Speci cally, we identify a subseof ; ; ; ;
UML 2.0 Sequence Diagrams as a property speci cation languge ponent can be implemented in a different programming

and show that it is suf ciently expressive for capturing sakty and language.
liveness properties. By transforming these diagrams to aatmata, Instead, we concentrate on the dynamic analysiswidime

we enable conformance checking of nite execution traces @inst ., nitoring which tries to ensure the quality of an application
the speci cation. We show how our language can be used to

specify the Speci cation Property System (SPS) [1]. We degbe through the_analysis_ of runtime events. These events can be
an implementation of our approach as part of an industrial system. ~analyzedonline — during the execution of the application, or
Finally, we discuss our experience of specifying and monitmmg a  of ine — after execution has terminated. The latter can be used to

number of properties from three existing applications. express free-form queries over all generated events. Hewev

Index Terms—nondeterministic nite automata, runtime mon-  Since these queries are not necessarily known a priori, the
itoring, sequence diagrams, temporal logic patterns, webesvice  runtime data collected might not be suf cient to answer the
conversations relevant questions, or, on the other extreme, the amourgtaf d

collected may become excessive and hard to manage, leading t
|. INTRODUCTION intractable analysis. Online techniques, on the other haod-

Recent years have seen an emergence of the eld of wiéhr prede ned properties, collecting just those eventsolih
services, which use Service-Oriented Architectures (S@A) are related to these properties. While expressing praserti
dynamically discover and bind to services in order to inseeabeforehand may be non-trivial, the collected data is guasgh
the exibility of business interactions. Each service csts to be both small and suf cient to check these propertiesy the
of componentsind can discover other components using puliso serve as an additional, and very valuatiteumentatioof
lished interfaces. An SOA component can be written in the desired behaviour of the system. Monitoring as the syste
traditional compiled language such as Jdvaor in an XML- runs also provides a chance of recovery once a problem has
centric language such as BPEL [2]. An S@#oduleis made been detected, e.g., by terminating execution or tryingtorn
up of multiple SOA components which are commonly referreid a stable state. For these reasons, we use online mogitorin
to as web services. techniques in this paper.

Since each web service is a relatively simple process, analy Our goal is thus to create an industrial-strength (in pastne
sis can concentrate on the message exchange between partiép between the University of Toronto and the IBM Toronto
— theirconversationsFor a classical system of distributed prot.ab) online monitoring framework that is non-intrusive psu
cesses, correctness can be ensured by statically chedlding tports the dynamic discovery of web services, deals with syn-
composition against properties of interest. The same agpro chronous and asynchronous communication and partners im-
has been taken by several researchers in the context of vdmented in different languages, allows for specifyingl an
services as well, e.g., [3]-[7]. While static analysis isye ef cient monitoring of a variety of temporal behaviour, paits
appealing — errors are discovered ahead of time and with@gtovery strategies (this is not part of the current pagen),is
the need to exercise the system, this approach has sevgoal masable by practitioners.
limitations: We also aim to create an industrial-strength language for

Web services typically communicate via in nite-lengthspecifying temporal behaviour that captures the disteibut
channels, so the problem is decidable only under certaifteractive, and message-driven nature of business @eses
conditions [8]. Our language should enable specifying a variety of progerti
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3) it should have an explicit emphasis on components ant
enable dealing with different types of message exchange
and

4) it should be able to specify positive and negative sce-
narios of interaction as well as global properties. These
characteristics are necessary for the resulting language 1
be usable by practitioners.

Having considered a few behavioral graphical languages
such as GIL [9], Time Line Editor [10], Message Sequence
Charts (MSCs) [11] and Live Sequence Charts (LSCs) [12].
we have chosen UML 2.0 Sequence Diagrams (SDs) [13] a
the basis for our speci cation language. SDs, used to captur
interactions in the form of message passing between object
have been widely adopted by industry as a suitable languag
for describing and documenting scenario-based requireamen
speci cations, with additional constraints expressechgghe
Object Constraint Language (OCLY][ The other UML 2.0
diagrams did not meet our requirements for a speci cation
language: no support for multiple parties (state machjnes)
only allow the speci cation of simple sequences of events
(communication and interaction overview diagrams); tae-lo
level (activity diagrams); cannot be used to specify beatravi
(class diagrams).

SDs are a feature-rich language without a formal semantics.
In this paper, we identify a subset of SDs that is suf ciently
expressive for capturingafetyand livenessproperties. While
liveness properties are not monitorable in general, theybea
effectively checked for web services with nitely termiiag
behaviours. Speci cally, we aim to generate three types of
monitors: accepting individual (existential) negativbaeiours
which correspond to a violation of safety properties; thlgial,
accepting universal positive behavior which corresporals t
nite liveness (once an event occurs, the rest of the events
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must occur before termination); as well as individual pgesit
behaviours which can be easily speci ed in SDs. For thiefatt
type, we do not look for violations (if a given trace does n
correspond to a desired behaviour, perhaps others will)ldu
report when we were able to observe their satisfaction.

To enable monitoring, we formalize our subset of SDs usﬁ h b q v inf d of th
ing nite-state automata. Similar approaches to formaligi through a web page, and are eventually informed of the status

sequence diagram variants have been previously proposedPh{€ir @pplications. The LA work ow rst checks if the user
other researchers, e.g., [L4][16]. Since automata ard g ' dit score is valid, _and will Qechne their loan requesﬂhﬂa
intimately related, an automata-based characterizafiows. USE' Nas a bad credit score, i.e., less than 750. A credié scor
us to investigate connections between SDs and temporasiogl® con_S|dered valid if it is between 300 and 850. If the .credlt
and translate SDs to automata to enable conformance cigecl?ﬁore is good, the work ow then checks the loan amount: loans
of nite execution traces against their speci cations esgsed '0F $50,000 or less are automatically approved; loans foela

in SDs. We then show that this language is suf ciently expreé‘mOunts are earmarked for manual approval.

sive to capture a wide variety of frequently used properties The work ow diagram in Fig. 1(a), which is described as
captured and catalogued in the Speci cation Pattern SystémBPEL speci cation, shows high level steps that are ex-
(SPS) [1]. This approach also gives basis for tool support @uted in a loan application system, and Fig. 1(b) shows

enable usable speci cation of runtime conversations. an assembly diagram describing how the main process of
the LA system invokes itgpartners such asCreditCheck

o (implemented in Java), rule group&o@nLimit), or hu-

A. A Motivating Example man tasks FollowUpDeclinedApp, CompleteTheLoanand
Consider, for example, a web-based Loan Application syBrocessTheApplication ). Speci cally, the CheckCredit

tem (LA), distributed as a sample application with the IBM activity in Fig. 1(a) invokes theCreditCheck partner in
WebSpheré Integration Developer v6.0.2. Users enter loakig. 1(b), and the conditional activitieScoreEvaluation

application information (name, taxpayer id, loan amoun8ndAutoApprovalTest invoke theLoanLimit partner. The

Fig. 1: The LA system: (a) work ow describing the high-level
teps of the LA system; (b) an assembly diagram describing
ow the main process of the LA system interacts with its

partners.
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P1 | The credit score should always be valid, i.e., between 30(8&0.
P> | The credit score should eventually be checked if the loanuainis greater than zero|
P3 | Aloan cannot be granted if the loan amount is less than orl éguaro.
P4 | After checking that the applicant has a good credit scoreaa tannot be granted
if the loan amount is less than or equal to zero.
Ps | No-one can get a loan without rst going through a credit ¢hec

TABLE I: Several properties of the LA system.

partners in Fig. 1(b) implement the following functionsarrows denoting messages that are sent from one object to
CreditCheck uses the taxpayer id to retrieve the correspondiragnother, synchronously (solid arrowhead) or asynchrdgous

credit score; théoanLimit rule group checks the credit scorgopen arrowhead). We refer to Sequence Diagrams with these
and the loan amount. The human tasksmpleteTheLoan features adasic Basic Sequence Diagrams can be augmented
ProcessApplication and FollowUp follow the application by a number of operators to capture more sophisticated sce-
resultsApproved, ManualApproval and Declined , respec- narios. We use the operators described below in our property

tively.

Since the LA system is a composition of several distributed
business processes, its correctness depends on the nes®ct
of its partners and their interactions. For example, theéesys
should guarantee that every request is eventually acknigwht
and none are lost or blocked inde nitely, or that loans arkyon
given to customers with a good credit score. However, in the
provided LA application, th&€reditCheck module assigns a
credit score at random, without using the customer id, thus
preventing the overall system from satisfying this propert
Table | shows some properties of the LA system that can be
expressed using our SD subset. For exampieand P, are
possible safety and liveness properties, respectively.

B. Organization of the Paper

The rest of this paper is organized as follows. We describe
syntax of the subset of UML 2.0 sequence diagrams used for ex-
pressing properties of web service conversations in Settio
We describe the semantics of our chosen subset of SDs and

speci cation language, and refer to our languag&Bs

Compositional operators: Operatorsparallel (par) and
alternatives (alt)are used to compute intersection and
union of two SDs, respectively. The operaloop is used

for repeating the scenario described by an SD multiple
times, andbpt— for denoting an optional scenario, equiv-
alent toalt with only one argument.

Alphabet changing operators: Operatorsconsiderand
ignoreare used for modifying the communicating alphabet
of SDs.

Critical operator: Thecritical operator is used to ensure
atomicity of the enclosed sequence.

Assertion and negation operatorsOperatorsassertand
negateallow users to express mandatory and forbidden
system scenarios, respectively.

Interaction use operator: SDs can be shared by ref-
erence, using theef operator. This is a shorthand for
copying the contents of the referred SD where the
operator occurs, and is a new feature in UML 2.0.

show how to translate it into automata for runtime monitgrin - To describe system scenarios, we often need to express
in Section l1l. We then show how our speci cation language cacomplementation of an individual message or a set of message
be used to specify the complete set of temporal logic prgpe#ppearing on the same arrow. Tinegateoperator is unsuitable
patterns in Section IV. We describe the implementation of thor Comp|ementing sets because it Captures negative segsien
runtime monitoring framework in Section V and report of messages rather than set complementation. Instead, ave us
the experience using this framework for three existing wahemessage complementatioperator, originally introduced in
service systems in Section VI. After comparing our approaghe Property Sequence Charts (PSC) language [17]. We denote
with related work in Section VII, we conclude the paper ithe complement of a messageby : m and de ne it as the set
Section VIII with a summary and an outline of the futuref all messages that are potentially exchanged betweentsbje

research directions.

of the system except fan.

An example sequence diagram describing a scenario of the

II. AL ANGUAGE FORSPECIFYING CONVERSATIONS

LA system is shown in Fig. 2(a). The diagram contains three

We choose a subset of UML 2.0 Sequence Diagrams as tHgects,MnPs CtCk and LnLt. ObjectMnPscorresponds to
language for specifying web service conversations. THissu the main work ow of the LA system, an€tCk and LnLt
satis es the requirements set forth in the previous secd@ correspond to componen@heckCredit andLoanLimit , re-
formalize this subset in Section Il and discuss its expvess spectively. The diagram in Fig. 2(a) shows two alternative

power in Section V.

scenarios: In the rstMnPssends a check credit score request,

Sequence Diagrams is a popular formalism for modelirige., cCkCtSe, to CtCk, and then a check loan amount request,
behavioural scenarios by describing sequences of messdgesckLnAt, toLnLt. Inthe second.nLt receives a check loan
communicated between different objects over time. An exam@mount request frorvinPs Since the credit score has not yet
Sequence Diagram describing a scenario of the LA systembigen checked,nLt sends a check credit score requesttGk
shown in Fig. 2(a). Sequence Diagrams have two dimensionsBasic Sequence Diagrams, denoBasicSDsare the build-
vertical, representing time, and horizontal, represertinjects. ing blocks of our language. Theritical, alphabet changing,
Each object is illustrated by a rectangle with a verticalheéas interaction useassert and compositional operators, except for

line, called alifeline. Lifelines are connected by horizontalpar,

can be intermixed and applied any number of times to
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Fig. 2: (a) An SD describing a scenario of the LA example; (&) NFA corresponding to the rst argument of thk operator in
Fig. 2(a); (c) the NFA corresponding to the complete scenarkig. 2(a); and (d) the resulting runtime monitor.

BasicSDs. The use afegateand par operators, however, is of input alphabetQ) is a nite set of states, Q Qisa

restricted to sequence diagrams which do not usessert transition relationQo Q is a set of initial states, arfd Q

operator. We discuss this assumption and the rationalentehis a set of accepting states.

it in Section IlI-F2 and show in Section IV that even with this A trace = o 1. n is acceptedby A iff there is a

restriction, the resulting language remains very expvessi sequencepy:igh+1 Of states s.tgp 2 Qo, h+1 2 F, and
The grammar for our language, SD, is given in Fig. forevery0 i n,(g; i;G+) 2 . Thelanguageof A,

whereBasicSD, par, alt, loop, critical , opt, negate assert, L(A), is the set of all traces accepted Ay

consider, ignore andref are terminal symbols, arielisasetof  An example NFA over the alphabet

SD messages. Since operatcoasider andignore change the fickCtSe, ckCtSe, !ckLnAt, 2ckLnAtgis shown in Fig. 2(b).

communicating alphabet of SDs, they take aESetf messages In cases where states do not have outgoing transitions fioe so

as an input argument. symbols in , e.g., stateqq on TkLnAt in Fig. 2(b), it
In what follows, we denote by SD the set of Sequende assumed that this symbol causes a transition to a (non-
Diagrams generated by the grammar in Fig. 3. accepting) dead-end state, which is usually not shown.
Let (q;a; d) be a transition in an NFAA. We often refer
[1l. FORMALIZING SEQUENCEDIAGRAMS to a as the label of the transition fromto . For an NFAA

In this section, we provide a formal description of semantiovith transitions, let. (A) to be the set of traces @f with the
of Basic SDs as well as the operators described in Sectioroficurrences of removed.
by adopting the automata-theoretic approach of Alur and Yan States in NFAs may have several outgoing transitions on the

nakakis [14]. same input symbol, or may have transitions labeléadicating
a silent move.Deterministic nite automata (DFAs) are NFAs
A. Nondeterministic Finite Automata where each state has at most one outgoing transition on each

non-silent symbol. Every NFA can be converted into a DFA

Let be analphabet. We de neteace over tobea nite X . .
P using the subset construction algorithm [18].

sequenceg 1::: n,where8i 0 i n; ;2 .Wedenote
by thesetofall nite traces over.
De nition 1 (Projection “#"): Let © be an alphabet, g Basic SDs

and = g::: , beatrace over. Theprojectionof to © )
denoted # o, is obtained by replacingevery (0 i n) We de ne Basic SDs as follows. _
by the silent symbol iff ; 2 °© De nition 3 (Basic SDs [14]): A Basic SDS is a tuple (,

De nition 2 (NFA [18]): A Non-deterministic Finite Au- E.f.O), where
tomaton(NFA) A is a tuple( ;Q; ;Qo;F), where is a set | is a nite set of objects.
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SD := BasicSD j unaryOp SO SDalt SDj NotAssertedSD par NotAssertedSD |
assert SDj negate NotAssertedSD

NotAssertedSD := BasicSD j unaryOp NotAssertedSDj NotAssertedSD alt NotAssertedSD |
negateNotAssertedSD j NotAssertedSD par NotAssertedSD
unaryOp := considerg j ignoreg j loop j critical j opt j ref

Fig. 3: Grammar of the SD language.

E is a nite set of event occurrences that is partitioned intassociated with the partial order of a Basic SD generates the
send eventslenoted byE , andreceive eventglenoted by state space of its corresponding NFA. The empty cut is the
?E . The set of events sent and received by an objédt initial state, and cuts with all the events is the nal stathere
is denoted byE;. is a transition labeled from cutc to cutd, if the cutd equals
f:1E ! 7E is a bijective mapping that associates eadfe cutc plus the single everg.
send evene with a unique receive everft(e), and each  Theorem 1:A Basic SDS = (I, E, M, O) is semantically
receive even¢’ with a unique send eveft (€. equivalentto an NFAAs = ( , Q, , Qo, F), where is equal
O is a set of total order relations; de ned overthe events to E, Q is the set of all cutsQq is the empty cutF is the
E; for every object. It corresponds to the order in whichmaximal cut including all of the events, andllows a transition
the events are physically displayed along the lifeline of &fom a cutd to a cutc on an evene 2 E iff d = c[f eg.
objecti. The above theorem follows from [14].
De nition 4 (Partial Order [14]): LetS = (1;E;f; O) be  Since both the empty and the maximal cuts are unique,
a Basic SD. We de ne a partial order relatisn over E as andF consist of only one state each. The set of cuts obtained

follows: by unwinding the underlying partial order in the Basic SD in
. Fig. 2(a) i
<=l <) [ (F(sif(s)]s2EQ) 0. 2a) e
The scenario in the rst argument of ttadt operator shown fhi; HckCtSei ; RekCtSe; *ckCtSei; .
in Fig. 2(a) is a Basic SD. Here, the set of objects is HckCtSe; IckLnAti; HckCtSe; 2ckCtSe; IcKLnAti ;
HckCtSe; IckLnAt; ?ckLnAti ; HckCtSe; IckLnAt; ?ckCtSei;
| = fMnPsCtCk LnLtg; hckCtSe; 2ckCtSe; IckLnAt; 2ckLnAtig:

the set of events is .
Note that the number of states of the corresponding autamato

E = flckCtSe; 2ckCtSe; IckLnAt; 2ckLnAtg; in Fig. 2(b) is less than the number of the above cuts, because
) _ we reduced the states with the identical outgoing trarrsitio
the total ordek ynpsfor the objectMnPds a single state.
IckCtSe < ynpdckLnALt;

and the partial ordes associated with the entire diagramis Compositional operators

IckCtSe < IckLnAt;
IckCtSe < ?ckCtSe;
IckLnAt < 7?ckLnAt:

The semantics of the compositional operators can be given
in terms of the standard operations de ned on NFAs (e.g., see
[18]). In particular,

This partial order assumes that messages are communicated
_asynchronously. Partial order for synchronous C(_)mmuiminat intersection operator over NFA:

is a subs_et of the above because of synchronization. In the alt corresponds to the union operator;

rest of this article, we assume that messages are passed asyn loop corresponds to the Kleene star operator.

chronously. Also, without loss of generality, we assumé ditia
event labels are unique. The theorem below, which follows from Theorem 1 and [18],

We de ne the semantics of Basic SDs by trans|ating theﬁhOWS that the set of NFAs associated with SDs is closed under

into their equivalent NFAs. Intuitively, an NFAs is equivalent the compositional operators.

to a Basic SDS iff As accepts exactly the set of traces that Theorem 2:LetS, S; andS; be SDs, and le§ = S;0pS;,

can be generated I, i.e., those traces that respect the partidthereop is a compositional operator. Thefis = As, 0pAs, .
order of S. Therefore, translation 0% to As reduces to the  For example, the automaton in Fig. 2(c) corresponds to the
translation of the underlying partial order & to As. The sequence diagram in Fig. 2(a). As shown in the gure, this
algorithm for translating partial orders to NFAs, proposgd automaton is obtained by computing the union of the two Basic
[14], is as follows. Given a partial order overE, letcutcbe SDs corresponding to the two alternative scenarios of thexSD
a subset that is closed with respect to, i.e., ife 2 cand Fig. 2(a). We have also added a self-loop to the initial stéte
e’ < e, thene® 2 c. Since all the events of a single procesthe automaton in Fig. 2(c) labelled with the underlying alpét
are linearly ordered, a cut can be speci ed by a tuple thaggivof the SD in Fig. 2(a). This self-loop allows the automaton to
the maximal event of each process. The set of all possibe cgtiess when the scenario speci ed by the SD begins.

par corresponds to the parallel composition operator or the
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D. Alphabet changing operators F. Assertion and negation operators

Operatoronsiderandignoreare used to change the set of The negateoperator provides a mechanism for specifying
communicating alphabet of an SD. Both of them receive an 3mdesirable (negative) scenarios, andabgertoperator allows
S and a set of evenfs as input, butonsideradds the elements Us to specify desirable (positive) scenarios. The formeraior
in E to the set of events o8, whereasignore removes the can be used to express safety properties, Bign Table |, and
elementsirE from the set of events &. Formally, letS andS°  the latter — nitary liveness properties, e.8%3.
be SDsE be a set of events, and 18 = ( ;Q; ; fqg;F) Various formal treatments of the semantics of #issertand

be the automaton associated w8h For S° = considers S, Nnegateoperators are given in the literature, e.g., [15], [16]][19

Aso = ([ E;Q;; fog;F), and forS° = ignoreg S, These operators have a rich expressive power, and yet their
Aso=( nE;Q; %fqg;F) where arbitrary combinations are not well understood. In patéicu
itis unclear whether negating an asserted scenario shcada m
° = \V(Q ( nE) QI that this scenario is not required to occur or that its negati
f(d;;99j9 2E (a;:992 ¢ has to occur. In this section, we de ne the semanticassfert

It is easy to see that the set of NFAs associated with SDsaiﬁ,d negateoperators in terms of NFAs. Our formalization
closed under the operatasnsiderandignoreas well. allows us to arbitrarily combine these operators as longas w

Recall that any missing transition at a state leads to am erf5 Ve attempt to apply @egateoperator to a sequence diagram

state. Increasing the input alphabebf As without changing containing arassered fragment. .

. . : 1) The negate operatorAs mentioned abovenegateal-
the transition relation means that more execution traces enI((j)ws us to express safety properties. By applyiragateto
up in the error state, while shrinking the input alphabehouitt an SDS. we indicate that the scenario representmedSst

changing the transition relation means that more executiPn .
. . forbidden, and therefore, a safe system should never peoduc
traces are accepted. For example, ttemsider operator in

) : it [16]. For example, consider Fig. 5(a) which shows an SD
Fig. 2(a) extends the underlying alphabet,of the automaton . :
in Fig. 2(c) fromf IckCtSe; ?ckCtSe; IckLnAt; ?ckLnAtg to corresponding o the safety propery in Table I. MnPs

sends a check credit score request, ikCtSe, to CtCk
I X 3 e . : 9
fIckCtSe; 2ckCtSe; IckLnAt; ?2ckLnAt; IckTrID ; 2ckTrID g. In response CtCk sends the actual credit scoret$e) to

MnPs A creditScoreNotValid  (ctSeN\) message is sent
E. Critical operator if the vaI_ue is not in thg correct range. This property is ex-
A critical region in a sequence diagram can be speci ed usir?grlféfgg ';2ksc?sz):c?gggg?ﬁ?;?ﬁggg;ﬁvme sequence
thecritical operator. A critical region means that the scenarios The né.gateope}ator <.3.ver S.I'Ds is eq.u.ivalent 'to the comple-
of the region cannot be. interleaved by cher messages apd tm‘éntation operator of NFA. Given an SPand its correspond-
should be treated atc_)mlcally. We formalize the sgmanuds[sf ing automatoris, we rst add a self-loop transition labeled
operator as follows: if the rst message of the critical m@yis

i i.e., the underlying alphabet &, to the initial state ofAg in
observed, then the rest of the behavior must be observedlas We er to enabla;z\ls ?o gzess when a satisfying run beginss Note
without seeing any intermediate messages. :

L that after adding this self-loo becomes non-deterministic.
LetS be an SD enclosed withinaitical operator, and leAs 9 Ps

Ny . ; To obtain the automaton for the negated SD, we need to rst
be the automaton f@. The automaton farritical S is obtained g

. " determinizeAs, and then complement the result.
by adding a self-loop to every initial state 8fs labelled by For example, an automaton corresponding to the SD in
nfej9gp 2 Qo @ has an outgoing transition ag. This

. e Fig. 5(a), after adding the self-loop and before compleaent
self-loop transition at the initial state allows the autdéomato

tion, is shown in Fig. 5(b). Fig. 5(c) shows the nal, comple-
wait for a satisfying run to begin. The initial state also bees mented automatong (b). Fig. 5(c) P
nal. ’ '

N Note that since the sequen8ds nonempty, the initial state
Denition5: LetAs = ( ;Q; ; fopg; F) be an NFA asso- f the complement oAs is always accepting, and hence, the
ciated with an SC8, and letS™™ be an SD obtained by enclos-empty string is always in the language of the complement of
ing S with acritical operator. The automaton corresponding 1. This is expected because the negate operator holds (1)

ST isAZ" =( ;Q: %fag:F [f qg), where when the negative scenar®does not completely occur, and
O = [f(mexp)je2 "~69%2Q g6 o (2) when no messages at all are exchanged.
w92 g 2) The assert operatorThe meaning of thassertoperator

For a sequence enclosed by a critical operator, once the istgiven by the UML standard as follows [13}he sequences
symbol of the sequence has been seen, the entire sequariche operand are the only valid continuations. All other
should be seen as well. For this reason, the self-loop at #@ntinuations result in invalid behaviourThis interpretation
initial state of an automaton corresponding to a criticgior has been formalized in different ways [15], [16]. The ond tha
is labelled by minus the initial symbols of the expected sewe have adopted is that of [15] which is described as follows:
guences. For example, Fig. 4(a) shows a sequence diagram giten an asserted behaviour = g¢::: , and a system
a critical operator, and Fig. 4(c) — its corresponding a#ttim. behaviour © every occurrence ofy in - should be followed
Similar to the automaton in Fig. 2(c), we have added a selfy the rest of . Thus, an SD with arassertis interpreted
loop to the initial state of the automaton in Fig. 4(c) to wallo universally: “for every run, once it satis es the start ofeth
this automaton to guess when the scenario of interest heginsequence, it must complete the sequence before termihation
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[a] [b]
critical ] |

LS

| |
| t |
T T

(@

Fig. 4: (a) A basic SD enclosed bycatical operator and its corresponding NFAs: (b) before applyiritical; (c) after applying
critical.

SD San

1 _ckCtSe |
=

Lt‘ ctSeNV i
@

nf!ckCtSe, tSeN\Y nf!ckCtSe, ctSeN\y

nflckCtSe, xtSeg nf!ckCtSe, xtSeg

nflckCtSeg

IckCtSe
IckCtSe

IckCtSe
nf!ckCtSe, !ctSeNW nf!ckCtSe, IctSeN\Yy

© (d)

Fig. 5: (&) An SD describind®; in Table | and its corresponding NFAs: (b) before applyimegate (c) automaton after
determinization and complementation; (d) the resultingnitoo.

Note that the difference betweassertandcritical is that the Since alternating automata can be converted into NFA with a
former checks all possible suf xes of the input run to probe t possibly exponential blow-up in size, we could have tramsla
sequence, whereas the latter only checks the rst occuerefic the assertoperator directly into NFA. However, we chose not
its sequence. to do it to preserve the succinctness and relatively smzdl of

. . . N our monitoring automata.
In [15], alternatingautomata withuniversalinitial states are ) . . .
. . Given the above discussion, the translatioasdertoperator
used to capture this meaning a$sert Such automata accept.

a trace ifall of the runs emanating from their initial states® straightforward: After deriving the NFAs for SD S and

. . adding a self-loop labelled at its initial state, the automaton
are accepting. NFA, however, accept a trace wiheme exists f {S is obtained by int ting the initial stat
an accepting run emanating from the initial state. Rathan th or asselr 'Sf CI)I amr(]a y In erprfe Ing de initia f].a € as
moving outside NFA (and thus complicating the monitorin mversti "(we 0 OW.t € notauoq of [15], denoting this teta_
framework), we chose to reinterpret the acceptance for t th a **) and making it accepting. For example, the SD in

assertoperator instead: an NFA for an asserted traahecks '9. 6(a) descnb_es_ the I|vene§s propeRy in Table | — the
. . desirable scenario is enclosed in the scope afssertoperator.
all suf xes of the system traces, and if one is not accepted

failure is reported. This “universal” treatment is giverite en- F‘Fflg. 6(b) shows the automaton corresponding to this SD.

tire sequence diagram, not just the part contaimisgert This
works correctly as long as such NFAs are not complemented®r Interaction use operator

composed (in parallel) — the negation and parallel comipwsit  Theref operator is used for referring to an SD fragment from

operators over automata with universally interpreted pizg®e  \ithin another SD. Our treatment f is to inline the SD being
are different from those operators of NFA. While negatiod aneferenced, as illustrated in Fig. 7.

parallel composition operators for NFA are computed vigsstib
construction and cross-product, respectively, theseabpesfor
the alternating automata simply convert universal statesax-
istential or add an additional universal state, respelgtiz9]. The message complement operator has been adopted
Thus, we restrict the application oegateandpar to SDs that from [17]. If s the set of messages exchanged in an SD, and
contain amassertdescribed in Section Il. m 2 ,then: mis nfmg. For a sef m;ng of messages,

H. Message complementation
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SD Live)

\qus\ [LnLt] \cr;k\

assery | |
InAtOk | |
| ckCtSe | |

@)

©

SD ex soey
== [ Fifis
“ e [a] [&] s
. s A

@) (b) (©

(@) (b)

Fig. 8: (a) An SD with message complementation; (b) the sahafgr eliminating thecomplemenbperator if its underlying
alphabet isfp;q;s;tg; and (c) its corresponding NFA.

f m;ng = nfm;ng. For example, let = fp;qg;s;tg. The automato® = ( «s;Q; % Qo;F) is the stutter-closed

Then,: p= fq;s;tgand:f p;qg= fs;tg. formof Aw.rt. s if 9= [f (0; sysN ;9 j8 92 Qg.
This operator, although not being part of UML 2.0, can be

expressed in terms of UML operators as follows: Set  be

a set of messages. We replacg by an SD fragmentin which  Theorem 3:Let A = ( , Q, , Qo, F) be an NFA, and let

The transformation of De nition 6 is language-preserving:

the operatoalt is applied to individual messages inn S. For sys S:t. sys be given. LeA%be the stutter-closed form of
example, consider the SD in Fig. 8(a) with a message;qg, A w.rt. s (see De nition 6). Then for every trace2 s,
and let = fs;t;p;qg. This SD is equivalent to the one 2 (A9 iff # 2 L(A) (see De nition 1).

in Fig. 8(b) whereif p;qg is replaced by aralt fragment in

which s andt are two alternative messages. The NFA for the ~ Proof: The proof follows from the fact that the construc-
sequence diagram without message complement operators #@h0f De nition 6 does not change the state-spacé.of

be generated in a straightforward way following the tratiha 2 L(A9

for thealt operator (see Fig. 8(c)). . (By de nition of language acceptance AP)

82 AG; i;G+1)

I. Generating monitors from NFA , (By de nition of 9

To be able to use an automatéi obtained from an S[3 9%;;h+1 2Q ®2 Qo Gh+1r 2 FA
for runtime monitoring, we need to extend the languagA ©f 8i2 # (G; i;G+1)
to handle system behaviours over alphabets larger $hatfe ,  (By de nition of language acceptance &)

do so by adding stuttering self-loops to the automatontesta # 2 L(A)
Semantically, this means that does not change its state when
the input symbol is outside the alphabetof

De nition 6 (Stuttering): Let ¢ys be the set of system For example, the monitor corresponding to the SD in
events,and leA = ( ,Q, , Qo, F) be an NFA s.t. sys- Fig. 5(a) is shown in Fig. 5(d). The language accepted by this
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monitor is Constraint Language (OCL) [?]. This would make our editor
e N 4o IckCtSe ( gon) 2ckCtse reusable in other UML environments.
((gsh) IctSe ( 4sn) 7ctSe On the Expressive Power of Our Languageln this section,

((gsn) IctSeNV ( 45 n) 2tSeNV . we provided a transformation from our language, SD, to NFA,

, . , . ) ) showing that SD can capture safety and nitary liveness prop
That is, this monitor rejects a trace that begins with a cheglties Our transformation further shows that SD is not more

credit score requestkCtSe) which gets received (perhapsgypressive than regular expressions, i.e., the languagiga

W|_th some events not in _the vocabulary of this SD in thF‘ecognize.

middle), followed by receiving the credit scoret§e) and  the main restriction in SD is that we do not allow the
sending a message indicating it is invald$eNV), followed  ogiing ofassers within the scope ohegats. For example,

by arbitrary events in the system. Thus, the behaviors gurlgequence diagrams such as the one shown in Fig. 20(a) are not

which the check credit score requests are made and result ing ded in SD (we discuss these diagrams in more detail in
invalid credit score are rejected; these correspond t@ii@is gqction VI-B). However, this restriction is mainly syntact

of propertyP;. o _ o because we can always push thegateoperator down to
The monitor for the SD in Fig. 6(a) is shown in Fig. 6(C). lt§he atomic level, and reformulate the sequence diagram into
language is a semantically equivalent one in whictegateis not applied

within the scope ofassert For example, Fig. 20(b) shows a
sequence diagram which is semantically equivalent to tle on
in Fig. 20(a) and is within the SD language.

Note that after removing thenegate operator, the
resulting sequence diagram may have brand new

This monitor accepts traces that either do not exhlbiétOk ~ Scenarios: to do the removal, we need to elicit the set
atall, or, ifInAtOk has been seen, exhibit the entire sequengé all possible scenarios complementary to the scenario
2INAtOk IckCtSe 2ckCtSe. Traces not accepted by this monienclosed by the negate For example, the scenario
tor violate propertyP, of the LA system. negatéreserveHotel ;hotelReserved ) in Fig. 20(a) is
Note that we do not add stuttering self-loops to tnigical 'eplaced by two new scenarioseserveHotel ;timeout

regions because behaviour speci eddiitical regions cannot andreserveHotel ;hotelNotReserved , in Fig. 20(b). The
be interleaved by other messages. process of enumeration and analysis of all possible altiema

scenarios obviously requires domain knowledge and thus
cannot be automated in general. However, the online nafure o
J. Complexity of the translation our monitoring framework allows us to register for and ccile

The size of an automatos corresponding to a basic SDthe alternative scenarios with ease.

S, i.e., the number of states Mg, is O(n*), wheren is the
number of events arklis the number of objects [14]. Applying V- SD TEMPLATES FORTEMPORAL L OGIC PROPERTY
the SD operators does not cause a signi cant increase irizbe s PATTERNS
of the resulting automata except for the cases where we need tin this section, we study the expressive power of our SD
to determinize these automata which can exponentiallgas® |anguage by using it to express temporal logic property pat-
their state-spaces. However, in our experience, the g&mkeraerns [1]. Property patterns have been shown to capture @ wid
automata have been very small (see Section VI). Obviouslyyariety of commonly used properties, and being able to esgre
remains to be seen whether the approach scales to larger weiperty patterns is a good indication of an expressive potfve
service systems and more complex properties. a new language.
We rst provide an overview of property patterns in Sec-

) ) tion IV-A and then introduce several SD templates and show

K. Discussion how they can encode the property patterns in Section IV-B.

( sysnIINAtOK) (MINAtOK  ( sys )
ANALOK ( sys N )
IckCtSe ( sys )
2ckCtSe)

On Using Our Language in MDA Tools. In this paper, we )

formalized thesyntaxof the SD language using a contextf\- Temporal Logic Property Patterns

free grammar (see Fig. 3). As discussed in Section V-A, we TheSpeci cation Pattern Syste($PS), proposed by Dwyer
used the Rational Software Architect (RSA) [21] plug-in foet al. [22], is a pattern-based approach to the presentation
WebSphere to generate an editor for SD diagrams. To do sodi cation, and reuse of property speci cations. The gyst

we have identi ed a fragment of the UML metamodel thaallows patterns like “evenP is absent between even€
captures the SD operators described in Fig. 3 and speciadd S” or “S precedesP betweenQ and R” to be easily
logical properties constraining the nesting and the ondeoff expressed in and translated between linear-time tempoga |
these operators. We have implemented a separate Java mo(ldle), computational tree logic (CTL) [23] and other state-
to check these constraints over the generated SD diagrambased and event-based formalisms. SPS has been advocated
our tool. In the future, we plan to encode these constrairds a standard tool for measuring the practical usefulneds an
as part of the metamodel by expressing them in the Objaentpressive power of speci cation languages, e.qg., [17][2A4
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Absence An event does not occur within a given scope;

Existence An event must occur within a given scope;

Bounded Existence An event can occur at most a certain number of times withirvargscope;
Universality An event must occur throughout a given scope;

Response An event must always be followed by another within a scope;

Response Chain A chain of events must always be followed by another chairvehts within a scope;
Precedence An event must always be preceded by another within a scope;

Precedence Chain

A chain of events must always be preceded by another chawveat®within a scope.

TABLE II: SPS patterns.

Global The entire program execution;

Before R The execution up to evelR;

After Q The execution after eveq;

BetweenQ and R All parts of the execution between eveQsandR;

After Q until R Similar toBetween except that the designated part of the execution continues

Property Patterns

——

even if the second event does not occur.
TABLE Ill: SPS scopes.

Global |

Before R |

After Q I_
Between Q and R I_

\

Occurrence Order
// \\ After Q Until R I_ | |
Bounded Precedence Response Chain Chain
Absence I
Existence Precedence Response State/Event | R _QOQOR Q
Universality ~ Existence Sequence

@

(b)

Fig. 9: Speci cation property system: (a) a pattern hiengrand (b) pattern scopes.

o ] ] L

ref

2] o] L] [ I

}ﬁ) iProperty i ‘ }ﬁ) i Q i ‘ }@) 3 Property 3 ‘ }@) 3 Property 3 ‘

ref 3 R 3 ‘ }EU iProperty 3 ‘ }r_ef): R | ‘ Fw R | ‘
@) (b) © (d)

Fig. 10: Scope mapping for sequence diagram®B&idre R; (b) After Q; (c) BetweenQ and R; and (d)After Q until R.

The property patterns are organized into a hierarchy basgd Mapping Property Patterns to SDs

on the kinds of system behaviors they describe (see F|g):-9(a) In this section, we provide several SD templates for the SPS
Occurrence patterns talk about the occurrence of a given

. : patterns (see Fig. 11), and show how these templates are used
event/state during system execution, &mder patterns spec- 10 express patterns in the SPS hierarchy. Selected maragiads
ify relative order in which multiple events/states occuridg P P Y. Hmeg

) . . described below; the remainder can be found in the Appendix.
system execution. The patterns are described in Table Il L . ;
. . . . Note that the actual direction of the arrows is determinednwvh
Each pattern is associated witopes— the regions of

. . a template is instantiated.
interest over which the pattern must hold. There are ve basi P

kinds of scopesGlobal, Before, After, Betweenand After- AbSence:message cannot occur in a given scope. This can be
Until . De nitions of these are given in Table Il and pictorially©XPressed as shownin Fig. 11(a).
described in Fig. 9(b). Existence:a message must occur in a given scope. This can

For example, consider a property of a queue that says thgtexpressed as shown in Fig. 11(b).

there should be dequeueevent between evegnqueueand yntil: This pattern is not part of the SPS; however, it is used
empty. This is theExistencepattern, with thEBet\Neenscope. to Specify thd:)recedencepatterns_ A sequenge of messages
Looking up the LTL formalization of this pattern/scope cdmb occurs until the rst occurrence of messagén a given scope
nation from the catalogue and substituting our event names, (see Fig. 11(h)). This pattern, formalized using a singletitti
obtain the formula temporal operator [23], can be refuted in one of two ways:
either p never occurs, or after seeing a nite number pf
messages (expressed usilogp 1, 1, neither ap nor aq
message occurs (expressedfap; qg).

((enqueue”: empty)
) (: emptyW (dequeue”™: empty))):
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SD absence J SD _universality J SD response 1s - 2r) SD grecedenceJ
neg | ; neg) [loop *J; | alt) !
I L e — ref/] :
i i i | [assert ] | absence p!
. . ' s ! e ——
i i ! 1 £ !
(d) Universality . et !
(a) Absence : : until (-p Us)
SD response J
SD _existence J E' E' (9) Response Chain
E' E' ‘ ‘ 1 stimulus - 2 response (i) Precedence
loop * J; !
; ‘ P
assert J : 1 |
T op assert ) :
L L | s
SD until (p U q))
(b) Existence (e) Response
E E [SD_precedence 2c - 1d
SD response 2s - 1r J : :
SD bounded existence J ! Se < neg E E
alt) | |
] [+ EagEa oA — o
L L loop * )i ! !
M: : 4‘)_%\ I ! p ! ref ! !
loop 0,2 ‘Hcrltlccal | ; , absence p!
w 1 | S | = — — ., -
I p | T = loop'1,n 1 N s S =
_ | t | ' | @ T
L v p |
neg)i 3 assert ) | ; e T until (p U (s.1))
3 p 3 I p | %}
: j) Precedence Chain
. Response Chain : 0]
(c) Bounded Existence () Resp (h) Until 2 cause - 1 effect

2 stimulus - 1 response
Fig. 11: Property pattern mappings for SI0s;t ) means messagefollowed by message

IckLnAt leskln

nflceln, !psAn psArg o/
nflceLn, IpsArg !psAn

@ (b)
Fig. 12:P3: Absencepattern. (a) SD describing the LA propeRy and (b) the resulting monitor.

Precedencea messagse (cause) precedes a messpdeffect), complex scenarios in our speci cation language. Téfeoper-
as shown in Fig. 11(i). This pattern allows the cause part &bor is used to introduce scope delimiters in the corresipgnd
occur without the effect. We describe this pattern in SD Hbgcations. For example, to apply tHgefore R scope to a
expressing the two possible cases that this pattern speci property, the scope delimit&is inserted after the property we
a) p never occurs, or b never occurs before. The rst case wish to verify (see Fig. 10(a)). In the case of thiter Q scope,
corresponds to checkirabsencef p; the second — to checkingthe delimiter is inserted before the property (see Fig. )0(b
: p U s (the “until” template), since we want to be sure that Finally, both theBetween(see Fig. 10(c)) and thafter-until

p messages are sent before the sgnessage. (see Fig. 10(d)) scopes add before/after delimiters. IAftes-

In the SDs in Fig. 11, symbolg, g, s, andt can denote until scope, the property is valid even if the “until” part does not
complex SDs rather than just the individual messages. m tliccur. Therefore, the second delimiter in this scope isoopti
case, we treat these symbols as placeholders and ust aThus, there is an implicibpt operator in each scope delimiter.
operator for the SDs that should be inserted in their placé, a

replace message complementation by negation. D. Specifying Properties of the Loan Application

We now show how property patterns can be used to express
C. Mapping Property Scopes properties of the LA system given in Table I. Propertigsand

scopes which are used to de ne the traces over which a pyppeftscussed below.
will be monitored. Scopes can be simple messages or m&wperty Ps3: “A loan cannot be granted if the loan amount is
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SD P4/

\qus\ \Ln‘Lt\ btqk\
I

tel_‘n \ IPSAp \

I I

' ckCtSe_ !
! ' ctSeOk_!
! —_—

et . P

@

Fig. 13:P4: Absencepattern, Scopdfter. (a) SD describing the LA propertfy, and (b) the resulting monitor, obtained by
concatenating the NFAs for the scope dhd

SD checkCredif/
ik
I I

I
! ckCtSe_! '
! | ctSeOk_!
I

@)

IckLnAt lcskn

12

nflceln, IpsAn PpsArg A
nflceLn, IpsArg !psAn

lctSeOk /- ckCtSe /- !ckCtSe Q_
® [t i1 %
N N

SD loanGrante

e = = — = = = 4+

(b)

(b)

SD P5J
[alt]: : : ‘ ‘

ref
absence loanGranted

ref
ﬁ%ﬂil (foanGranted U creditCheck) ‘
N N N N N

©

Fig. 14: Ps: The Precedencepattern. (a) SD forcheckCredit (b) SD for loanGranted (c) SD showing application of the
Precedenceattern.

less than or equal to zero.” and must occur for the property to hold. The SDRgris shown
We express this property using thésence pattern (see in Fig. 14(c).

Fig. 11(a)): our property holds if there are no scenariosreshe

aloan is granted after the system has been warned that the loa V. ARCHITECTURE ANDIMPLEMENTATION

amount is less than or equal to zero. In the LA system, thewe have implemented our runtime framework within the
LnLt component checks the predicate “loan amount i,  |BM WebSphere business integration products [25]. In what
sending aloanAmountOkay (INAtOK) message if the con- follows, we describe the architecture of our solution arstdss

dition holds, and doanAmountNotOkay(InNAtNO) message some of the more challenging parts of the implementation.
otherwise. A loan is considered granted if it is manually or

automatically approved, which can be monitored by checking achitecture
if the main work ow MnPssends acompleteThelLoan(ceLn)

or processTheApplication — (psAr) message. See Fig. 12(a\NebSphere Integration Developer [27]. The former provies

E;'tri(;((t:);).rrespondmg SD; the resulting monitor is shown IEPEL—compliantprocess engine for executing BPEL processe
and a built-in Service Component Architecture (SCA), which

Property P,: (an example of a scoped property) “After checkis 5 particular instantiation of SOA. The latter provides a
ing that the applicant has a good credit score, a loan camotda,ejopment environment for building web service appiirat
granted if the loan amount is less than or equal to zero.” 51 4 graphical package for creating UML Sequence Diagrams.

This property is equivalent to the properBs with the  Tne architecture of our framework is shown in Fig. 15. With
After Q scope, wher@ is “checking for a good credit Score”. the help of thePropertyManage(PM), users create UML SD
To express it, we introduce the scope delimifgbefore the gpec cations for their web service applications. This com
propertyPs, as seen in Fig. 10(b). The SD correspondinB40 ponent also checks if the user-speci ed properties belang t
is shown in Fig. 13(a) and consists of two parts: (1) s@@@d  oyr SD subset, and generates the corresponding NFA as a by-
(2) propertyPs, i.e., the fragment speci ed by ef operator roquct of this check. If monitoring is enabled, fenitoring-
which should be replaced by the SD f&%. The resulting \janager(MonM) translates these NFAs into monitor automata
monitor is shown in Fig. 13(b). using the techniques in Section lIl. During the execution of
Property Ps: “No-one can get a loan without rst going the web serviceMessageManagefMM) obtains interaction
through a credit check.” events from theSCAMessageHandlgiMH) and directs the

At this point, we have identied common scenarios thatelevant events to MonM, which, in turn, updates the state
occur in the LA system: SDsreditCheck(Fig. 14(a)) and of every active monitor automaton, until an error has been
loanGranted(Fig. 14(b)). We can now express propeRy found or all partners terminate. The intercepted eventaaver
using thePrecedencepattern: SDcreditCheckmust precede stored, neither by the MH nor by the MM. We describe these
SD loanGranted Note that the SzreditCheckis not optional components below.

Our solution uses the WebSphere Process Server [26] and the
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ponents from the SCA layer. MM, registered as a listener
to SCAMessageHandleintercepts events for operation invo-

Abstracted
events

channel.

MonitoringManageris the main component of our frame-
Bfssr work, as it constructs monitoring automata, processestgven
Manager and keeps track of the acceptance status of all monitorsnUpo
_ & component T e | receiving a monitoring request together with the NFA repre-
sentation of an SD from PM, MonM converts the NFA to a
DFA and further to a monitor using the algorithms described
in Section lll. To facilitate checking multiple propertiéx a

messages

<= artifact

WebSphere IDE + WebSphere - X .
Runtime Monitoring Runtime Engine cation and lters out irrelevant messages such as locating a
\TTTTTT T T T TS TT T | service. For the “interesting” events, MM extracts key mfo
w D w ¥ w mation related to the operation invocation: what are thelsen
| | . . . . .
| properties % | and receiver of the given message, whether the invocation is
| ¥ | synchronous or asynchronous, what type of message is being
‘ itori i ‘ bei d, etc. MM then
. Property Monitoring || §CA Message | exchanged, whether priorities are being used, etc.
Manager Manager | Handler } packs all this information together with the timestamp ofwh
t - : ¥ ! the events were intercepted, and sends them to the message
i } gueue associated with MonM via a TCP/IP communication
| : |
. I
[ |
. |
|
|
|
|

Fig. 15: Architecture of the framework.

Monitoring.Core Plugin MessageManager Plugi single web service system, MonM can manage a number of
—————— monitors simultaneously. Upon receiving an event from i&sm
Utilities Monitor Event sage queue, MonM identi es those monitors that include this
I: |‘_£> EC:;pmr event as part of their communicating alphabets, and changes
EventAnalysi MonitorCore Forwarder their states according to their transition functions. Ather
| monitors do not receive this event at all, which means that th
stay in the same state. Note that this Itering mechanisnduse
Monitoring.Ul Rlugin in our implementation differs from the one described in Sec-
PropertyMahager Plugin| | | ] : : tion 1lI-I (the stuttering step). The two are equivalentdame
AC“"\‘?:\Q\‘IJV”“OTS used the stuttering construction in order to study the esgive
D ﬂivemmstory power of our language. When updgtmg the state pf a_monltor,
Analysis |3 View MonM checks whether it is in a valid state; otherwise, it nsark
Cr:;ion j:—I EnableMonito the corresponding property as being violated and recorels th
< Action erroneous event so that the PM is able to replay the erroeto th
CreateSD user.
Action

B. Implementation

Since the WebSphere business integration tools are based
on Eclipse, the functional components of our framework have
PropertyManagerconsists of a graphical tool for specifyingbeen implemented as Eclipse plug-ins as well. Based on the
interaction properties as UML SDs. Once users create an 8Rhitecture described in Section V-A, we implemented four
and enable monitoring, the PM loads the XML model of the SIplugins. Fig. 16 depicts the interactions and dependetheies
checks that it uses the language subset described in Séttiontween these, using double-arrowed lines.
unwinds the partial order of the diagram into an NFA using Monitoring.Core Pluginis the component corresponding to
the algorithm introduced in Section Ill, and passes the NFRAe MonitoringManagerin the architecture. It consists of four
to MonM. In the case of a property failure, the PM is alspackages: théMonitorCore package, which acts as an entry
responsible for displaying errors to the user. point toMonitorCoreplugin; theMonitor package, responsible
SCAMessageHandlés deployed on the process server anfbr receiving expanded SDs and translating them into meonito
establishes a bridge through which our runtime monitorirmutomata; theEventAnalysispackage, which handles events
framework communicates with the server to obtain infororati received fromMessageManager Plugiand forwards relevant
about web service execution. On the process server, the S8Ants to monitors; and tHdtilities package, which provides
is responsible for the invocation of native SCA service compautomata-related manipulation functions.
nents and for the binding and interaction with externalises: MessageManager Plugiimplements theMiessageManager
SCAMessageHandlemonitors interactions within the SCA functionality in the architecture. It contains two packsge
application server runtime environment and is responsinle EventAdaptoandEventForwarderTheEventAdaptopackage
observing and routing these invocation requests and reggorregisters itself as a listener to ttBCAMessageHandléyuilt
to the correct components. into the WebSphere Process Server infrastructure, olmgervi
MessageManageis responsible for obtaining service re-all invocation events owing in the server SCA layer. To be
guest/response messages exchanged between business effettive, the EventAdaptorneeds to be deployed into the

Fig. 16: The overview of the framework plugins.
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Fig. 17: Screenshot of the framework's user interface.

server. Thus, when the server runs, the change made by @reateSDActiomandEnableMonitorActiomprovide action icons
package is picked up by the WebSphere Process Server. ithé&clipse for users to create an SD and then enable it for
EventForwardempackage simply acts as a bridge between thmonitoring. The satisfaction of monitored properties ahd t
EventAdaptopackage and thilonitorCorepackage to transfer system execution history can be seen inAlsiveMonitorsand
events from the former to the latter. Since theentAdaptor EventHistorywindows, respectively.
and theEventForwarderrun in the different address spaces, the Fig. 17 shows the screenshot of the user interface of our
communication between them is established through a TCPflmtime monitoring framework. ThBusinessintegratiomiew
socket. Speci cally, theeventForwardemcts as the server role (panel in the top-left corner), shows the individual lestbi
in a socket while thé&ventAdaptotakes the client side. When-LA system implementation. The panel in the middle of the
ever it observes an event in the SCA layer, EheentAdaptor window is the editor for creating SDs and viewing the mon-
sends it to the socket port. itoring results. The bottom two panels belong to the runtime
PropertyManager Plugircorresponds tdPropertyManager monitoring framework. The tab on the left is tAetiveMonitors
functionality in the architecture. It contains all Sequencview, which lists all monitor-enabled properties. The viaiso
Diagram-related functionality, which is grouped into twack- shows the acceptance status of the monitored properties. Th
ages. TheSDCreationpackage adopts an existing graphicaib on the right is thélonitorHistory view, from which users
UML package provided by WebSphere as the Sequence Dign trace the execution of web services.
gram editor. This existing graphical UML package, whiclsact
as the front-end of thEDCreation stores SDs in XML format C. Other Implementation Issues
and further provides the data structure along with APIs te ma As mentioned in Section I, in order to apply tmegate
nipulate SDs in memory. The back-end of BBCreationis re- operator, NFAs should be determinized. However, the deter-
sponsible for checking whether speci ed objects and messagninization algorithm may result in an exponential blow-up o
are valid in a web service composition when users use thehe number of states. To keep the size of the automata small,
to create a property for monitoring. T&DANalysigpackage is we have used several optimization techniques such as feduct
where user-speci ed SD properties get translated into NFAs and minimization [18], adopting the implementation of thes
recursively traverses the data structure passed in frofingdhe  techniques from the BRICS package [29].
end to extract all SD constructs and unfold the partial order Although all generated automata are stored in memory and
The current implementation supports all operations inicedi users do not need to use them directly, it is helpful to have an
in Section Il. In our framework, we adopted the implemewtati interface to allow viewing and debugging these automata. In
of compositional operations over automata from the Charnoyir framework, we can store the generated automata in XML,
project [28]. and thus enable displaying them in graphical automatangdit
Monitoring.Ul Plugin serves as an extension point to théools such as JFLAP [30].
framework and provides various graphical interfaces tkatai ~ While web services are terminating processes, they aretmean
need to interact with the runtime monitoring tool. For exdanp to be repeatedly executed by different customers. In omler t
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reuse the monit_or for checkin_g subsequent execut?ons of the Pr%?;:y PosﬁweEXIStenI{llzlgatwe gg's\fﬁ\sseal
same web service, we have implemented a resetting mecha- Violation Violated/ Violated/
nism: as one execution terminates, an additional tramsitio highlight highlight
beledterminate , added to all accepting states of the monitor, trace fggr:t'ig";‘]t'on
brings it back to the initial state. Satistaction | Satis ed/

BPEL supports the notion gfrocess instangeso all mes- highlight
sages include a process identi er as part of message header. trace

Messages labeled with an existing process identi er ar¢éeu TABLE IV: Summary (answer/feedback) of the results from
to the corresponding process; otherwise, a new processitest the monitoring framework. Empty cells indicate inconchasi
is started. By associating these process identi ers to ocam-m results.

itors, we can easily monitor multiple instances of the same

process. . . . mainProcess: LoanLimits:
. . . mainProcess: LoanLimits: CreditCheck:

Because web services are distributed and allow asynchsonou
message communication, messages may get delivered and r 3y g b checkiredt

j 0 : checkLoansmount
ceived out of order. To handle out-of-order events, we aatrot . T M

. . . . | «return»

each event with two timestamps: one at invocation and one ai L] loanamaunthiotbhay 2: checkCredt

reception. When events arrive at the message queue of MonM,
these timestamps are used to check if the invocation omglésin

consistent with the reception ordering. If the orderings raot Fig. 18: Reporting errors: (a) A complete (negative) trabg:

consistent, detected errors may be caused by network delﬁ}‘ﬁncomplete sequence: violation of a liveness property.
rather than incorrect conversations. Currently, all titrasgps

are generated by the same WebSphere Process Server. Integration Developer V6.0.1 (WID). Table V shows the dstai
We report monitoring results by displaying the status oheaof the properties we speci ed and checked. In this tablejwl
monitor in theActiveMonitorsview, tagging each property as“ld” contains a unique identi er for each property; “Propgr
satis ed, violated or not yet conclusive. Clicking on sa is the actual property to be checked; “# Part.” corresponds
or violated results displays a reason for the decision, @& tlo the number of partners involved in the corresponding SD;
Sequence Diagram editor. Table IV gives a summary of tf# Events” is the number of events sent between partnersin th
feedback provided by our framework. SD; “# States” corresponds to the number of states in theeorr

For monitors for individual positive scenarios, if a giversPonding automaton; and “# Trans.” is the number of traorsti
trace is accepted’ the Sequence Diagram Editor ShoWéhe automaton. Note that all of the constructed automaia h

the appropriate SD, with the observed trace highlightef@ver than 100 transitions. While the system generatesge lar
If the given trace is not satis ed by such a monitor, th@umber of messages, our monitors receive just those whtlein t

answer to whether the system can exhibit such behavigiope of the automata; the rest are ltered. Furthermoe, th
is inconclusive. intercepted events are never stored. Thus, enabling niomgjto
Acceptance by a monitor for negative scenarios indicaté§€s not produce a signi cant performance overhead.

that the appropriate safety property is violated, which

is depicted by highlighting the appropriate trace (seg Monitoring the LA system

F|g._ 18(2)). Certainly, a failure to observe the VIOIath.O The LA system, introduced in Section I-A, consists of six
a given trace does not mean that every trace will satis

i : : . rtners and six invocation-type activities, with the work
the property; thus, in this case the property is mark ?? R . S
inconclusive. shown in Fig. 1(a). This application comes as part of the

A monitor for a universal positive property, representin\g/\/ebSIOhere Integration Developer v6.0.2. As it isample

nitary liveness, is violated if the desired sequence haspplication, the original developers of the applicatiorvéha

Sl it ot s efr e poces e ¢4 S0me f e usnoss e, 0., GeCherk
This is indicated by the red line labelled “TERMINATE”, ©°MP 9

thF credit bureau.

If the sequence has been observed to completion, or’i . . L

the process failed to terminate, no information about theWe began by testing the system to see if the application was
satisfaction of this monitor can' be given, deeming it ingorrectly deployed. To do this, we ran it on two different-tax
conclusive ' payer ids and three different loan amounts, with the follayvi

. o . _ ... Specicinput con gurations:
We also display the termination point in the case of indigidu

@ (b)

= < id = =
positive scenarios, showing that the given trace is a pré aro @ _ taxpayer !d _ 1234, loan amount _ $10,600
tabl . c; = <taxpayerid= 1234, loan amount = $60,600
acceptable scenario. c3 = <taxpayerid= 1888, loan amount=-$1,600

As the system is supposed to generate random valid credit
scores, we ran the system 10 times with each con guration. Fo
We have applied our framework to several web services aodn gurationc;, we expected to see some automatic approvals
report on results of monitoring them by running our tool oof the loan, and some declines, based on whether the good or
the WebSphere Process Server V6.0 (WPS) and WebSphiheebad score is generated. Fpr we expected some manual

V1. EXPERIENCE
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[ Id [ Property | Pattern | #Part. [ #Events | #States | #Trans. |
THE LOAN APPLICATION SYSTEM

P The credit score should always be valid, i.e., between 3@(Ba0 Absence 2 6 7 18

P2 The credit score should eventually be checked if the loanuamis Existence 2 4 5 9
greater than zero

P3 A'loan cannot be granted if the loan amount is less than or ¢gzaro Absence 5 8 8 23

P4 After checking that the applicant has a good credit scoreaa tannot| Absence ScopeAfter 5 10 12 27
be granted if the loan amount is less than or equal to zero

Ps No-one can get a loan without rst going through a credit ¢hec Precedence 5 8 28 95

THE TRAVEL BOOKING SYSTEM

Ps The TB system should not reserve hotel room without checkireg Absence 3 6 5 14
customer's credit rst

P A customer should be eventually noti ed about the status isfhier Existence 2 4 5 9
travel booking request, whether the reservation succeedsto

Pg | A customer cannot make a reservation until his/her credihécked Precedence Chain 3 4 7 16

Pg After the TB system receives a booking request, the customiler Response Chain 2 6 6 15
eventually receive a feedback message

P10 | If the customer's credit card is good, the TB system shouiehabt to Response 5 10 31 89
make hotel, ight and car reservations

P11 | The TB system should receive con rmation messages for simetion Precedence 5 8 21 48
attempts before generating a con rmation message

P12 | No matter what happens after the customer submits a traviirp Existence 2 4 5 9
request, the customer will receive a feedback message

P13 | Ifthe customer's credit is not good, the TB system shouldmake any | Absence ScopeAfter 5 8 8 22
charges to the customer's credit card

P14 | Ifany reservations are made, the customer must be informed Response 5 8 7 25

P15 | Ifareservation cannot be made, inform the customer — - — - —

THE ONLINE SHOPPING SYSTEM

Pis | A premium customer always gets a discount on his/her puechas Absence 3 8 7 30

P17 | An order cannot be bhilled before being marked complete byctre Absence 3 6 6 23
tomer

Pi1gs | A completed order will be eventually billed Existence 3 4 5 15

TABLE V: Properties and sizes of their automata represmtst

approvals of the loan (the loan amount is above the automafi¢he credit score is greater than 758cpreEvaluation ),
approval limit), and some declines. Finally, since the loachecks if the loan amount is greater than zero (input vali-
amount incz is invalid, we expected to see only loan rejectionglation), and checks if the loan amount is less than $50,001
For con gurationsc; andc,, the behavior we observed wagAutoApprovalTest ). The ScoreEvaluation should only
as expectedP;; P,; Ps always held andP3; P4 held when the occasionally be true, as ti@¥editCheck component generates
loan was granted. However, for all executionggfthe system random credit scores. However, we obtained tr&Geevery
automatically approved the loan, meaning that propeRigs time the system was run with the taxpayer id 1888, i.e., the
and P, were violated. For all executions af, the system system always approved a negative loan.

produced the following faulty execution trace: We traced this behaviour to two problems. The rst, identi-
ed after looking at the BPEL code of the LA system, was that
FT = (MnPsckCtSe; LnLt); (LnLt; ctSeOK CtCK); the application did not use the results of the input valmtati
(MnPs ckLnAt; LnLt); (LnLt; INAINO; CtCK); allowing requests for negative loans to go through. Thersgco
(MnPs ceLn; CeLn: problem was only identi ed after examining the source code

for the CreditCheck partner. Instead of ignoring the taxpayer
id and generating a random credit score, this componentalwa
returns a good credit score when the taxpayer id that endhs wit
N:ggg”. Combined, these two problems yielded the approval of
the loan for con guratiores every single time.
Overall, our experience showed that the system can handle
multaneous failure of several monitors and allowed us to
specify interesting properties which led to the discovdriynm
%l faults in the LA system.

where each triple(Sender, m; Receiver) denotes partner
Sender sending a message to partner Receiver. The
(LnLt; InAtNO; CtCK) triple in this trace indicates that the loa
amount is less than or equal to zero. In other words] thiet
component checked the predicate “loan amount i§", and
sent aloanAmountNotOkay (INAtNO) message because the,Si
predicate did not hold. Therefore, this trace depicts aifail
of P3 because it includes an invalid behaviour, the accepta
of the invalid loan, indicated by the subtrace

(MnPsckLnAt; LnLt); (LnLt; InAtNO; CtCK); (MnPscelLn; CelLn): B. Monitoring other applications

As P, is a scoped version ¢, it also fails on this trace. Additionally, we modeled and checked two other applica-
To identify the cause of the violations, we examined th#ons: the travel booking system (TB) and the Online Shogpin

BPEL diagram in Fig. 1(a) to see that the tr&®is produced System (OS).

if the LA system obtains the taxpayer's credit score, checR$ie Travel Booking System TB acts as a broker offering its
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SD hotelNotReserved
? SD hotelNotReserve: At Hi
i |
get travel data Agt Hil ﬁ?ﬂ reserveHotel !
| ;
check credit @} reserveHotel | alt) imeout |
| [invalid credit] e ‘ <3 L
TToTTTTTTTT T hotelReserved ihotelNotReserved
[valid credit] : ‘ ! ; ;
f T } ! ‘
ight : hotel‘ car : hgndle : (@) (b)
reselrvatlon reselrvatlon reselrvatlon II’]Va|IdI credit Flg 20 EXpI‘eSSIng properI?lS (a) us'ng the eXIStIng alpha_
| ! bet of the TB system; (b) with additional events.
I
ekl i guage (see Section Il-F2). The problem can be xed by adding
| ! two additional events to the TB system that give a reason why
_ [ the hotel reservation failémeout (produced if a con rmation
C'Lj‘;gmer is not received by a certain time) arttelNotReserved
| (produced if the reservation could not be obtained). Witsth
o propertyP;5 can be expressed as shown in Fig. 20(b), which is
Fig. 19: The activity diagram of the TB system. within the SD language.

We checked propertie®; P14 on two versions of the TB
system: the complete system shown in Fig. 19, and a version
customers the ability to book all aspects of a trip. The workvhere we removed the error handler for invalid credit cards
ow of TB system includes credit validation, ight/hotelées (dashed links in Fig. 19). We did not detect any errors when
reservation, and communication with the client. Custorgars running the complete system against these properties. When
submit data about their desired travel plans and receiberitrunning the modi ed version of the system, the monitoring
a con rmation number or a failure message depending dramework was able to detect a violation of the property
whether the travel arrangements have been made successfBif when the user submits a travel request with an invalid
The activity diagram in Fig. 19 shows high-level steps that acard, and reported this violation by showing that the event
executed during the travel booking process. displayResult is missing. We believe that this feedback
To ful ll its business goal, the TB system needs to interad¥ould have been useful for debugging of the Travel Booking
with several partnersCreditCardChecking service, which System.
validates the customer's credit card ddihghtReservation The Online Shopping SystemThis system implements a typ-
service, which books a ightHotelReservation service, ical online shopping service and consists of four partnats a
which reserves a hotel room, ai@hrReservation service, 20 invocation-type activities. These activities are iredkia
which makes a car reservation. In a typical scenario, amiate asynchronous or synchronous message passing. For a cemplet
customer begins an interaction with the TB system by erderidescription of the system, see [32].
data for his/her travel arrangements. The system then @s/ok The rst two propertiesP1s and Py7 in Table V, are ex-
the CreditCardChecking service, and if the credit card ispressed using thé&bsencepattern. The remaining property,
valid, it tries to make hotel, ight and car reservationsalf Pg, is expressed using thExistence pattern. We did not
of the reservations are completed successfully, a conionat detect errors in the OS system when running it against these
number is generated and returned to the customer. properties.

Table V lists properties we checked on this systdty € Summary. Overall, our experience showed that SD is a lan-
P1s5). For examplePs includes 6 events between 3 partners angliage expressive enough to capture a variety of properties
is represented by an automaton with 6 states and 23 tramsiticof existing web service applications, and all of the proper-
Five propertiesPs; P7; P12; P13; P14, are monitorable using ties except one could be expressed using the pattern system.
patterns in theOccurrence hierarchy (see Fig. 9(b)). FourExpressing the remaining property required enriching tte s
properties Pg; Pg; P10; P11, are monitorable using patterns inof events in the corresponding system. Despite a potential
theOrder hierarchy. exponential increase in the size of monitoring automatadide

PropertyP1s can be expressed in UML 2.0 Sequence Diarot encounter it in examples we have tried, and thus mongori
gram language but not in our speci cation language SD. Ttways yielded negligible overhead. Finally, the expereenf
reason for this limitation is the chosen set of events of tfacountering an error in an existing application, whichulesl
TB system: hotel reservations are handled only by two eveniis a simultaneous failure of several monitors, allowed us to
reserveHotel (the request) antiotelReserved (conrma- conclude that the our framework can be used to facilitate
tion of the success). Thus, failure to reserve the hotel meagifective debugging.
that we were unable to receive the con rmation message eSinc
it is not clear how long the service should wait before deatar VII. RELATED WORK
a failure, we have to express the property usingssertinside The main contributions of our work are the de nition of a
anegateas shownin Fig. 20(a), which is not allowed in our lanfruntime monitoring language, and the creation of a dynamic
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runtime monitoring framework based on this language. Thuse translated SDs) but universal choices as well [15]. Given
we rst summarize some work studying UML 2.0 Sequencthat any AFA can be translated to an (exponentially larger)
Diagrams as a speci cation language. Afterwards, we survélFA [20], we believe that SDs and LSCs have the same
the research on runtime monitoring in the context of wedxpressive power. These languages, however, differ irr thei
services. syntactic and usability properties. Speci cally, LSCs arere
succinct because they can freely combine non-deterndmist
universal choices. However, SDs are easier to implement and
use in a monitoring framework because of the existence of
Like other partial-order scenario-based formalisms such geveral ef cient packages for manipulating NFAs. Moregver
MSCs [11] and LSCs [12], UML Sequence Diagrams argnlike LSCs, the syntax of SDs conforms to UML 2.0 and hence
enjoying an increasing usage as a speci cation language. many existing UML tools can be used to capture and display
Lettrari and Klose ] show how UML 1.3 Sequence Di- these diagrams.
agrams can be used to check properties of UML models.The same authors discuss how LSC speci cations can be
UML 1.3 SDs allow only simple event sequences, so the lagsed to monitor the execution of the program using aspedis [3
guage formalized in [?] is a small subset of our speci catiofa method used by several runtime monitoring frameworks in
language. the described in the literature, e.g. [35], but the exaciiation
Ameedeen and Bordba?][show how a subset of UML 2.0 from alternating automata into AspectJ and the resulting-co
SDs can be transformed into Free Choice Petri nets, enablisigxity of the approach is unclear. Finally, an existentah-
the use of the corresponding analysis techniques. This $fnt subset of LSCs has been expressed in terms of NFA [36].
subset is only used to specify possible system behaviods, anis a strict subset of SDs, not allowing universal traces.
thus does notinclude thegateandassertoperators. Thiswork  \While we concentrated on specifying behavioural propsrtie
also assumes that sending and receiving an event happel sitinteractions between partners, Bultan [37] identi edli@b-
taneously. While this assumption works well for synchramolpration Diagrams (CSs) and Conversation Protocols (CPs) as
systems, it does not hold for most web applications which reore appropriate formalisms for specifying such propsriie
on message queues for communication. realizability and synchronizability, which he then cheadsing
Autili et al. [17] propose a Property Sequence Chart (PS@&odel-checking. These formalisms are simpler than UML 2.0
language, which is an extended notation of a subset of UMequence Diagrams and are appropriate for expressing such
2.0 SDs. PSC enables expressing safety and liveness pespegpecial-purpose properties.
by assigning attributefail andrequiredto messages. This is
equivalent to applying operatonggateandassertto individual
SD message, respectively. The semantics of PSC is giveg u
Buchi Automata, designed to operate on in nite execution In this section, we compare our approach to existing runtime
traces. Since we consider only nite executions of web sm%j monitoring techniques. Online (of ine) techniques ana\gy's-
automata over nite words are suf cient and signi cantlygar tem events during (after) execution and the properties ézkh
to implement. are determined a priori (a posteriori). [38]—[43] are extenpf
STAIRS [33] is a trace-based requirement speci catioanline techniques; [44]-[46] are of ine techniques.
methodology that also uses extended UML 2.0 SDs. TraceThese techniques differ in the types of properties they can
scenarios are classi ed into positive (mandatory and p@Bn handle.Global propertiesallow the analysis of orchestrated
negative, and inconclusive. Negative traces are captwsiedju obligations. These obligations are expressed from thet @din
the negateoperator. STAIRS does not usesertand instead view of the orchestrating service, but also include eversf
de nes a new mandatory choice operatealt, to express the the other services involved in the conversation being nooed.
requirement that both alternatives be present in a choite.lUocal propertiesare restricted to monitoring the events of
our work, we enable expression of mandatory and forbiddansingle service. Furthermore, some techniques concentrat
behaviours without extending the language. on state properties, whereas others allow the user to express
Grosu and Smolka [16] interpret positive and negative UMkequence®f events. Like ours, the approach introduced by
2.0 Sequence Diagrams as safety and liveness properties Bistiore et al. [41] can be used to check global propertigd1h
give formal semantics for such diagrams using Safety apdoperties are specied in LTL, which is more expressive
Liveness automata, respectively. Their approach does st than our speci cation language. However, specifying prtipe
theassertoperator and de nes automata over in nite traces. correctly in LTL can be challenging, especially when trying
Harel and Maoz [15] de ne Modal Sequence Diagram® specify sequences of events [1], whereas these are quite
(MSD), an extension of UML 2.0 Sequence Diagrams. Thastuitive in our framework.
semantics ohegateandassertoperators in MSD is given via  The frameworks described in [38]-[40], [42], [43] are re-
the universal/existential distinction made by the Live $&upe stricted to local properties. Li et al. [43] specify propestusing
Charts (LSCs) [12]. In this formalism, diagrams, messagels alnteraction Constraints (IC) [47] - alanguage based on Dwye
constraints can be de ned as eithbot (universal) orcold Speci cation Pattern System [1]. Unlike our speci caticem}
(existential), and the semantics of MSDs is given via alitng guage, IC does not allow pattern nesting. Thus, new evergs mu
weak word automata (AFA). This formalism includes not onlpe introduced in order to reason about sequences of events.
non-deterministic choices of NFA (the language into whiclihe rest of the local property frameworks check state foasul

A. Sequence Diagrams as a speci cation language

&, Runtime monitoring of web services
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speci ed using simple predicate logic. Speci cally. Baret tomizable patterns should improve the usability of our spec
al. [39], [40] and Lohmann et al. [42] check service pre- anchtion language. More complex conversations can be checked
postconditions associated to external service invocatiwhile as it is easy to build properties through SD compositionntysi
Lazovik et al. [38] check local assertions. SD references, our properties are also easier to read, since
Of ine techniques can handle both global and local propetails can be hidden. We have also created a library of such
erties. In Mahbub et al. [44], [45], properties are exprdsseequence diagram patterns and showed how patterns can be
using event calculus [48]. van der Aalst et al. [46] introglucused to specify monitors for a number of interesting praesrt
DerSecFlow, a graphical language that can be used to exprefsseveral web service applications. Finally, we reportedhe
properties similar to our patterns, but without patterrtings  implementation of our framework which allowed us to nd bugs
Various techniques are used fdreckingoroperties. [38] and in real web service applications.
[41] rely on planning techniques to create service comjuosit
[41] analyzes the application once the composition has b
obtained, by instrumenting the system to include Java duate t
checks LTL monitors during runtime. [38] iteratively repés
the violated service with another one, with weaker assestio
continuing the process until there are no more violationthe
composition is not possible.

Future Work. While the initial experience using the framework

25 been positive, we need to address a number of issues
before it becomes fully usable. The rst set of issues deals
with increasing the range of properties that can be specied
and monitored. In the examples presented here, all objects
were unique, whereas in practice, users may be interested in

In the case of service pre- and postconditions, [39], [4 rifying interactions between multiple processes of thes

oy tho ngnal BREL dagram, nroduing now BPELLY. " 2SO, e LASISe, 8 sl goudcoc
activities that check the contract during external serciais. y Y apply '

[42] proposes a similar, but more intrusive framework, a$JM$50'001’ to bypass the_ manual approval required for a loan fo
. the total amount. In this case, two bank branches may want to
contracts are integrated at the source code level. [44],Ud®&

. communicate to avoid this kind of situation. BPEL supports
temporal deductive databases to store and reason abous even bp

. . . the notion of process instances, and encodes a process ID in
generated during runtime, while [46] analyzes low-levedrgv : X . :
all message headers so as to identify which process instance

logl'segﬁlr\nigl?enslj-sl_egri]r?(t:ﬁsr\;vork of Li et al. [43] are the closest t% the intended recipient of the message. We believe that our
ours LikgI us, they take an automata-ba;sed approach for m rﬁmework accommodates this approach readily, by encoding
AN » (NEY | P Mese process IDs into the speci cation, the automata itians
itoring communications between partners and enable gﬁabh'relation and interaction events

display of violations. ' T » )

As discussed before, the advantage of online techniques i§:l(‘j”e”“3g oulrframﬁworlfjpermgs the de n|t|0nfof propesi
that it is possible for the system to react once a prOblz%?tm:rﬂ?or}ingrlgeo;cttuxgt:é ;nhaagzér[)i/nggn?/esrgtt?oﬂ (;\;(:nts
has been detected. In [39], [40], BPEL exception handlery X ) B
can be attached to the properties being checked. If sucfg%oants* we could ChECk richer properties that dlep_endJ:th
exception handler is not provided, execution terminatesrwhdata. We cannot use the existing automata translationster
a violation occurs. As [41], [42] are Java-based, they can u%xcr;g‘”t?e pr0||3ert|es dll;ectly, becfause the resulting "’ijmm
Java's exception handling handling mechanism for recovef{Puld D€ t?O. arge to be uhse u orf monitoring. Injtea » we
actions; however, this approach is highly intrusive. [4gpg are currently investigating the use of Parameterized NF [4
not discuss recovery. Of ine techniques like [44]-[46] tead (PNFA) to create more succinct monitors, as single PNFA

suggestcorrective actions which can be tested during futuf&ansitions represent sets of NFA transitions.

executions. Current BPEL recovery mechanisms are not suitable for
developing self-healing web services, as error handlingy an
VIIl. CONCLUSION AND FUTURE WORK compensation mechanisms must be de ned before deployment.

In this paper, we described our framework for runtime mopﬁs discussed in Section I, online runtime monitoring tech-
itoring of web service conversations developed as part of Biflues allow dynamic recovery, since recovery strategés c
industrial-strength system. The framework is an aggregatib€ applied as soon as errors are detected. Existing work [50]
of existing runtime veri cation techniques. It is non-ingive, [51] focuses on the de nition of recovery strategies focal
running in parallel with the monitored system and interirept properties assuming that process de nition is correct and errors
interaction events during run time. Thus, it does not regjuifre introduced only via interactions with external sersiCkhe
any code instrumentation, does not signi cantly affect theecovery strategies are suggested “per message”. Splyi ca
performance of the monitored system, and enables reasorfg@jesi et al. [50] check external service pre- and postcimmi
about partners expressed in different |anguages_ Furth'er;m to determine when a partner link should be modi ed, while
the use of a subset of UML 2.0 SDs as a speci cation languafytoser et al. [51] use QoS parameters. Our approach allows
ensures that the framework is usable by practitioners toifype US to de ne recovery strategies suitable flobal properties
safety and liveness properties. Liveness becomes nitengre i-€., de ne them “per conversation”. We also want to study
user-speci ed time limits or the process termination actres recovery strategies that dynamically modify the BPEL pesce
stopping event. de nition [52].

We have successfully mapped all the Speci cation Property We also plan to investigate techniques to help locateses
System patterns into our SD subset. The availability of cusf errors (as opposed to places where a violation was delfecte
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from observing results of successful and unsuccessful @fing13]
the system. We will experiment with the techniques in [S34][
for this task.

Finally, our work so far has assumed that all partners operat
within the same process server and thus a centralized nndmito[15]
a viable option. In practice, most web services are disteithu
requiring a distributed monitoring framework. We plan te in
vestigate techniques used in the DESERT project [55] to tu$]
a centralized monitor into a set of distributed ones, rugiim
different process servers.

[14]

[17]
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APPENDIX

preceded bys;t (see Fig. 11(j)). This pattern is implemented
using theAbsenceand Until patterns, just like in thérece-
dencepattern. The implicinegateoperators in theAbsence
andUntil patterns handle the message sequences, so there is no
need to addritical operators.
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Below, we continue the discussion of expressing property
patterns in SD, started in Section IV.

k Bounded Existence:message can occur at mogt times

in a given scope. We can check the existence of at rkost
messages using tHeop operator. After the loop, we need to
check thap does not occur, which corresponds to Atesence
pattern (see Fig. 11(c)).

Universality: only a sequencp of messages can occur in a
given scope. This is equivalent to checking for the abseifice o
complement messages (see Fig. 11(d)).

Responsemessag@ (stimulus) must be followed by message

s (response), in a given scope. A response can occur without
stimuli, so the stimulus is represented using a regular agess
whereas the response is mandatory. The existence of stimu-
lus/response pairs are checked in an in ddep, as there can
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